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1  APROL system collection 
 
. 

1.1 Why use time synchronization? 

 Information about the revision history can be obtained in the chapter Revision history in 
the appendix. 

A process control system created with APROL generally consists of several networked 
computers. Information is entered for the process control system using programs that run on 
these computers. This information is logged with the date and time (timestamp) and recorded to 
a central location. To trace the log down to the last second (i.e. obligation to provide proof), the 
clocks on the computer need to be running synchronously. Since this is hardly ever the case, a 
procedure for synchronizing these clocks must be carried out. 
Although each computer has a built-in hardware clock with a battery buffer (the BIOS clock), 
these clocks tend to drift from the original time and are only used for indicating or transmitting 
the time and date when starting the computer. 
The Linux operating system works with an internal software clock. When the computer is started, 
the Linux system takes its time from the BIOS clock and then operates with the UNIX system 
clock. This clock determines the time from the CPU clock rate. This clock rate is afflicted by a 
tolerance from computer to computer, which is why the clocks can also vary from each other.   

 The UNIX system time is calculated from the seconds that have elapsed since 1/1/1970 
until the selected point in time "x" (determining the time). 

That is why it is absolutely required to synchronize the clocks on all computers connected to a 
networked APROL system. If a DCF77 or GPS clock should be used as the centralized 
timekeeper, an additional radio-controlled clock can be installed on one computer to increase the 
security of the system time (e.g. if the first radio-controlled clock should fail).  
 

1.1.1 Synchronizing time with XNTP 

If it's desired, all computers that are connected to an APROL system can be subjected to an 
automatic time synchronization procedure where the time is retrieved from one central clock. 
Synchronizing the time for all computers is an optimal solution when using a DCF77 or GPS 
clock on the time server. In this case, the time server forcibly assigns the valid time to all other 
computers on the network. 

APROL uses the standardized XNTPD service for synchronization. This service works with a 
platform-independent protocol to synchronize the computer clocks on a network. This service 
works with a platform-independent protocol to synchronize the computer clocks on a network. 
The computer designated as the server for time synchronization supplies the time; the client 
simply takes the time supplied by the server.  
The time synchronization procedure in small steps: 
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Function Description 

The computer is turned on and 
Linux is started / booted. 

In this procedure, the time used by the hardware clock 
is applied to the Linux system time.  

xntpd is started from its start script 
before the APROL system and 
"hart" adopts the chosen 
synchronized time in the system 
time. 

The selected system time can come from the following 
sources: 
- Radio-controlled clock on the computer  
- Time server that's been specified with AprolConfig 
or (worst case) 
- The computer's hardware clock 

xntpd starts its "job". It continually compares the system time with the given 
time source. If it determines that deviations are taking 
place, it changes the frequency used to create the 
target time for the computer until all times are 
synchronized again. 

The computer is shut down. It writes the system time to the hardware clock. 
 
To see how this daemon works, use the following command as the root user: 
ntpdc –c sysinfo  

To analyze the output more precisely, go to http://www.ntp.org.  
The daemon can also be monitored in the Runtime system throughout the entire network. In this 
case, use the UCB_XNTP block from the PCC_SYSTEM library in a plan in the LR_INFO group. 
Changing the configuration of the XNTP daemon can be done at any time by the superuser 
(root) by opening the AprolConfig --xntp script. 
 

1.2 Web server and Web browser 
The reason for installing and using the Web server concept is explained in the Getting Started 
manual in the Web server section. 
If you are not satisfied with the default Web browser, you can install another browser in Linux, 
and then choose it with the "Extras / Options" menu item in the CaeManager, tab HTML / Web, 
for the Engineering and Runtime systems (project documentation). 
 

 Since Flash animations are used in APROL, the Web browser you decide to use must 
support this plug-in! 

 

1.2.1 Alarm intervention texts 
The occurrence of an alarm is an event that often requires immediate action by the operator of 
the process control system to prevent substantial damage. The steps to be taken after a very 
important alarm occurs are not routine or done every day. 
When an alarm like this occurs, therefore, it's extremely helpful to have a text that exactly 
describes the next step for handling the situation. 
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For this reason, the APROL system includes the option of being able to select intervention 
texts when alarms occur. 
There is the possibility to display intervention text as HTML pages for example with the 
AprCcAlarm block from the APROL library in the Alarm group. 
The pages themselves (a separate page should be created for each important alarm) need to be 
stored in the Engineering system's home directory in the following path: 
/home/<CC-Account>/ENGIN/PROJECTS/<project name>.pgp/WEB/<country code>/IVTEXTS 

Each intervention text side must have a unique name. => <Unique-name>.html 
After being downloaded, the pages are stored in the following directory of the Runtime system: 
/home/<CC-Account>/RUNTIME/WEB/<country code>/IVTEXTS 

To be able to use these pages, the documentation server must be specified for the Runtime 
system as described in the chapter Own project documentation. 
 

1.2.1.1 Advantages of PHP4 and Flash integration 

Integrating PHP4 and Flash beginning with Release 2.0 of APROL has increased the options 
for displaying project documentation online as well as for displaying intervention texts. PHP4 is 
used by the Web server, whereas Flash is used by the Web browser.  
PHP4 allows you to do things like create your project documentation HTML pages in several 
languages. Using PHP4 would then show the project documentation or intervention text in the 
correct language depending on the country's native language, which is an option that can be 
configured in KDE. 
Using Flash animation in the online documentation or HTML pages for the intervention texts 
allows them to be designed more efficiently. 
The following is an example of an HTML page (excerpt) for an intervention text that 
demonstrates the behavior mentioned above: 
<? 
if ($language=="001") 
 { 
 $path="_001"; 
 } 
 else if ($language=="033") 
 { 
 $path="_033"; 
 } 
 else 
 { 
 $path=""; 
 } 
?> 
<--The part above allows the language to be taken from KDE  
and e.g. the Flash film to be selected in the appropriate  
language (<?//echo $path;?>)--!> 
 
<table cellpadding="0" cellspacing="0" width="100%" height="80%"  
 border="0"> 
<tr> 
 <td> 
  <object classid="clsid:D27CDB6E-AE6D-11cf-96B8-444553540000" 
    width="600" height="400"> 
         <param name=movie value="objects/pro1<?echo $path;?>.swf"> 
         <param name=quality value=high> 
         <embed src="objects/pro1<?echo $path;?>.swf" quality=high 
    type="application/x-shockwave-flash" width="600" 
     height="400"></embed>  
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       </object> 
<-- The Flash film is embedded in the object tag. --!> 
 </td> 
</tr> 
</table> 

 

1.2.2 Project documentation 

 

This description is under construction at present. 
Please inform yourself in regular intervals about the current APROL documentation on our 
internet side www.br-automation.com, in the area Material related downloads. 

 

1.3 General information about the SNMP mechanism 

The SNMP chapter describes the SNMP mechanism in APROL when using UCB blocks. 

First, we'll briefly touch on the scope of the SNMP package in the SuSE LINUX distribution. 
Then we'll talk about the server components and how to configure and use SNMP clients. 
The next section will explain how to create SNMP blocks with the help of UCB technology. 
Finally, we'll cover how to create the executable script – the actual logic behind the block – using 
an example. 
SNMP server and SNMP client: 
SNMP is an acronym for "Simple Network Management Protocol". 

The approach chosen in APROL to gather information about SNMP-capable devices and 
software is used by the SNMP clients available in Linux. APROL-wise, the functionality of this 
client is integrated into the respective project via the generally available UCB mechanism in 
APROL. This is a standardized solution for both the operating system and APROL when 
connecting SNMP-capable devices. 
SNMP makes it possible to query and process system parameters from SNMP-capable 
hardware and software, regardless of the operating system being used.  
The SNMP package must be installed in Linux to query SNMP parameters or provide them. In 
the SuSE distribution, the package is called ucdsnmp and is located in the n series. The SNMP 
package contains the snmpd server components as well as the snmpwalk, snmpget query tools. 

The server tools are needed to make the computer SNMP-capable, i.e. to make system 
parameters ready for querying. The ucdsnmpd.conf configuration file is needed for the 
configuration. 
This file must be modified for the following example. Another entry must be added to the 
/etc/ucdsnmpd.conf configuration file. 
The line 'view system included host fe' needs to be added underneath the 'view system included 
system fe' line. Then the SNMP server is restarted with /sbin/init.d/snmpd restart. 
The query tools are used with a certain syntax so that any kind of SNMP-capable hardware or 
software can be queried. 

The presence of the /usr/share/snmp/mibs directory is mandatory for SNMP. This directory 
contains the MIB files. These files are translation tables for the SNMP client or server, which we 
will talk about a bit further down. 



APROL system collection 
1-5 

 

1.3.1 Configuring and using the SNMP clients 
The SNMP clients: 
The SNMP package in Linux contains the snmpwalk and snmpget clients. The snmpwalk 
command is used for general queries, whereas the snmpget command is used for special 
queries. 
 
The snmpwalk SNMP client: 
The snmpwalk client is needed to read a number of related parameters and show them in a tree 
structure. 
One application example would be the command series snmpwalk localhost public system. This 
command shows the complete tree structure of the "system" area on the local computer. 
The output could look like this: 

 
Illustration 1: snmpwalk output 

 
The snmpget SNMP client: 
Another way to retrieve information is to use the snmpget client. This second client reads 
concretely specified values from the SNMP tree. 
One application example is the command series snmpget localhost public system.sysDescr.0, 
which only outputs the related value of the "system-sysDescr.0" variable on the local computer. 
The output could look like this: 

 
Illustration 2: snmpget output 
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For each query, a concrete text term is specified as the query variable. In this case, 
"system.sysDescr.0". In the first query, this was the term "system". 
These variables exist on the system level as number codes, not in the specified text form. To 
carry out a Text-->Number or Number-->Text conversion, you need the aforementioned MIB 
files. 
A text variable like host.hrStorage.hrStorageTable.hrStorageEntry. hrStorageUsed.1 is 
converted by the SNMP client or server to the number code 25.2.3.1.6.1 using the MIB file, 
where the main system variable "host" is decoded ("HOST-RESOURCES.TXT"). 
These numeric codes are used to read values from system variables or assign the returned 
variables a name. If the software or hardware is now SNMP-capable, it needs to be checked 
whether the configuration properties for the corresponding hardware or software are stored in 
the MIB files, or if there is even a separate MIB file present, which must then be copied to the 
/usr/share/snmp/mibs directory. 
 

1.3.2 Creating SNMP blocks 
SNMP blocks based on UCB technology: 
A sensible approach when developing blocks that provides data from SNMP queries is to use 
UCB blocks. The blocks should be stored in a customer library, so that basic functionalities can 
be encapsulated in a way that can be validated. 
How to create this type of block will be explained using a concrete example that reads how much 
space is left on a partition on a SNMP-connected device. 
First the "SNMPTEST" library is created in the CaeManager. This is identified as a customer library. 

 
Illustration 3: Creating the SNMPTEST library 

A new group called 'Harddisk' is created in the next step. This group will later contain one or 
more SNMP blocks that will be responsible for determining the hard disk data. 
Then a block called "SNMPUsedRootDisk" is configured. This block is used to determine the 
space being used on the root partition of the computer. It belongs to the Harddisk group we've 
created and is of type UCB. 
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UCB blocks are used since their internal script capabilities are flexible and well-suited for all 
tasks. 

 
Illustration 4: Creating the block 

Each UCB block requires a default input "UcbTrigger" and a default output "UcbStatus". 

 
Illustration 5: Configuring the default inputs and outputs 

Since SNMP can be used across the network, you will configure a second input of type STRING 
that can be modified by the user. The input is called "Host" since this is where the IP address or 
host name of the hardware or software being queried is entered. 
To receive a return value that can be displayed e.g. in the DisplayCenter, an additional output 
should be created. The output value is a string in this case. The pin is of type STRING and 
receives the name "UsedDisk". 

 
Illustration 6: Creating the UsedDisk output 
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If several communities have been set up in ucdsnmpd.conf, an additional input pin named 
"Community" can optionally be configured, which can be evaluated by the snmpget or 
snmpwalk client in the script. 
 

1.3.3 Creating the script 
Determining the space used on the root partition: 
This script is a simple Unix bash script that reads the aforementioned SNMP variables on the 
system level using the snmpget or snmpwalk tools. 
The basic procedure will be expanded using the scrip for determining the space used. 
The basic structure of each UCB script looks like this: 

 
Illustration 7: The script template 

The actual script can now be written in the main area (between the start and end lines). 
However, first it has to be ascertained as to which variables should be read via SNMP so that 
the used space can be output in MB. Since there's not really a direct method for finding this 
value, a few calculations will have to be made. 
The following values are needed to calculate the amount of space used: 

 The position of the root partition on the disk 

 The inode density 

 The number of used blocks on the partition 

 

The names for these system variables are stored in the HOST-RESOURCES.TXT file in the 
/usr/share/snmp/mibs directory. 
The command "snmpwalk localhost public host" shows all system variables. 

"host.hrStorage.hrStorageTable.hrStorageEntry.hrStorage Index.*" is particularly 
interesting. There are as many entries as there are partitions. To check out which variable 
represents the root partition, check the 
"host.hrStorage.hrStorageTable.hrStorageEntry.hrStorageDescr.*" entry and look for the value 
"/". 
The root partition is thus "host.hrStorage.hrStorage Entry.hrStorageIndex.1" in the example. The 
".1" at the end identifies the root partition throughout the rest of this description. 
The variable "host.hrStorage.hrStorageTable. hrStorageEntry.hrStorageAllocationUnits.1" is 
used for the inode density. 
If the ".1" is replaced by another number, then the inode density is output for another partition. 
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Then the value for the number of used blocks in the partition must be output. This value is 
contained in the "host.hrStorage.hrStorageEntry. hrStorageUsed.1" variable. 
The "snmpget localhost public host.hrStorage.hrStorageTable.hrSto 
rageEntry.hrStorageUsed.1" and "snmpget localhost public host.hrStorage.hr 
StorageTable.hrStorageEntry.hrStorageAllocationUnits.1" commands return the variables and 
their values in the following format: 
 
host.hrStorage.hrStorageEntry.hrStorageTable.hrStorageEntry.hrStorageIndex.1 = <Value> 

host.hrStorage.hrStorageEntry.hrStorageTable.hrStorageEntry.hrStorageAllocationUnits.1 = <Value> 

The output is the same in every case so that the <Value> can be filtered out with just a few bash 
commands. 
The first approach for the script would have to look like this: 
 

 
Illustration 8: Developing the script - Step 1 

An IF statement is created to intercept empty values, and an arithmetic operation determines the 
correct ending value. 
The finished script looks like this: 
 

 
Illustration 9: Script for determining the space used on the root partition 

With "echo <OutputPinName>=<$ENDVALUE>", the calculated value is written to the output pin 
of the UCB block, where it can be further processed or displayed in the DisplayCenter. 
 

1.4 System commands and programs 
The system commands, programs, and features described in the following chapters and sections 
should make it possible for you to get a closer and deeper look at APROL systems. However, 
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the commands and programs should only be used by experienced users or system 
administrators since making incorrect entries can damage the APROL system. 
The following table provides an overview: 

 System commands 

 APROL system programs 

 Specifics 
 

1.5 System commands 
The following commands and programs are not listed by priority, but should aid in analysis 
procedures. Commands from the Linux operating system are also listed if they are useful when 
working with APROL. All commands are entered in an Xterm window or a virtual console. 
Logging into the APROL system with the Linux login mechanism is required. 

The following table provides an overview: 

 AprolCmd 

 GetEnvi 

 Optimizing the database 

 ps 

 

1.5.1 AprolCmd 
AprolCmd allows an accelerated starting and stopping of the APROL system. Individual 
applications can be started and stopped separately without needing to know the dependencies. 
Starting and stopping individual applications no longer has to be done using Linux system 
commands. 
The following runlevels exist where certain programs can be started: 

Run 
level 

List of "running" programs in this and following levels 

1 Iosys2, (Iosys until R 1.0), Customer Application  
2 SysInfo, Customer Application  
3 LRTASK, InaDriver, ProfiboardDriver, EventDriver, Customer Application  
4 PrintServer, Customer Application  
5 UcbServer, TrendServer, AlarmServer, AlarmSpooler, CompressorServer, 

AggregateServer, IosXfer, ChronoLogServer, Customer Application  

 
The following screenshot contains possible commands for AprolCmd: 
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Illustration 10: AprolCmd 

 

1.5.2 GetEnvi 
GetEnvi is taken from "get environment". This call shows all of the environment variables on the 
APROL system you are logged in to. 

Command: 
<computer>:~ > GetEnvi 

The following image shows the result of this command: The names of the environment variables 
are self-explanatory. 
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Illustration 11: Results of calling "GetEnvi" 

 

1.5.3 ps 
This command comes from Linux and UNIX and shows the processes currently running under 
Linux on the computer.  
 

 Each program started in Linux is called a process. In this way, all programs and 
applications run in APROL are processes according to this Linux convention. 

 
Various options (arguments) can be attached to this system command in different combinations. 
If you want to learn more about this command, simply open up the manual by running "man ps" 
in an Xterm window. Right now, we will only deal with one combination. 
 
Command: 
ps –ef |grep runtime 

 
For the following explanation, it's required that your Runtime system has been set up and 
configured under the "runtime" Linux login. 
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Illustration 12: Results of calling 'ps' 

All running processes of the CC-Account 'runtime' are displayed using the user ID (runtime). 
Following the user ID are the process ID (PID), the parent process ID (PPID), the starting time of 
the process, the terminal where the process was started, how long the process has been 
running since before ps was run, and the command that was used to start the process. 
 

1.5.4 Optimizing the database 
If data that isn't needed anymore is deleted in the charts when configuring with the CaeManager, 
then it's possible that instances that are no longer used are still present in the project. These 
instances unnecessarily enlarge the database area in the caedb for this project.  

The database optimization is called via the 'File / CAE Database / Database Optimization' 
menu in the CaeManager. 
This menu item affects the project that is currently open! If selected, all of the instances in the 
project are checked to see if they are used. If it is determined that there are instances that are 
no longer being used, then they are deleted. The progress is indicated because this process can 
take some time for larger projects. 
This function should be used shortly before the project is completed to free the database from 
unnecessary ballast and to keep it as small as possible (data storage, transport to tape / CD, 
etc.). It is absolutely not necessary to use this function frequently! 
 

1.6 APROL system programs 
. 

1.6.1 Iosys tools 

The APROLFehler! Kein Name für eine Eigenschaft übergeben. 
runtime system manages all process variables in the process data base Iosys. 

APROL  offers a quick overview of a certain system status via console applications. 

These tools allow you to look into the Iosys data base, and the manipulation of the data on the 
local and on a remote server. 
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These tools are only allowed to be used by an experienced user. They do not replace 
the normal operation via the GUI applications and are not allowed to be used for a 
normal process control. 

The use of these console applications is documented in the SysLog report with a time stamp, 
computer name, PIN, and description. Operations in the process control are recorded in 
AuditTrail report. The Iosys tools are especially good for checking or setting certain variables 
during debugging. 
The following tools are available: 
 

 IosStat (Iosys status information) 

 IosLsClients (List of all the clients accessing the Iosys) 

 IosLsObjects (List of all of the process variables in an Iosys) 

 IosEv (Chronological cycle of filtered process variables) 

 IosInOut (Import and export of process variables) 

 pio (Read / write process variables) 
 
 

1.6.2 Extension of all Iosys tools for multi-runtime systems 
 

Together with the introduction of multi-runtime systems in APROL, the syntax of the Iosys tolls 
has been extended. 
 

1.6.2.1 Launching Options 

The instance name of the APROL system can now also be specified for the options '-iosys' 
and '-mask'. These are referred to as <INSTANCE> in the following description. 
 
The 'IosLsObjects' example shows which additional calls are possible for the '-iosys' and '-mask' 
options: 
 
Syntax up-to-now: 
IosLsObjects -iosys <HOST_NAME>:[PORT]  -mask  "*String*" 
Example: 
IosLsObjects -iosys l3supp4064:0  -mask "APROL*_Idle*" 
Output: 
APROL_SYSTEM_01_M_IdleStatePercent 
APROL_SYSTEM_01_M_IdleStateWarning 
APROL_SYSTEM_01_M_IdleStateViolationTime 
Notes: 
If no [PORT] is specified, the port 0 is used as fallback. 
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IosLsObjects -iosys <HOST_NAME_MASTER>:[PORT], <HOST_NAME_SLAVE>:[PORT]-mask 
"*String*" 
 
Extension for multi-runtime systems 
IosLsObjects -iosys <INSTANCE> -mask "*String*" 
Example: 
IosLsObjects -iosys APROL_SYSTEM_01 -mask "APROL*_Idle*" 
Output: 
APROL_SYSTEM_01_M_IdleStatePercent 
APROL_SYSTEM_01_M_IdleStateWarning 
APROL_SYSTEM_01_M_IdleStateViolationTime 
Notes: - 
 
IosLsObjects -iosys "*" -mask "*String*" 
Example: 
IosLsObjects -iosys "*" -mask "APROL*_Idle*" 
Output: 
APROL_SYSTEM_01_M_IdleStatePercent 
APROL_SYSTEM_01_M_IdleStateWarning 
APROL_SYSTEM_01_M_IdleStateViolationTime 
APROL_SYSTEM_02_M_IdleStatePercent 
APROL_SYSTEM_02_M_IdleStateWarning 
APROL_SYSTEM_02_M_IdleStateViolationTime 
APROL_SYSTEM_01_M_IdleStatePercent 
APROL_SYSTEM_01_M_IdleStateWarning 
APROL_SYSTEM_01_M_IdleStateViolationTime 
Notes: 
There is a search over all systems which are known to the project and are activated when the '*' 
wildcard is used.  
 
IosLsObjects -mask "*String*"@<INSTANCE> -showIosysConnection 
Example: 
IosLsObjects -mask "APROL*_Idle*"@APROL_SYSTEM_01 -showIosysConnection 
Output: 
APROL_SYSTEM_01_M_IdleStatePercent@APROL_SYSTEM_01 
APROL_SYSTEM_01_M_IdleStateWarning@APROL_SYSTEM_01 
APROL_SYSTEM_01_M_IdleStateViolationTime@APROL_SYSTEM_01 
Notes: 
The '-showIosysConnection' parameter is optional and show which process variable originates 
from which Iosys connection. 
 
IosLsObjects -mask "*String*"@<INSTANCE> "*tcapc*" @<INSTANCE_2>  
Example: 
IosLsObjects -mask "APROL*_Idle*"@APROL_SYSTEM_01 
"APROL*_Idle*"@APROL_SYSTEM_02 
Output: 
APROL_SYSTEM_01_M_IdleStatePercent 
APROL_SYSTEM_01_M_IdleStateWarning 
APROL_SYSTEM_01_M_IdleStateViolationTime 
APROL_SYSTEM_02_M_IdleStatePercent 
APROL_SYSTEM_02_M_IdleStateWarning 
APROL_SYSTEM_02_M_IdleStateViolationTime 
Notes: 
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It is possible to query PVs from different systems simultaneously with this type of call. 
 
The following syntax is now allowed for the use of the '-mask' launching option: 
<PV name>[@<APROL system instance>] 

 

 

Not allowed. IosLsObjects -iosys APROL_SYSTEM_01, APROL_SYSTEM_02 -mask … 

 

1.6.2.2 Processing 
All Iosys tools evaluate the $HOME/RUNTIME/runtime-system.cnf during runtime in order to 
resolve the <INSTANCE> identifier. This file is created automatically during the code generation 
of the project, and contains the basic system definitions for the APROL systems which are 
used. Each section begins with the system definition [HW/ Instance name of the APROL system]  
 

 

A file with the name  runtime-user-system.cnf can be used for a temporary monitoring 
or diagnosis. This allows access to APROL system instances which are not 
connected to the CAE project and must be composed in the same syntax as the 
runtime-system.cnf. A project-spanning connection is not supported. 

 
Example runtime-system.cnf: 
… 
[HW/APROL_SYSTEM_01] 
 project_name=SamplesProject 
 active_conn=l3supp4064:0 
 alasrv_self=dem1 
 ccname=APROL_Runtime_01_SYS 
 ccdesc=B&R APC 810 Runtime Server, Default Runtime System 
 cluster=l3supp4064.br-automation.com 
 runtimeuser=runtime 
 is_a_term=1 
 is_a_fas=1 
 is_a_serv=1 
 is_redundant=0 
 
[HW/APROL_SYSTEM_02] 
 project_name=SamplesProject 
 active_conn=l3supp4064:1 
 alasrv_self=001 
 ccname=APROL_Runtime_02_SYS 
 ccdesc=B&R APC 810 Runtime Server, Multi Runtime System 02 
 cluster=l3supp4064.br-automation.com 
 runtimeuser=runtime2 
 is_a_term=1 
 is_a_fas=1 
 is_a_serv=1 
 is_redundant=0 
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1.6.2.3 IosStat 
With IosStat it is possible to check the availability of an Iosys on the local, or a remote, runtime 
system. A time can be optionally defined (Reconnect time) after which the connection should be 
rebuilt, in the case that the connection from the application to the Iosys is lost. 
 
Option Description 

-checkconn Test the Iosys connection with a result based exit code. 
Exit code 0: Iosys found 
Exit code 1: Iosys not found 

-iosys <host[:port][,host[:port]]> 
 
-iosys 
<Instance name APROL system> 

Specification of the Iosys to be used 
Examples: 
-iosys 192.168.0.23:3 

Shorter version: 
-iosys :3 
(local system, Port 3) 
-iosys 192.168.0.123 
(Runtime system, Port 0) 
-iosys APROL_SYSTEM_01 
Instance name of the APROL systems to be contacted 
-iosys “*“ 
All instance names of the APROL systems known and activated in the project 
The systems must be specified in the following order when there is a redundant 
configuration: <Master:[PORT]>,[<SLAVE:[PORT]] 
(Also see reconnect option) 
Default = local system: Port 0 

-reconnect <time> Reconnect time (in seconds). 
If the connection to the Iosys is lost, then an attempt is made to reestablish the 
connection after the defined period. 
This parameter should always be specified in a redundant configuration, because 
otherwise the application is terminated when a connection attempt to the master fails. 
Example: 
-reconnect 10 

-preferUserSystems Preferred systems with the same name from the runtime-user-system.cnf 

-self <selfoption> Change own instance description according to the scheme APPLICATION-
NAME_<SELF-OPTION> 
Example: 
-self TEST 

-languageCode <area code> no function (Default setting English) 

-ver Short information about APROL and application version 

-version Detailed information about APROL and application version 

-info Name and version of the application and the corresponding library with the following 
data: Module, date, time, type, system, architecture, host name 

-showlog Opens the SysLog report (Browser window with a listing of all APROL application 
calls, from the current day, including command line parameters, date, etc.) 

-help, -h, -? Show the help text 

 
Application examples: 
Determining the status of a local Iosys on port 2 
IosStat -iosys :2 

positive result: 
2006.09.25 17:13:31 IosStat: Iosys found 

Negative result (missing Iosys connection): 
2006.09.25 17:14:20 IosStat: Iosys not found or lost 



D1 System Handbuch 
1-18 

Determining the status of a remote Iosys on port 0, with re-connection after 5 seconds 
IosStat -iosys 192.168.0.12:0 -reconnect 5 

 
positive result: 
2006.09.25 17:13:31 IosStat: Iosys found 

Negative result (missing Iosys connection): 
2006.09.25 17:16:32 IosStat: Iosys not found or lost 
2006.09.25 17:16:37 IosStat: Iosys not found or lost 
2006.09.25 17:16:42 IosStat: Iosys not found or lost 

 
Conditional output after communication loss to the Iosys 
IosStat -iosys :1 -checkconn || echo "Iosys not found." 

Positive result: 
2006.09.25 17:20:05 IosStat: Iosys found 
2006.09.25 17:20:05 IosStat: Leave with exit code 0 

Negative result (missing Iosys connection): 
2006.09.25 17:20:25 IosStat: Iosys not found or lost 
2006.09.25 17:20:25 IosStat: Leave with exit code 1 
Iosys not found. 

 

1.6.2.4 IosLsClients 
IosLsClients is capable of listing all of the clients that communicate with a local or remote Iosys. 
Optionally, for example, a filtering can be set using search masks. In order to search for similar 
variable names there is the possibility of a fuzzy search using the Levenshtein distance, which 
provides a measurement for the difference between two strings. The Levenshtein distance 
describes the minimum number of operations, Inserting, deleting, and swapping to transfer 
one string into another. During debugging, IosLsClients can check if a certain application is 
registered in the Iosys, or if the connection is lost. 
 
Option Description 

-mask <mask> 
-mask “<mask>“@[<INSTANCE>] 

Filtered display of the connected clients. The use of wildcards is possible. 
Example: 
-mask *InaDriver_* 
-mask “*InaDriver_*“@APROL_SYSTEM_01 

-mask <mask> -mld <distance> The option '-mld' must be used in connection with the '-mask' function. (Levenshtein 
distance, to define the filter algorithm.) 
Example:  
-mask HA_* -mld 1 

-iosys <host[:port][,host[:port]]> 
 
-iosys <Instance name APROL system> 

Specification of the Iosys to be used 
Examples: 
-iosys 192.168.0.23:3  

Shorter version: 
-iosys :3 
(local system, Port 3) 
-iosys 192.168.0.123 
(Runtime system, Port 0) 
-iosys APROL_SYSTEM_01 
Instance name of the APROL systems to be contacted 
-iosys “*“ 
All instance names of the APROL systems known and activated in the project 
The systems must be specified in the following order when there is a redundant 
configuration: <Master:[PORT]>,[<SLAVE:[PORT]] 
(Also see reconnect option) 
Default = local system: Port 0 
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Option Description 

-reconnect <time> Reconnect time (in seconds). 
If the connection to the Iosys is lost, then an attempt is made to reestablish the 
connection after the defined period. 
This parameter should always be specified in a redundant configuration, because 
otherwise the application is terminated when a connection attempt to the master fails. 
Example: 
-reconnect 10 

-preferUserSystems Preferred systems with the same name from the runtime-user-system.cnf 

-showIosysConnection Number of the Iosys connection 

-showSystemInstanz Display of the system instance 

-self <selfoption> Change own instance description according to the scheme APPLICATION-
NAME_<SELF-OPTION> 
Example: 
-self TEST 

-languageCode <area code> no function (Default setting English) 

-ver Short information about APROL and application version 

-version Detailed information about APROL and application version 

-info Name and version of the application and the corresponding library with the following 
data: Module, date, time, type, system, architecture, host name 

-showlog Opens the SysLog report (Browser window with a listing of all APROL application 
calls, from the current day, including command line parameters, date, etc.) 

-help, -h, -? Show the help text 

 
Application examples: 
Display all clients on a remotely running Iosys, on port 2, with a defined reconnect time of 
5 seconds 
IosLsClients -iosys 192.168.0.42:2 -reconnect 5 

 
positive result: 
... 
14 eng1.InaDriver_01.8258 
15 eng1.SysInfo_01.8248 
16 op1.LoginServer_01.11124 
...  

Negative result (missing Iosys connection): 
Wait for successful connection by checking continuously in a 5 second interval (Abort with 
[Ctrl]+[C]). 
 
Categorization of the identifiers: 

Composition of the instance description as example 
eng1.InaDriver_09.8285: 

eng1 :Computer name 
InaDriver_  :Application name 
09 :Self ID (is set with the "self" option) 
8285 :PID allocated by the system 
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Display the clients on a locally running Iosys, on port 2, with a defined mask, and 
Levenshtein distance 
IosLsClients -iosys 127.0.0.1:0 -mask *InaDriver_* -mld 1 

positive result: 
L E V E N S H T E I N  -  M O D E 
Distance   identifier 
=======   ========== 
 0          eng1.InaDriver_098285 
 0          eng1.InaDriver_088279 

 
Negative result (missing Iosys connection): 
2006.09.25 17:46:27 IosLsClients: 
Error   (        main.cc,  247): cannot connect to IOSYS 

 
Display of all clients which contain the text 'Display' and the corresponding Iosys 
connection. 
IosLsClients -mask “*Display*” -showIosysConnection 

 Output: 
 1 l3supp4064.__unknown__@localhost:0.22147  
 2 l3supp4064.DisplayCenter_dem1@localhost:0.11314 

 

1.6.2.5 IosLsObjects 
This tool lists all existing process variables (PVs) within a local or remote Iosys. The number of 
PVs that are listed can be limited. Apart from that, a fuzzy search using the Levenshtein distance 
is also possible with IosLsObjects (see IosLsClients). 
 
Program options: 

Option Description 

-max <object_count> Number of PV listed in each line +1 
Default = 1024 

-query Reports the current value, as well as the type of the PV 

-mask <mask> 
 
-mask “<mask>“@[<INSTANCE>] 
 
-mask <Plan instance name> 

Filtering of one/several PV (possible with wildcards). 
Example: 
-mask HA_* 
(Shows all PVs beginning with 'HA_'.) 
 
-mask “HA*“@APROL_SYSTEM_01 
(Shows all PVs beginning with 'HA_' from the APROL system with the instance name 
'APROL_SYSTEM_01'.) 
 
Filtering PVs in a chart instance 

-mask <mask> -mld <distance> Levenshtein distance, to define the filter algorithm ( must be placed in connection with 
"-mask") 
Example:  
-mask HA_* -mld 1 

-pv <Pvname_1> [<Pvname_n>] Specification of a PV (several PV names separated with a space) 
Example:  
-pv HA_RPSF_DI476_K1_12_01 

-iosys <host[:port][,host[:port]]> 
 

Specification of the Iosys to be used 
Examples: 
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Option Description 

-iosys 
<Instance name APROL system> 

-iosys 192.168.0.23:3  

Shorter version: 
-iosys :3 
(local system, Port 3) 
-iosys 192.168.0.123 
(Runtime system, Port 0) 
-iosys APROL_SYSTEM_01 
Instance name of the APROL systems to be contacted 
-iosys “*“ 
All instance names of the APROL systems known and activated in the project 
The systems must be specified in the following order when there is a redundant 
configuration: <Master:[PORT]>,[<SLAVE:[PORT]] 
(Also see reconnect option) 
Default = local system: Port 0 

-reconnect <time> Reconnect time (in seconds). 
If the connection to the Iosys is lost, then an attempt is made to reestablish the 
connection after the defined period. 
This parameter should always be specified in a redundant configuration, because 
otherwise the application is terminated when a connection attempt to the master fails. 
Example: 
-reconnect 10 

-preferUserSystems Preferred systems with the same name from the runtime-user-system.cnf 

-showIosysConnection Number of the Iosys connection 

-showSystemInstanz Display of the system instance 

-self <selfoption> Change own instance description according to the scheme APPLICATION-
NAME_<SELF-OPTION> 
Example: 
-self TEST 

-languageCode <area code> no function (Default setting English) 

-ver Short information about APROL and application version 

-version Detailed information about APROL and application version 

-info Name and version of the application and the corresponding library with the following 
data: Module, date, time, type, system, architecture, host name 

-showlog Opens the SysLog report (Browser window with a listing of all APROL application 
calls, from the current day, including command line parameters, date, etc.) 

-help, -h, -? Show the help text 

 
Application examples: 
Listing the first five process variables of type "Hardware I/O" (beginning with "HA") on a 
remote Iosys, with port number 0 
IosLsObjects -iosys 192.168.0.120:0 -mask HA* -max 4 

 
Result: 
HA_RPSB_AI375_K1_05_AI01 
HA_RPSB_AI375_K1_05_AI02 
HA_RPSB_AI375_K1_05_AI03 
HA_RPSB_AI375_K1_05_AI04 
HA_RPSB_AI375_K1_05_AI05 

 
Listing all PV similar to "TC243_1_TC243_BTI_1" (Levenshtein distance = 3) on a local 
Iosys, with port number 2 
IosLsObjects -iosys 127.0.0.1:2 -mask TC243_1_TC243_BTI_1 -mld 3 
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positive result: 
L E V E N S H T E I N  -  M O D E 
Distance   identifier 
=======   ========== 
 0         TC243_1_TC243_BTI_1 
 1.5     TC243_1_TC243_BTI_2 
 3        TC244_1_TC244_BTI_1 
 3        TC245_1_TC245_BTI_1 
  ...  

Negative result (missing Iosys connection): 
2006.09.25 18:45:30 IosLsObjects: 
Error   (        main.cc,  331): cannot connect to IOSYS 

 
Determining the data type as well as the actual value of the PV "TC243_1_TC243_BTI_1" 
on a local Iosys, with automatic reconnect after 5 seconds 
IosLsObjects -iosys 127.0.0.1:0 -mask TC243_1_TC243_BTI_1 -query -reconnect 5 

 
positive result: 
TC243_1_TC243_BTI_1                      Int     1 

Negative result (missing Iosys connection): 
Wait for successful connection by checking continuously in a 5 second interval (Abort with 
[Ctrl]+[C]). 
 
Display of all objects which contain the text 'Display' and the corresponding Iosys 
connection. 
IosLsObjects -mask "*Display*" -showIosysConnection 

 Output: 
 APROL_SYSTEM_OPERATOR_01_M_AppDisplayCenter_dem3@localhost:0 
 APROL_SYSTEM_01_M_AppDisplayCenter_dem1_UsedMem@localhost:0 
 APROL_SYSTEM_01_M_AppDisplayCenter_dem1_UsedRMem@localhost:0 
 APROL_SYSTEM_01_M_AppDisplayCenter_dem2_UsedMem@localhost:0 

 

1.6.2.6 IosEv 
IosEv allows recording a chronological list of the quoted variables. This record is event-driven, 
and can be applied to a local or remote iosys. In this way, for example, driver variables can be 
monitored in order to create an exact diagnostic of errors 
 
Program options: 

Option Description 

-autoStop <time> The IosEv is stopped automatically after <time> seconds. 
Default = deactivated 
 
Example: 
IosEv -pv TestVariable -autoStop 30 

-mask <mask> 
 
-mask “<mask>“ [<INSTANCE>] 

Filtering of one/several PV (possible with wildcards) 
Example:  
-mask HA_RPSF_* 
-mask “HA_RPSF_*“@APROL_SYSTEM_01 
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Option Description 

-vtdump [vtmask] PVs, which have the type VSET are broken down in detail with this option 
Certain Vts can be filtered out with [vtmask] (see Vset and Vt). 
Example: 
-vtdump `*info*` 

-human Formatting a vtdump to a readable format. 

-pv <Pvname_1> [<Pvname_n>] Specification of a PV (several PV names separated with a space) 
Example:  
-pv HA_RPSF_DI476_K1_12_01 

-file <file> Reading PVs from an external file 
Example: 
-file ./list/myListFile.lst 

The file can be created with IosLsObjects (see example after table). 

-maxlines <count> Displays a maximum number of lines +1 
Example:  
-maxlines 12 

Default = 1024 

-realformat <format> The numerical output of the real values is formatted so that instead of a display with 
exponents, a more exact display takes place. 
Default = %%g 

-intformat <format> The numerical output of the integer values is formatted so that instead of a display 
with exponents, a more exact display takes place. 
Default = %%ld 

-tsformat [real|time|timeus] Output from formatted values of time stamps. 
Default = time 

-x Additionally to the time, the date is shown. 

-noheader Deactivation of the head and "clear screen" function 

-showidler Shows the IDLE flag changes (see PV status flags) 

-hideIpAddr Hide the host IP address 

-hideCid Hide the CID (PID) number 

-iosys <host[:port][,host[:port]]> 
 
-iosys 
<Instance name APROL system> 

Specification of the Iosys to be used 
Examples: 
-iosys 192.168.0.23:3  

Shorter version: 
-iosys :3 
(local system, Port 3) 
-iosys 192.168.0.123 
(Runtime system, Port 0) 
-iosys APROL_SYSTEM_01 
Instance name of the APROL systems to be contacted 
-iosys “*“ 
All instance names of the APROL systems known and activated in the project 
The systems must be specified in the following order when there is a redundant 
configuration: <Master:[PORT]>,[<SLAVE:[PORT]] 
(Also see reconnect option) 
Default = local system: Port 0 

-reconnect <time> Reconnect time (in seconds). 
If the connection to the Iosys is lost, then an attempt is made to reestablish the 
connection after the defined period. 
This parameter should always be specified in a redundant configuration, because 
otherwise the application is terminated when a connection attempt to the master fails. 
Example: 
-reconnect 10 

-preferUserSystems Preferred systems with the same name from the runtime-user-system.cnf 

-iosys_watchdog Timeout for Watchdog 
Default = 30s 
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Option Description 

-showIosysConnection Number of the Iosys connection 

-showSystemInstanz Display of the system instance 

-self <selfoption> Change own instance description according to the scheme APPLICATION-
NAME_<SELF-OPTION> 
Example: 
-self TEST 

-languageCode <area code> no function (Default setting English) 

-ver Short information about APROL and application version 

-version Detailed information about APROL and application version 

-info Name and version of the application and the corresponding library with the following 
data: Module, date, time, type, system, architecture, host name 

-showlog Opens the SysLog report (Browser window with a listing of all APROL application 
calls, from the current day, including command line parameters, date, etc.) 

-help, -h, -? Show the help text 

 
Application examples: 
Monitoring the process variable "HA_RPSF_DI476_K1_12_01" with a maximum display of 
five lines. The process variable is in a local Iosys, with the port number 2. 
IosEv -iosys :2 -pv HA_RPSF_DI476_K1_12_01 -maxlines 4 

 
positive result: 
EVENT NAME    HOST        CID    TIME          STATUS TYPE VALUE/ACC_CNT 
------ ----------------------------- -------------   ------------  IVSQFP ---- ------------- 

CHA HA_RPSF_DI476_K1_12_01  010.049.083.150 29085  17:12:34.876 -VS--P INT  0 
CHA    HA_RPSF_DI476_K1_12_01  010.049.083.150 29085  10:09:16.704 -VS--P INT  1 
... 

(Total 5 lines) 
Each time the process variables changes the chronological list is updated with one line. When 
the parameter "maxlines" is overwritten, then the whole list is deleted, and the recording begins 
anew. 
 
Negative result (PV not present): 
EVENT NAME    HOST      CID    TIME          STATUS TYPE VALUE/ACC_CNT 
------ ----------------------------- -------------   ------------  IVSQFP ---- ------------- 

 
Categorization of the display: 
EVENT NAME    HOST       CID    TIME          STATUS TYPE VALUE/ACC_CNT 
------ ----------------------------- -------------   ------------  IVSQFP ---- ------------- 

CHA HA_RPSF_DI476_K1_12_01  010.049.083.150 29085  17:12:34.876 -VS--P INT  0 
CHA    HA_RPSF_DI476_K1_12_01  010.049.083.150 29085  10:09:16.704 -VS--P INT  1 
... 

 
"EVENT": Event that modifies the PV 
"NAME": Name of the PV 
"HOST": IP address of the PV source 
"CID": PID of the provider 
"TIME": Time of the event, which occurred 
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"STATUS": Status of the following flags: 
 (I)dle, (V)alid (V), (S)ourced, (Q), (F)orce, (P)ersist 
"TYPE": Data type of the PV value 
"VALUE/ACC_CNT": Value of the PV 
 
Monitoring defined process variables from the external file "5-pv-lst" without column 
heading, on a remote Iosys, with port number 0 
IosEv -iosys 192.168.0.85:0 -file 5-pv.lst -noheader 

 

 

Tip to create the file "5-pv.lst" by exporting existing PVs out of the Iosys. The choice is 
limited to the digital inputs of the control "RPSF". The first five PVs will be written into 
the file. 
IosLsObjects -mask HA_RPSF_DI* -max 4 -iosys :2  > 5-pv.lst 

Contents of file "5-pv.lst": 
HA_RPSF_DI450_EXP1_11_01 
HA_RPSF_DI450_EXP1_11_03 
HA_RPSF_DI450_EXP1_11_04 
HA_RPSF_DI450_EXP1_11_07 
HA_RPSF_DI450_EXP1_11_08 

 
positive result: 
connecting pv HA_RPSF_DI450_EXP1_11_01 
connecting pv HA_RPSF_DI450_EXP1_11_03 
connecting pv HA_RPSF_DI450_EXP1_11_04 
connecting pv HA_RPSF_DI450_EXP1_11_05 
connecting pv HA_RPSF_DI450_EXP1_11_06 
CHA    HA_RPSF_DI450_EXP1_11_01         010.049.083.150 29085  17:10:14.280 -VS--P INT  0 

CHA    HA_RPSF_DI450_EXP1_11_03         010.049.083.150 29085  17:10:14.280 -VS--P INT  0 

CHA    HA_RPSF_DI450_EXP1_11_04         010.049.083.150 29085  17:10:14.280 -VS--P INT  0 

CHA    HA_RPSF_DI450_EXP1_11_05         010.049.083.150 29085  17:10:14.280 -VS--P INT  0 

CHA    HA_RPSF_DI450_EXP1_11_06         010.049.083.150 29085  17:10:14.280 -VS--P INT  0 

 

(The result can also be diverted into a file with the command 
IosEv -iosys 192.168.0.85:0 -file 5-pv.lst > divertfile.lst. 
The contents of this file are shown with the command tail –f umlenkdatei.lst). 
Negative result (missing Iosys connection): 
2006.09.28 10:55:19 IosEv: 
Error   (         main.c,  341): 192.168.0.85:0 
 
IOSYS  connecting .... 

 
Monitoring a VSET variable "testPV" with a view of the contents, on a local system, with 
the port number 0, as well as a listing of all IDLE events.  
IosEv -iosys 127.0.0.1:0 -pv testPV -vtdump -showidler 

 
Digression: 
Creating a PV of the type VSET (internal variable "iVar" of type STRING, with the value "Hello 
World") on a remote Iosys with the port number 0. 
pio -iosys 10.49.83.150:0 -pv testPV -v  4-iVar:"Hello World" -sourced 

 
Result: 
Vset 
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set iVar(Vt_STRING) to Hello World 

 
Result: 
EVENT  NAME                          HOST                CID       TIME         STATUS TYPE VALUE/ACC_CNT 

------                            --------------- --------------- ------ ------------ IVSQFP ---- -------------- 

IDLE-   testPV                        000.000.000.000 00000  01:00:00.000 ------ ???  ? 
CHA    testPV                           010.049.083.228 05134  16:49:32.767 -V---- VSET   (          iVar       Vt_STRING  Hello World ) 

 

IDLE+  testPV                          010.049.083.228 05134  16:49:32.767 IV---- VSET   (          iVar       Vt_STRING  Hello World ) 

 

IDLE-  testPV                           010.049.083.228 05134  16:49:32.767 -V---- VSET   (          iVar       Vt_STRING  Hello World ) 

 

CHA    testPV                           010.049.083.228 05138  16:49:48.041 -V---- VSET   (          iVar       Vt_STRING  Hello World ) 

 

IDLE+  testPV                           010.049.083.228 05138  16:49:48.041 IV---- VSET   (          iVar       Vt_STRING  Hello World ) 

 
Event display of all PVs without the column headers which contain the text 'Sinus', and 
with a value formatting for the display from 2 places before and 3 after the decimal point, 
and the corresponding Iosys connection. 
IosEv –mask „*Sinus*“ –realformat 02.3f –noheader -showIosysConnection 

Output: 
CHA DemoSinus120Grad@localhost:0       010.049.080.249 09595 12:03:07.471 -VS--P REAL -0.753 

CHA DemoSinus240Grad@localhost:0       010.049.080.249 09595 12:03:07.471 -VS--P REAL 0.946 

CHA SYS_AT_Gen_Sin.Sinus@localhost:0   010.049.080.249 09593 12:03:07.732 -VS--P REAL 56.645 

CHA SYS_AT_Gen_Sin_d.Sinus@localhost:0 010.049.080.249 09593 12:03:07.732 -VS--P REAL 56.645 

CHA SYS_AT_Sinus120.Sinus@localhost:0  010.049.080.249 09593 12:03:07.732 -VS--P REAL 18.483 

CHA SYS_AT_Sinus240.Sinus@localhost:0  010.049.080.249 09593 12:03:07.732 -VS--P REAL 104.874 

CHA DemoSinus@localhost:0              010.049.080.249 09595 12:03:07.872 -VS--P REAL -0.930 

 

1.6.2.7 IosInOut 
It is possible to export the contents of a defined process variable from a local, or remote, Iosys 
with IosInOut. There is the possibility of importing this (or a self-created) list back into the 
system. For error analysis, the list created with IosInOut shows the status of defined PVs at a 
certain point in time. 
 

 

A record of all of the operations in the process control coming from IosInOut occurs 
under "External process control" in the AuditTrail report. 

Variables with the status '(S)ource' cannot be set. 

 
Syntax:  
IosInOut -in|-out -datafile <filename> -pvlistfile <filename> [-replace] [-checktype] [options] 

 
Program options: 
Option Description 

-in <pvlistfile> [-time?] Set values in the Iosys from a file 
Optional, manual setting of time, when the PV was set 

 [-timeStamp <t>] Time stamp (only in connection with -in) 

 [-timeString <s>] Time string (only in connection with -in) 

 [-timeBack <s>] Difference to current time in seconds (only in connection with -in) 

-iosys <host[:port][,host[:port]]> 
 
-iosys 

Specification of the Iosys to be used 
Examples: 
-iosys 192.168.0.23:3  
Shorter version: 
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Option Description 

<Instance name APROL system> -iosys :3 
(local system, Port 3) 
-iosys 192.168.0.123 
(Runtime system, Port 0) 
-iosys APROL_SYSTEM_01 
Instance name of the APROL systems to be contacted 
-iosys “*“ 
All instance names of the APROL systems known and activated in the project 
The systems must be specified in the following order when there is a redundant 
configuration: <Master:[PORT]>,[<SLAVE:[PORT]] 
(Also see reconnect option) 
Default = local system: Port 0 

-reconnect <time> Reconnect time (in seconds). 
If the connection to the Iosys is lost, then an attempt is made to reestablish the 
connection after the defined period. 
This parameter should always be specified in a redundant configuration, because 
otherwise the application is terminated when a connection attempt to the master fails. 
Example: 
-reconnect 10 

-preferUserSystems Preferred systems with the same name from the runtime-user-system.cnf 

-out <pvlistfile> Insert the current PV values from the Iosys into the file <pvlistfile> (standard). The PV 
data type and value, as well as information about status flags are exported out of the 
Iosys, but not the name of the PV. The file can be automatically created with the 
command IosLsObjects. 

-xmlOut Output in XML format on the monitor 

-type Add the PV type's valid and remanent flag to the output (see PV status flags). 

-connInfo Output of the corresponding Iosys connection 

-pvlistfile <name> Specification of the file containing the PV names (one name per line). The file can be 
automatically created with the command IosLsObjects. 
Standard file extension: "lst" 
Example: 
-pvlistfile myPVList.lst 

-datafile <name> Specification of the file containing the PV values to write/read (one value per line). 
Default file extension: "dat" 
Example: 
-datafile myDataFile.dat 

-path <path> Path to file <pv list file> 
Example: 
-path ./toPVListings/ 

-replace Overwrites the current file <data file>. 

-noStringQuotes PV values in the data type STRING are output without quotation marks 

-self <selfoption> Change own instance description according to the scheme APPLICATION-
NAME_<SELF-OPTION> 
Example: 
-self TEST 

-languageCode <area code> no function (Default setting English) 

-ver Short information about APROL and application version 

-version Detailed information about APROL and application version 

-info Name and version of the application and the corresponding library with the following 
data: Module, date, time, type, system, architecture, host name 

-showlog Opens the SysLog report (Browser window with a listing of all APROL application 
calls, from the current day, including command line parameters, date, etc.) 

-help, -h, -? Show the help text 
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Application examples: 
Exporting the Iosys values from the defined PVs from the file "5-pv.lst", with specification 
of the data type, and remanent flag on a local Iosys, with the port number 2. The results 
will be written in the file "5-pv.dat". 
IosInOut -iosys 127.0.0.1:2 -type -out -pvlistfile ./5-pv.lst -datafile ./5-pv.dat 

 
Digression: 
To create the file "5-pv.lst" by exporting existing PVs out of the Iosys. The choice is limited to the 
digital inputs of the control "RPSF". The first five PVs will be written into the file. 
IosLsObjects -mask HA_RPSF_DI* -max 4 -iosys :2  > 5-pv.lst 

 
Contents of file "5-pv.lst" 
HA_RPSF_DI450_EXP1_11_01 
HA_RPSF_DI450_EXP1_11_03 
HA_RPSF_DI450_EXP1_11_04 
HA_RPSF_DI450_EXP1_11_05 
HA_RPSF_DI450_EXP1_11_06 

 
positive result: 
Contents of file "5-pv.dat" 
INT, 0, valid, persistent 
INT, 0, valid, persistent  
INT, 0, valid, persistent 
INT, 0, valid, persistent 
INT, 0, valid, persistent  

Negative result (when the input/output file is not found): 
2006.09.28 13:26:38 IosInOut: 
Error   (     IosInOut.c,  406): Unable to open file /home/opr/RUNTIME/IosInOut/5-pv.dat ! 
 

Creating an XML file "5-pv.xml" with a defined PV list "5-pv.lst", from a remote system, 
with the port number 0, and reconnection after five seconds. 
IosInOut -iosys 10.49.83.150:0 -xmlOut -pvlistfile 5-pv.lst -path ./ -reconnect 5 > 5-pv.xml 

 
positive result: 
Contents of file "5-pv.xml" 
<iosys> 
<appInfo> 
<progName>IosInOut</progName> 
<progVersion>2.1.5</progVersion> 
<aprolRel>APROL R 3.4-000</aprolRel> 
 
<copyRight> 
© 1995-2006 Bernecker + Rainer Industrie-Elektronik Ges.m.b.H. 
</copyRight> 
</appInfo> 
 
<queryInfo> 
<server>cc4opr01</server> 
<user>cc4opr</user> 
<time>28.09.2006 13:37:22 CEST</time> 
</queryInfo> 
 
<data> 
<pv>HA_RPSF_DI450_EXP1_11_01</pv> 
<value>0</value> 
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<type>INT</type> 
<valid>false</valid> 
<persistent>true</persistent> 
</data> 
... 

 
Negative result (missing Iosys connection): 
Wait for successful connection by checking continuously in a 5 second interval (Abort with 
[Ctrl]+[C]). 
 

1.6.2.8 pio 
This tool serves in creating, as well as for a selective status query, of PVs in a local or remote 
Iosys. Existing PVs can be displayed and set. A special limitation of user rights is not 
implemented for pio. 
 

 

A record of all of the operations in the process control coming from pio occurs in the 
'External process control' action group in the AuditTrail report. 
The project context is not recorded when the value changes via 'pio', and so a 'project' 
filter may have to be reset in order to see the records in the report. 

 
Option Description 

-pv <name> Specification of the PV 

-g [-wait] Read PV value 

-get [-wait] Output the following PV information: 
- Name 
- Type 
- Value 

-getmask -g [-wait] Reproduce the value, and the set flags of the PV. (must be used in connection with 
the option "-g") 

 -wait Puts the "pio" in a waiting state until an event, of the PVs being monitored, takes 
place. 

-s <value> Set the PV value to <value>. If the PV is a string, then it can be written with a number 
or a string. (If the PV does not exist, then a new one is created. When the PV is not 
remanent, then it remains alive until the last client disconnects. See PV status flags.) 
 
Optional, manual setting of time, when the PV was set 

 [-timeStamp <t>] - Time stamp (double [sec.usec]) (only in connection with -in) 

 [-timeString <s>] - Time string (only in connection with -s) 

 [-timeBack <s>] - Difference to current time in seconds (only in connection with -s) 

-source Sets the PV "sourced" flag (see PV status flags) 

-noUnsource A variable is no longer marked as being valid in the Iosys after pio has terminated. 

-invalid Sets the PV "invalid" flag (see PV status flags) 

-valid Sets the PV "valid" flag (see PV status flags) 

-v VTtype-VTname [:VTvalue] Set the PV type to VSET, and assigns it a value (see Vset). 
0: VT type is not changed 
2: VT type is changed into INT 
3: VT type is changed into DOUBLE 
4: VT type is changed into STRING 
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Option Description 

8: VT type is changed into BOOL 
9: VT type is changed into TIMESTAMP 
Example: 
-v 2-myName[:5] 
(Type: INT, Name: myName [Wert:5]) 

-setType <type> transforms a PV into the following type: 
0: No Type 
1: INT 
2: REAL 
3: STRING (Standard) 
7: TIMESTAMP 

-iosys <host[:port][,host[:port]]> 
 
-iosys 
<Instance name APROL system> 

Specification of the Iosys to be used 
Examples: 
-iosys 192.168.0.23:3  
Shorter version: 
-iosys :3 
(local system, Port 3) 
-iosys 192.168.0.123 
(Runtime system, Port 0) 
-iosys APROL_SYSTEM_01 
Instance name of the APROL systems to be contacted 
-iosys “*“ 
All instance names of the APROL systems known and activated in the project 
The systems must be specified in the following order when there is a redundant 
configuration: <Master:[PORT]>,[<SLAVE:[PORT]] 
(Also see reconnect option) 
Default = local system: Port 0 

-reconnect <time> Reconnect time (in seconds). 
If the connection to the Iosys is lost, then an attempt is made to reestablish the 
connection after the defined period. 
This parameter should always be specified in a redundant configuration, because 
otherwise the application is terminated when a connection attempt to the master fails. 
Example: 
-reconnect 10 

-preferUserSystems Preferred systems with the same name from the runtime-user-system.cnf 

-iosys_watchdog Timeout for Watchdog 
Default = 30s 

-connInfo Output of the corresponding Iosys connection 

-newFormat Multiple output of the value of the variables 

-self <selfoption> Change own instance description according to the scheme APPLICATION-
NAME_<SELF-OPTION> 
Example: 
-self TEST 

-languageCode <area code> no function (Default setting English) 

-ver Short information about APROL and application version 

-version Detailed information about APROL and application version 

-info Name and version of the application and the corresponding library with the following 
data: Module, date, time, type, system, architecture, host name 

-showlog Opens the SysLog report (Browser window with a listing of all APROL application 
calls, from the current day, including command line parameters, date, etc.) 

-help, -h, -? Show the help text 

 
Application examples: 
Event related output of detailed information about a PV, which is on a local Iosys, with the 
port number 2. 



APROL system collection 
1-31 

pio –iosys :2 -pv HA_RPSF_DI476_K1_12_01 -get -wait 
 
positive result: 
HA_RPSF_DI476_K1_12_01 - pv of type INT, current value = 0 = 0x0 

negative result (missing Iosys connection): 
2006.09.28 14:14:37 pio: 
Error   (          pio.c,  189): cannot connect to IOSYS 

 

1.6.3 Explanation about PV Vsets, Vts, and status flags 
. 

1.6.3.1 Vset 
A TBase database is made up of a tree structure. Node points in the TBase database are 
referred to as Vsets. They can be empty, or contain further data, for example further Vsets. The 
following scheme shows the structure of the TBase database, whereby the Vset at the end of the 
path is empty: 
 
\L\L/IEC61131_3\B/ADD_INT\V1.0\I  (  ) 

 

1.6.3.2 Vt 
Vts is data, which can be contained in a Vset. A Vt is always made up of a unique identifier, a 
data type, and a suitable value. Here, see the following example: 
 
\L\L/IEC61131_3\B/ADD_INT\V1.0\C-CODE  ( source = "return( IN01 + IN02 );" , ) 

A Vt is present in the brackets at the end of the path. The identifier is "source", the data type 
"Vt_STRING", and the contents "return ( IN01 + IN02 );". The contents of the Vts can contain 
any character chain. In this example there is a fragment of C code. 
 

1.6.3.3 PV Status flag 
A process variable in the Iosys consists of a name, a status and a value. The status of the PV is 
defined with different status flags, which are described here shortly. 

Status flag Description 

I= idle  The idle flag is set to true when only one process is 
connected to the PV, e.g. When creating the PV 

V= valid If a type, as well as a value, has been assigned to 
the PV, then the valid flag is set to true. If the PV 
obtains an undefined status due to a connection loss 
to the controller, then this flag is set to false; the PV 
is then invalid. 

Q= source The source flag is only relevant for queries in the 
Iosys libraries. It marks the connected client as 
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Status flag Description 

provider, whereby it obtains write permission for the 
PV. The source concept is a basic function in 
APROL, which guarantees that a PV can only be 
written from one source. If a process has received 
the source status for a PV, then it can assume that 
only it has the right to change the PV. 

S= sourced The sourced flag shows that the PV is allocated to a 
provider. 

F= force The force flag is reserved for future use. 

P= persist A remanent PV can be recognized by the set 
remanent flag. Remanence in Iosys means that the 
value, and the type, of the remanent PV are written 
into a remanence file upon terminating the Iosys, and 
are restored upon starting the Iosys. 

 

1.7 Special features 

This section will cover features that are not immediately noticeable on APROL systems. It is 
particularly geared towards UNIX and Linux experts. 
 

  The aprolsys Linux user 

  The rhosts file and aprolsys 

  System variables 
 

1.7.1 The aprolsys Linux user 

The aprolsys has a special function in an APROL process control system. It is present on all 
APROL servers and belongs to the 'aprol' Linux user group, which also contains all other 
APROL Linux users. The Linux user aprolsys plays a central role on an APROL server 
since it has authorization to access groups. This user ID is used to start the TBase server 
database server, which can access all CAE databases on this APROL server. In addition, the 
entire APROL software installed under /opt/aprol is installed by the aprolsys user. This 
guarantees that only users in the "aprol" group have the corresponding authorization. 
 

1.7.1.1 The rhosts file and aprolsys 
The rhosts file is identical for all CC-Accounts. It is created when building the control computer 
tasks and contains all of the computers configured in the CaeManager with their respective 
systems. Even the Engineering server with the Engineering system is included in the file. 
This file is copied to the corresponding system environments ($HOME directory) on the individual 
systems when performing terminal and server downloads. Additional entries still have to be 
made by the system administrator in the /etc/hosts.equiv file. 
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1.8 System variables 
 
System variables are used to self-monitor a runtime system in addition to monitoring the Linux 
operating system in the process control system's GUI applications. 
By using the system variables in the engineering phase (displaying in specific process graphics), 
the alarm and message system, and the trend system of an APROL system, the following is 
achieved: 

 Increased security of the process control system with self-monitoring, for example: 
Generating messages when insufficient memory or not enough hard drive space, 
displaying inactive or necessary programs, etc. 

 Quick overview of the system status, the Linux operating system, and the process control 
system. 

 If engineering has been configured accordingly, the operator of the process control 
system can receive information about the system status in plain text and pass it on to the 
system administrator. 

 
The values of the system variables are provided by the SysInfo program. SysInfo retrieves 
information regarding the APROL programs to be monitored from Iosys; the additional 
information comes from the Linux operating system. 
At this point, you can recognize that only you can only obtain information about the system 
variables and the server where SysInfo itself is running. SysInfo always connects itself to the 
current Iosys on the Runtime system. If system variables from APROL applications on a 
server without a running Iosys (Operator system on an operator station) should be evaluated, 
these applications must have a connection to Iosys. 

How the system variables can be used in a CFC can be found in the APROL documentation 
"B2 Project Engineering", chapter Input of system variables. 
 

1.8.1 System variables for applications 
The return value (type = INT) of system variables for the individual applications provides 
information about the status of the applications. The following return values are possible: 
 
Return value Description 

0 Error! 
Variables are not supplied and information about the application status is 
not available. 
Possible cause: The program has not been started. It is also possible that 
Iosys, SysInfo or neither program has been started. 

1 The application has been started and is running. 
2 No function at this time. 
3 No function at this time. 
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These system variable names are formed as follows: 
<Instance name of the server>_<M | S >_App<Application>_<Self-ID of the application> 
 

Example: 
CC01_M_AppLoginServer_dai1 

 
The following applies for the nomenclature of the system variables: 
If a redundancy system is present then the configured slave is marked with the letter 'S'. 

Some applications exist whose status or memory needs are not monitored, as for example the 
OperatorManager or the AlarmViewer. 
 

 
Please note that no self-ID is used in the syntax for the system variables for monitoring 
the control computer task! 

The system variables for monitoring the CC task have the following syntax: 
 
<Instance name>_<M | S>_AppCCT_<Task name>_<Usage> 

 
Redundancy variables of the applications 
In a redundancy system, it may be necessary to determine which application is currently 
controlling the process. This is possible by evaluating the redundancy variables. 
These system variable names are formed as follows: 
<Instance name of the server>_<M | S >_App<Application>_<Self-ID of the 
application>_ReduActiv 

When an application controls the process on this server, the value of the redundancy variable 
corresponds to the process ID of this application. If the application does not control the process 
on this server, the variable has the value "0". 
Example: 
CC01_M_AppUcbServer_dai1_ReduActiv 

 When a process redundancy is realized on a compact system then only one redundancy 
variable is created. The value of this variable changes with a redundancy switch from 
the PID of the application that has become inactive to the PID of the application currently 
controlling the process. 

In the CaeManager you can place a redundancy variable on the input border of the CFC and 
use it in the logic. For this, choose "System variable" in the shortcut menu. In the dialog that 
opens, the existing system variables are offered for choice, whereby the redundancy variable 
ends with "_ReduActiv". 



APROL system collection 
1-35 

 
Illustration 13: Choice of the redundancy variable 

 
Monitoring the memory needs of the runtime applications 
The system variables with the nomenclature  
<Instance description of server>_<M | S >_App<Application>_<Self ID of 
application>_UsedMem 
and 
<Instance description of server>_<M | S >_App<Application>_<Self ID of 
application>_UsedRMem 
are available for monitoring the memory needs of the runtime applications. 
The system variables are of the type 'LREAL'. The value of these system variables are set with 
the size of the virtual memory currently needed by the process in [MB]. 
If the process or the information cannot be detected, the variable is set to the value "-1". 

1.8.2 System variables for monitoring the redundancy status  

The system variable <Instance name of the server>_<M | S >_RedundancyState is 
of the type SINT, and serves the status detection of the server redundancy. 
The following return values are possible: 

Return value Description 

2 The computer is the configured master and currently controlling the 
process. 

1 The computer is the configured slave and currently controlling the 
process. 

0 The computer is not controlling the process but is online. 
-1 The computer is "offline" due to operating conditions  

(i.e. the APROL system is stopped). 
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-2 The computer is (unexpectedly) "offline"  
i.e. without power, eventually loss of power without UPS, or 
unreachable in the network. 

 
If there is no server redundancy, then the system variables can only return the value "2".  
 

 
The system variable <Instance name of the server>_<M | S 
>_RedundancyState is solely available on a redundancy runtime server. 

 

1.8.3 System variables for memory and hard disk capacity 
When using these system variables it must be noted: 
In Linux, individual hard disks are not known with letter names, and partitions are specified as 
directories in the file system. Hard disks are generally mounted in the root directory with a name. 
This is referred to as a mounting point. 
If you also have mounted date media on your computer that you want to monitor, you can enter 
the corresponding mounting points when configuring SysInfo (system monitoring) for the 
optional Partitions 1 to 4. 
The system variables have the following prefix:  
<Instance name of the server>_<M | S > 
 

 
Illustration 14: Scheme for "A Linux computer's memory management" 

 
Variable Description Type 

_FreeAPROLDATASpace This system variable states the size of the free 
memory space of the APROL_DATA partition 
in MBytes. If no separate partition has been 
created for APROL_DATA, the root partition 
data is output. 

LREAL 
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Variable Description Type 

_FreeMemory Currently unused memory 
This system variable states the size of the 
unused RAM memory in MBytes. A Linux 
system's memory management always almost 
completely uses the RAM memory that is 
available (at least after a certain amount of 
runtime). The operating system uses a part of 
the memory that should not be neglected as a 
buffer or cache. Thus, this size alone is not a 
criterion in seeing if there are problems with 
the memory management. 

LREAL 

_FreeMemoryViolationTime Time of the memory protection violation [s]. 
Please note the following description about 
configuration. 

DINT 

_FreeMemoryWarning Warning on completely overloaded memory. 
Please note the following description about 
configuration. 

BOOL 

_FreePartition1Space Free space in the additional partition 1 [MB] LREAL 
-- ... -- ... -- 
_FreePartition4Space Free space in the additional partition 4 [MB] LREAL 
_FreeRootDiskSpace Free space in the root partition [MB]. LREAL 
FreeRssMemory Currently unused RSS memory 

(RSS=Resident Set Size) 
This system variable states the size of the 
unused RSS memory in MBytes.  
The RSS memory is the part of the used RAM 
memory that solely contains program code and 
data (heap and stack). Buffer and cache areas 
do not belong to it.  
A Linux system's memory management always 
almost completely uses the RAM memory that 
is available (at least after a certain amount of 
runtime). The operating system internally uses 
a part of the memory, which should not be 
neglected, as a buffer or cache. 

LREAL 
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Variable Description Type 

_FreeSwapMemory Currently free swap memory 
This system variable states the size of the 
unused swap memory in MBytes. (Swap=swap 
memory on the hard disk).  
A Linux system's memory management always 
almost completely uses the RAM memory that 
is available (at least after a certain amount of 
runtime). The operating system uses a part of 
the memory that should not be neglected as a 
buffer or cache.  
If the RAM memory is not sufficient due to the 
size or number of programs, then the operating 
system stores unused memory pages in the 
swap memory, i.e. it is stored out to the hard 
disk. 

LREAL 

_APROLDATASpace Size of the APROL_DATA partition [MB]. If no 
separate partition has been created for 
APROL_DATA, the root partition data is output. 

LREAL 

_Partition1Space  Size of the additional partition 1 [MB].  LREAL 
-- ... -- ... -- 
_Partition4Space Size of the additional partition 4 [MB]. LREAL 
_RootDiskSpace Size of the root partition. 

This system variable states the size of the root 
partition in MBytes. 

LREAL 

_SystemType Allows a differentiation between runtime / 
operator / gateway systems. 
System type can adopt the following values: 
1 = Runtime system 
2 = Operator system 
3 = Runtime system with integrated operator 
system 
4 = Gateway system 

SINT 

_TotalMemory Size of the available memory. 
This system variable states the size of the 
available memory (=inserted RAM memory) in 
MBytes.  
A Linux system's memory management always 
almost completely uses the RAM memory that 
is available (at least after a certain amount of 
runtime). The operating system uses a part of 
the memory that should not be neglected as a 
buffer or cache. 
If the RAM memory is not sufficient due to the 
size or number of programs, then the operating 
system stores unused memory pages in the 
swap memory, i.e. it is stored out to the hard 
disk.  

LREAL 
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Variable Description Type 

_TotalSwapMemory  Size of the available swap memory. This 
system variable states the size of the available 
swap memory in MBytes. (Swap=swap 
memory on the hard disk).  
A Linux system's memory management always 
almost completely uses the RAM memory that 
is available (at least after a certain amount of 
runtime). The operating system uses a part of 
the memory that should not be neglected as a 
buffer or cache.  
If the RAM memory is not sufficient due to the 
size or number of programs, then the operating 
system stores unused memory pages in the 
swap memory, i.e. it is stored out to the hard 
disk. 

LREAL 

_UsedAPROLDATASpace  Used hard-disk space in the APROL_DATA 
partition. 
This system variable states the size of the 
used hard-disk space of the APROL_DATA 
partition in MBytes. If no separate partition has 
been created for APROL_DATA, the root 
partition data is output. 

LREAL 

UsedMemory  Size of the used memory 
This system variable states the size of the 
used RAM memory in MBytes.  
A Linux system's memory management always 
almost completely uses the RAM memory that 
is available (at least after a certain amount of 
runtime). The operating system uses a part of 
the memory that should not be neglected as a 
buffer or cache.  
Thus, this size alone is not a criterion in seeing 
if there are problems with the memory 
management. 

LREAL 

UsedRssMemory Currently used RSS memory 
This system variable states the size of the 
used RSS memory in MBytes. (RSS=Resident 
Set Size).  
The RSS memory is the part of the used RAM 
memory that solely contains program code and 
data (heap & stack). Buffer and cache areas do 
not belong to it.  
A Linux system's memory management always 
almost completely uses the RAM memory that 
is available (at least after a certain amount of 
runtime). The operating system uses a part of 
the memory that should not be neglected as a 
buffer or cache. 

LREAL 

UsedPartition1Space  Used space in the additional partition 1 [MB] LREAL 
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Variable Description Type 

-- ... -- ... -- 
_UsedPartition4Space Used space in the additional partition 4 [MB] LREAL 
_UsedRootDiskSpace Used memory space in the root partition. 

This system variable states the size of the 
used hard-disk space of the root partition in 
MBytes. 

LREAL 

_UsedSwapMemory Currently used swap memory 
This system variable states the size of the 
used swap memory in MBytes. (Swap=swap 
memory on the hard disk).  
A Linux system's memory management always 
almost completely uses the RAM memory that 
is available (at least after a certain amount of 
runtime). The operating system uses a part of 
the memory that should not be neglected as a 
buffer or cache.  
If the RAM memory is not sufficient due to the 
size or number of programs, then the operating 
system stores unused memory pages in the 
swap memory, i.e. it is stored out to the hard 
disk. 

LREAL 

_UsedChronoLogDiskSpace Size of the ChronoLog data [MB] in the 
directory 
/home/aprolsys/APROL_DATA/chronolog 

LREAL 

_UsedChronoPlex 
ForwardingBuffer 

Size of the ChronoPlex routing buffer [MB] in 
directory 
/home/aprolsys/APROL_DATA/chronolog 
/replication 

LREAL 

_UsedVncRecorderSpace Size of the data [MB] of the VncRecorder in 
directory /home/aprolsys/vnc2swf 

LREAL 

 
With the following options, the SysInfo process' warnings about the low idle time or too little free 
memory can be configured. 

Option Value range Default value 

-warningDelay <sec> [2 ... 200] 10 [s] 
-warningIdleState <%> [0 ...100] 10 [s] 
-warningMemoryState <%> [0 ...100] 10 [s] 

If the parameter -warningIdleState or the parameter-warningMemoryState has been fallen short 
of for at least "warningDelay" seconds, the following system variables are supplied with the 
corresponding values by the SysInfo process: 
_IdleStateWarning Fallen short of configured level 
_IdleStateViolationTime Duration of shortfall 
_FreeMemoryWarning Fallen short of configured level 
_FreeMemoryViolationTime Duration of shortfall 
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1.8.4 System variables for the computer's CPU 
These system variables provide information about the load on the computer. The load on the 
computer is largely determined by the load on the CPU.  
The system variables have the following prefix:  
<Instance of the computer>_<M | S > 

 

Variable Description Type 

_IdleStatePercent  Free CPU capacity (computing performance) in 
percent. 

REAL 

_IdleStateViolationTime Violation of free CPU capacity [s]. 
Please note the previous chapter about configuration. 

DINT 

_IdleStateWarning Warning upon low CPU capacity. 
Please note the previous chapter about configuration. 

BOOL 

_SystemStatePercent  SYSTEM share of the CPU load in percent. REAL 
_UserStatePercent  USER share of the CPU load in percent. Most of the 

time, this is the Runtime system as the Linux user. 
REAL 

 

1.8.5 System variables for processes in the operating system 
In addition to the CPU load, it also makes sense sometimes to monitor the number of running 
processes on the computer. The system variables below are available to do so. 
The system variables have the following prefix:  
<Instance name of the computer>_<M | S > 
 
Variable Description Type 

_ProcessCount  Number of running processes. 
This system variable states the size of the running 
processes.  
It is to be noted that threads are counted as individual 
processes! 

INT 

_LoadAverage_1  1 minute average of the system load.  
The number of processes that are waiting to be processed, 
or are being processed, by the CPU.  
A value that is smaller than, or equal to, the number of 
CPUs is ideal.  
A (much) larger value, especially over a long period, is 
speculation for a (very) heavily loaded computer. The 
reason is not necessarily anything to do with the CPU load! 
Hard disk I/Os, or similar, can also be the reason. 

REAL 
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Variable Description Type 

_LoadAverage_5  5 minute average of the system load.  
The number of processes that are waiting to be processed, 
or are being processed, by the CPU.  
A value that is smaller than, or equal to, the number of 
CPUs is ideal.  
A (much) larger value, especially over a long period, is 
speculation for a (very) heavily loaded computer. The 
reason is not necessarily anything to do with the CPU load! 
Hard disk I/Os, or similar, can also be the reason. 

REAL 

_LoadAverage_15  15 minute average of the system load.  
The number of processes that are waiting to be processed, 
or are being processed, by the CPU.  
A value that is smaller than, or equal to, the number of 
CPUs is ideal.  
A (much) larger value, especially over a long period, is 
speculation for a (very) heavily loaded computer.  
The reason is not necessarily anything to do with the CPU 
load! Hard disk I/Os, or similar, can also be the reason. 

REAL 

 

1.8.6 System variables for times in the process control system 
These system variables provide information about the times and flags in the operating system. 
The system variables have the following prefix:  
<Instance name of the computer>_<M | S > 

Variable Description Type 

_DayLightSaving  Flag for changing summer / winter time 
 
This system variable states if the summer time is 
active. The value is 1 for an active summer time, 
otherwise 0 

INT 

_TimeDiffUTC2Timezone  Time difference between UTC and the time zone  
This system variable states the time difference 
between UTC (Universal Time Coordinated) and 
the local time zone in seconds. This value is 
positive for time zones east of the 0 longitude, 
negative for the time zones to the west. 

DINT 

_TimeStamp  Current time as seconds after 1970. DT 
_TimeString  Current time in text format. STRING 
_TimeZoneString Current time zone in text format. STRING 
_Uptime  Time that the system has been running  

This system variable states the computer's up 
time, i.e. the time that the computer has been 
running. 

DINT 
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1.8.7 System variables for licensing 
The state of the licensing can be monitored with these system variables. It makes sense to pass 
the "_LicenseState" system variable to the message and alarm system. 
The system variables have the following prefix:  
<Instance name of the computer>_<M | S > 
 
Variable Description Type 

_LicenseEvalTime  This system variable states the remaining time in 
evaluation mode. The value is output in [sec]. 

DINT 

_LicenseState This system variable provides the license status.  
-1 = Unknown license error 
0 = Unknown status 
1 = Evaluation mode active 
2 = Evaluation period expired 
3 = License activated 
4 = License expired 

INT 

 

1.8.8 'ApcHwInfo' system service 
 

The 'ApcHwInfo' APROL system service provides system variables of APC data (e.g. 
temperature, operating time) for the system and self-monitoring of B&R APCs and PPCs. 
This following hardware is not supported at present: 

 PPC800 

 APC810 

 APC910 

 

 
Detailed information about the modules (CPU board, bus unit, memory module, of fan 
kit) can be found in the APC810 / PPC800 Implementation Guide and the APC910 
Implementation Guide. 

 

1.8.8.1 Configuration of the ApcHwInfo 

The 'ApcHwInfo' system service is configured in the 'APROL system' project part, in the 
'System services' section. 

 
A description of the 'ApcHwInfo' launching options can be found in manual 'X99 CC 
Modules', chapter ApcHwInfo launching options. 

If the 'ApcHwInfo' is running on a supported platform, it creates a set of system variables (e.g. 
panel, temperature, fan) which are refreshed cyclically. 
If the '-enableSuccessMessages' option is used, general state information is also written to the 
respective text variables in addition to the error messages. 
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Illustration 15: Configuration of the 'ApcHwInfo' 

The system variables made available by the system service can be placed, for example, on the 
input border or as borderless I/Os in a CFC. 
 

 
Illustration 16: Accessing system variables in the CFC 

 

1.8.8.2 Module-Independent Variables 
Variable Description 

<Computer name>_ApcErrorText Variable of the Iosys type 'STRING' in which errors are written, 
and also status messages when the option 
'-showSuccessMessages' is set. 

<Computer name>_ApcHwType Hardware where the ApcHwInfo is currently running. 
 
Only certain platforms (PPC800, APC810, APC910) are 
supported. 

<Computer name>_ApcHwId ID of the found hardware 
<Computer name>_ApcHwVersion Version of the found hardware 
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<Computer name>_ApcMtcxVersion Firmware version of the found MTCX chip set 
<Computer name>_ApcBatteryState Buffer battery status (numerical) 
<Computer name>_ApcBatteryStateText Status of the buffer battery (alphanumeric), e.g. good, bad, 

unknown, unsupported value 
 
Note: 
The newest firmware version must always be present on the MTCX chip set, so that correct 
values are written to all variables. A firmware update may be necessary with the respective 
operating system if this is not the case. 
At least the firmware version 0.08 is necessary for the detection of a UPS attached to an 
APC910. 
Temperature values which cannot be detected from the system are occupied with the value 
'NULL'. These values are eventually filled after a firmware update is carried out. 
Some variables are hardware-dependent (PowerTemp and PowerBoardTemp are not available 
on an APC910). Variables which are not available on a system are set to invalid after they have 
been created. Variables which cannot be detected because of optional hardware that has not 
been inserted adopt the value 'NULL' or an empty string, but and are basically valid. 
The process variables as of chapter Variables for the system unit are only created when the 
ApcHwInfo encounters supported hardware (see above). 
 

1.8.8.3 Variables for the module 
Variable Description 

<computer name>_Apc<module ID>DeviceId Device ID of the module 
<computer name>_Apc<module ID>CompatId Compatibility ID of the module 
<computer name>_Apc<module ID>VendorId Vendor ID of the module 
<computer name>_Apc<module ID>HwRevision Hardware revision of the module 
<computer name>_Apc<module ID>SerialNo Serial number of the module 
<computer name>_Apc<module ID>ModelNo Model number of the module 
<computer name>_Apc<module ID>ParentDeviceId Parent device ID of the module 
<computer name>_Apc<module ID>ParentCompatId Parent compatibility ID of the module 
<computer name>_Apc<module ID>Temp1 Temperature1 of the module 
<computer name>_Apc<module ID>Temp2 Temperature2 of the module 
<computer name>_Apc<module ID>Temp3 Temperature3 of the module 
<computer name>_Apc<module ID>Temp4 Temperature4 of the module 
<computer name>_Apc<module ID>PowerOnCycles Power-on cycles of the module 
<computer name>_Apc<module ID>PowerOnHours Hours of operation of the module 
 
<module ID> represents: 
CPU CPU module 
Fan Fan kit 
SlideIn1 Slide-in module1 
SlideIn2 Slide-in module2 
IF1 Interface module 1 
IF2 Interface module 2 
DRAM1 Memory module 1 
DRAM2 Memory module 2 
BusUnit Bus unit 
SystemUnit State of the APC910 base board 
DisplayLink DisplayLink 
Panel<No.> Panel 0 - 15 
Ups Uninterruptible power supply 
Unit  
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1.8.8.4 Variables for the CPU Module 
Variable Description 

<Computer name>_ApcCpuDeviceId Device ID of the CPU module  
<Computer name>_ApcCpuCompatId Compatibility ID of the CPU module  
<Computer name>_ApcCpuVendorId Vendor ID of the CPU module  
<Computer name>_ApcCpuHwRevision Hardware revision of the CPU module  
<Computer name>_ApcCpuSerialNo Serial number of the CPU module  
<Computer name>_ApcCpuModelNo Model number of the CPU module  
<Computer name>_ApcCpuParentDeviceId Parent device ID of the CPU module  
<Computer name>_ApcCpuParentCompatId Parent compatibility ID of the CPU module  
<Computer name>_ApcCpuTemp1 Temperature1 of the CPU module  
<Computer name>_ApcCpuTemp2 Temperature2 of the CPU module  
<Computer name>_ApcCpuTemp3 Temperature3 of the CPU module  
<Computer name>_ApcCpuTemp4 Temperature4 of the CPU module  
 

1.8.8.5 Variables for the Fan Kit (Optional) 
Variable Description 

<Computer name>_ApcFanDeviceId Device ID of the fan kit  
<Computer name>_ApcFanCompatId Compatibility ID of the fan kit  
<Computer name>_ApcFanVendorId Vendor ID of the fan kit  
<Computer name>_ApcFanHwRevision Hardware revision of the fan kit  
<Computer name>_ApcFanSerialNo Serial number of the fan kit  
<Computer name>_ApcFanModelNo Model number of the fan kit  
<Computer name>_ApcFanParentDeviceId Parent device ID of the fan kit  
<Computer name>_ApcFanParentCompatId Parent compatibility ID of the fan kit  
<Computer name>_ApcFanSpeed1 Speed1 of the fan kit  
<Computer name>_ApcFanSpeed2 Speed2 of the fan kit  
<Computer name>_ApcFanSpeed3 Speed3 of the fan kit  
<Computer name>_ApcFanSpeed4 Speed4 of the fan kit  
<Computer name>_ApcFanPowerOnCycles Power-on cycles of the fan kit  
<Computer name>_ApcFanPowerOnHours Hours of operation of the fan kit  
 

1.8.8.6 Variables for the Slide-In Module1 (Optional) 
Variable Description 

<Computer name>_ApcSlideIn1DeviceId Device ID of the slide-in module1  
<Computer name>_ApcSlideIn1CompatId Compatibility ID of the slide-in module1  
<Computer name>_ApcSlideIn1VendorId Vendor ID of the slide-in module1  
<Computer name>_ApcSlideIn1HwRevision Hardware Revision of the slide-in module1  
<Computer name>_ApcSlideIn1SerialNo Serial number of the slide-in module1  
<Computer name>_ApcSlideIn1ModelNo Model number of the slide-in module1  
<Computer name>_ApcSlideIn1ParentDeviceId Parent device ID of the slide-in module1  
<Computer name>_ApcSlideIn1ParentCompatId Parent compatibility ID of the slide-in module1  
<Computer name>_ApcSlideIn1Temp Temperature of the slide-in module1  
 

1.8.8.7 Variables for the Slide-In Module2 (Optional) 
Variable Description 

<Computer name>_ApcSlideIn2DeviceId Device ID of the slide-in module2  
<Computer name>_ApcSlideIn2CompatId Compatibility ID of the slide-in module2  
<Computer name>_ApcSlideIn2VendorId Vendor ID of the slide-in module2  
<Computer name>_ApcSlideIn2HwRevision Hardware Revision of the slide-in module2  
<Computer name>_ApcSlideIn2SerialNo Serial number of the slide-in module2  
<Computer name>_ApcSlideIn2ModelNo Model number of the slide-in module2  
<Computer name>_ApcSlideIn2ParentDeviceId Parent device ID of the slide-in module2  
<Computer name>_ApcSlideIn2ParentCompatId Parent compatibility ID of the slide-in module2  
<Computer name>_ApcSlideIn2Temp Temperature of the slide-in module2  
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1.8.8.8 Variables of the Interface Modules (Optional) 
Variable Description 

<Computer name>_ApcIF1DeviceId Device ID of the interface module1  
<Computer name>_ApcIF1CompatId Compatibility ID of the interface module1  
<Computer name>_ApcIF1VendorId Vendor ID of the interface module1  
<Computer name>_ApcIF1HwRevision Hardware Revision of the interface module1  
<Computer name>_ApcIF1SerialNo Serial number of the interface module1  
<Computer name>_ApcIF1ModelNo Model number of the interface module1  
<Computer name>_ApcIF1ParentDeviceId Parent device ID of the interface module1  
<Computer name>_ApcIF1ParentCompatId Parent compatibility ID of the interface module1  
<Computer name>_ApcIF1Temp Temperature of the interface module1  
<Computer name>_ApcIF1PowerOnCycles Power-on cycles of the interface module1  
<Computer name>_ApcIF1PowerOnHours Hours of operation of the interface module1  
 

Variable Description 
<Computer name>_ApcIF2DeviceId Device ID of the interface module2  
<Computer name>_ApcIF2CompatId Compatibility ID of the interface module2  
<Computer name>_ApcIF2VendorId Vendor ID of the interface module2  
<Computer name>_ApcIF2HwRevision Hardware Revision of the interface module2  
<Computer name>_ApcIF2SerialNo Serial number of the interface module2  
<Computer name>_ApcIF2ModelNo Model number of the interface module2  
<Computer name>_ApcIF2ParentDeviceId Parent device ID of the interface module2  
<Computer name>_ApcIF2ParentCompatId Parent compatibility ID of the interface module2  
<Computer name>_ApcIF2Temp Temperature of the interface module1  
<Computer name>_ApcIF2PowerOnCycles Power-on cycles of the interface module1  
<Computer name>_ApcIF2PowerOnHours Hours of operation of the interface module1  
 

1.8.8.9 Variables for memory modules 1 and 2 
Variable Description 

<computer name>_ApcDRAM1DeviceId Device ID of the memory module1  
<computer name>_ApcDRAM1CompatId Compatibility ID of the memory module1  
<computer name>_ApcDRAM1VendorId Vendor ID of the memory module1  
<computer name>_ApcDRAM1HwRevision Hardware Revision of the memory module1  
<computer name>_ApcDRAM1SerialNo Serial number of the memory module1  
<computer name>_ApcDRAM1ModelNo Serial number of the memory module1  
<computer name>_ApcDRAM1ParentDeviceId Parent device ID of the memory module1  
<computer name>_ApcDRAM1ParentCompatId Parent compatibility ID of the memory module1  
 
The memory module 2 is optional. 
Variable Description 

<computer name>_ApcDRAM2DeviceId Device ID of the memory module2  
<computer name>_ApcDRAM2CompatId Compatibility ID of the memory module2  
<computer name>_ApcDRAM2VendorId Vendor ID of the memory module2  
<computer name>_ApcDRAM2HwRevision Hardware Revision of the memory module2  
<computer name>_ApcDRAM2SerialNo Serial number of the memory module2  
<computer name>_ApcDRAM2ModelNo Model number of the memory module2  
<computer name>_ApcDRAM2ParentDeviceId Parent device ID of the memory module2  
<computer name>_ApcDRAM2ParentCompatId Parent compatibility ID of the memory module2  
 

1.8.8.10 Variables for the bus unit 
Variable Description 

<computer name>_ApcBusUnitDeviceId Device ID of the bus unit  
<computer name>_ApcBusUnitCompatId Compatibility ID of the bus unit  
<computer name>_ApcBusUnitVendorId Vendor ID of the bus unit  
<computer name>_ApcBusUnitHwRevision Hardware revision of the bus unit  



D1 System Handbuch 
1-48 

<computer name>_ApcBusUnitSerialNo Serial number of the bus unit  
<computer name>_ApcBusUnitModelNo Model number of the bus unit  
<computer name>_ApcBusUnitParentDeviceId Parent device ID of the bus unit  
<computer name>_ApcBusUnitParentCompatId Parent compatibility ID of the bus unit  
<computer name>_ApcBusUnitPowerOnCycles Power-on cycles of the bus unit  
<computer name>_ApcBusUnitPowerOnHours Hours of operation of the bus unit  
 

1.8.8.11 Variables for the System Unit 
Variable Description 

<Computer name>_ApcSystemUnitDeviceId Device ID of the base board 
<Computer name>_ApcSystemUnitCompatId Compatibility ID of the base board 
<Computer name>_ApcSystemUnitVendorId Vendor ID of the base board 
<Computer name>_ApcSystemUnitHwRevision Hardware revision of the base board 
<Computer name>_ApcSystemUnitSerialNo Serial number of the base board 
<Computer name>_ApcSystemUnitModelNo Model number of the base board 
<Computer name>_ApcSystemUnitParentDeviceId Parent device ID of the base board 
<Computer name>_ApcSystemUnitParentCompatId Parent compatibility ID of the base board 
<computer name>_ApcSystemUnitTemp1 Temperature1 of the base board 
<computer name>_ApcSystemUnitTemp2 Temperature2 of the base board 
<computer name>_ApcSystemUnitTemp3 Temperature3 of the base board 
<computer name>_ApcSystemUnitTemp4 Temperature4 of the base board 
<computer name>_ApcSystemUnitPowerOnCycles Power-on cycles of the base board 
<computer name>_ApcSystemUnitPowerOnHours Hours of operation of the base board 
 

1.8.8.12 Variables for the DisplayLink 
Variable Description 

<computer name>_ApcDisplayLinkDeviceId Device ID of the DisplayLink  
<computer name>_ApcDisplayLinkCompatId Compatibility ID of the DisplayLink  
<computer name>_ApcDisplayLinkVendorId Vendor ID of the DisplayLink  
<computer name>_ApcDisplayLinkHwRevision Hardware revision of the DisplayLink  
<computer name>_ApcDisplayLinkSerialNo Serial number of the DisplayLink  
<computer name>_ApcDisplayLinkModelNo Model number of the DisplayLink  
<computer name>_ApcDisplayLinkParentDeviceId Parent device ID of the DisplayLink  
<computer name>_ApcDisplayLinkParentCompatId Parent compatibility ID of the DisplayLink  
<computer name>_ApcDisplayLinkPowerOnCycles Power-on cycles of the DisplayLink  
<computer name>_ApcDisplayLinkPowerOnHours Hours of operation of the DisplayLink  
<computer name>_ApcDisplayLinkTemp1 Temperature1 of the DisplayLink  
<computer name>_ApcDisplayLinkTemp2 Temperature2 of the DisplayLink  
<computer name>_ApcDisplayLinkTemp3 Temperature3 of the DisplayLink  
<computer name>_ApcDisplayLinkTemp4 Temperature4 of the DisplayLink  
 

1.8.8.13 Variables for the panels 0 to 15 
Up to 16 panels that have the same variable set are supported (depending on the hardware).  
Only the variables for the first panel are described in the following. The variable names 
for the other panels are adjusted respectively. 
Variable Description 

<computer name>_ApcPanel0Found Panel0 found 
<computer name>_ApcPanel0DeviceId Device ID of the Panel0  
<computer name>_ApcPanel0CompatId Compatibility ID of the Panel0  
<computer name>_ApcPanel0VendorId Vendor ID of the Panel0  
<computer name>_ApcPanel0HwRevision Hardware revision of the Panel0  
<computer name>_ApcPanel0SerialNo Serial number of the Panel0  
<computer name>_ApcPanel0ModelNo Model number of the Panel0  
<computer name>_ApcPanel0Linked Panel0 connected 
<computer name>_ApcPanel0Locked Panel0 locked 
<computer name>_ApcPanel0ScanCodesLocked Scan codes locked 
<computer name>_ApcPanel0Temp Temperature of the Panel0  
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<computer name>_ApcPanel0Speed Speed of the panel fan 
<computer name>_ApcPanel0BacklightOnCycles Power-on cycles of the Panel0  
<computer name>_ApcPanel0BacklightOnHours Hours of operation of the Panel0  
 

1.8.8.14 Variables for the PPC800/APC810 power supply 
Variable Description 
<computer name>_ApcPowerTemp Power supply temperature 
<computer name>_ApcPowerBoardTemp Temperature of the power supply board 
 

1.8.8.15 Variables for the uninterrupted power supply 
 
Variable Description 

<computer name>_ApcUpsDeviceId Device ID of the UPS  
<computer name>_ApcUpsCompatId Compatibility ID of the UPS  
<computer name>_ApcUpsVendorId Vendor ID of the UPS  
<computer name>_ApcUpsHwRevision Hardware revision of the UPS  
<computer name>_ApcUpsSerialNo Serial number of the UPS  
<computer name>_ApcUpsModelNo Model number of the UPS  
<computer name>_ApcUpsDetected UPS detected 
<computer name>_ApcUpsLinked UPS connected 
<computer name>_ApcUpsTemp Temperature of the UPS 
<computer name>_ApcUpsBatCurrent Read UPS battery current 
<computer name>_ApcUpsBatVoltage Read UPS battery voltage 
<computer name>_ApcUpsStatusFlags Read UPS status flags 
 

1.8.8.16 Specialties for the PPC800 / APC810 
The following variables are mapped to other areas for the PPC800 and APC810: 
Board -> SystemUnit 
BoardIo -> BusUnit 
EthBoard -> IF Option 1 
EthController -> IF Option 2 
 

1.9 InaConnect 
You can use the InaConnect program to connect to a controller, load modules to it and initialize 
it, etc. without having to start a Runtime system. If one of the InaDriver packages is installed on 
your Runtime system or Engineering system, then this program is present. The program can be 
used two ways: 

 As a command shell (ideal for diagnostics and error analysis). 

 Directly executing commands (ideal for using in scripts or loading modules to the 
controller). 

The following image shows the options and starting parameters provided by this program. 
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Illustration 17: InaConnect options after running with -help 

 

1.9.1 InaConnect in the command shell 
The InaConnect options show that the connection to a controller can be established in three 
ways: Profibus, Ethernet, and serial. How the connections are established over the assorted 
media is explained in the following sections. We will now explain which functions can be 
executed if the connection is established. 
For information about how to establish the connection over various media, please refer to the 
sections that are listed in the table below. 

 Connecting with Profibus 

 Connecting with Ethernet 

 Serial connection 
 

 

 To make sure that there is a connection to a controller (i.e. incorrect connection 
parameters were not entered), you can query the status of the connection with "v 3 =
 debuglevel 3". 

 
The following option or command can be set for all connections: 
 
Option  Option 

input 
Object input description 

-setRT VAL Timeout for the response telegram. 165ms if not specified. 
 
The following actions or commands can now be carried out: 
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Action /  
Command 

 Short Description 

connect c Establishes the connection to the controller using the parameters 
entered when run. Must be called before all other actions. 

disconnect d Breaks the connection. 
status s Displays the current status of the connection:  

CONN_establish_connection  = Establishing 
CONN_stable_connection  = Established 
CONN_lost_connection  = Lost 
CONN_disconnecting  = Disconnecting 
CONN_disconnected  = disconnected 

options o Options for an additional connection: 
1 = Ethernet, 2 = Profibus, 3 = Serial 

put p Loads a file to the controller. The file and its path are specified after 
the p and are separated with a space. The mode then follows 
another space. 2 = Load to User RAM (default if no mode specified), 
3 = Load to User flash (burns it). 

get g Loads a file from the controller. The module and filename must be 
specified. The file is then located in the directory where InaConnect 
was started. 

reset r Triggers a reset on the selected controller. The mode follows the r: 
TOTAL, DIAGNOSE or NORMAL. 

logbook l Reads the error logbook. The entries must then be specified 
(maximum 39). 

info i Reads CPU information (software version, type, etc.). 
meminfo m Reads information about the memory. 
listmodule lm Lists the modules. lm *  lists all modules in the CPU. 

lm <ModuleName> shows information about the module. 
delmodule dm Deletes the specified module on the controller. 
pvlist pl Lists the global PVs on the controller. pl * lists all PVs. By specifying 

the start index and the range, the search can be shortened. The PV 
start index of a task can be determined with the lm <Task> 
command. 

forcelist fl  Lists the PVs for forcing. The task class is also output. 
forceon fn Forces a PV to a whole-number value by specifying its address and 

task class. 
forceoff ff Resets the forcing for a PV (address, task class) or all PVs with ALL. 
gettime gt Outputs the date and time of the CPU and computer. 
settime st Applies the computer date and time to the controller. 
clearmem cm Deletes the contents of the memory range (warning: all data is 

deleted). The controller must be in diagnostics mode (r DIAGNOSE). 
The command is only possible when using a serial connection. Once 
deleted, a total initialization must be performed to reset the controller 
(r TOTAL). 
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Action /  
Command 

 Short Description 

tkinfo tki Returns the status of the individual task classes on the connected 
controller with name, number, and status (STOP, RUNNING, IDLE). 

tkresume tkr Starts a task class, i.e. if a task class was stopped with tks <TC>, 
then it is restarted with tkr <TC>. This means that all tasks in this 
task class are resumed. 

tksuspend tks Stops the task class TC. All tasks in this task class are stopped and 
can be restarted using tkr <TC>. 

taskresume tr Starts a specific task that is currently stopped. The task name must 
be specified. 

tasksuspend ts Stops a specific task that has been started and is located on the 
CPU. The name must be specified. 

quit q Terminates the connection and exits the program. 
verbose v Sets the debug level (1: Error ; 2: Transactions ; 4: data). 
trace t Indicates the debug level. 
? ? Displays this list in shortened form. 

 

1.9.1.1 Connecting with Profibus 
The starting options for the connection come after the program name (InaConnect). 
 
Option  Option 

input 
Object input description 

-medium Profibus Selects the Profibus connection. 
-softing  A Softing board is implemented in the computer. A Profibus card 

from B&R is integrated by default (without this specification). 
-pbAddr ADDR Specifies the controller's station address. 
-pbBoard NR Number of the Profibus card in the computer (0-2). 0 is used if 

nothing is specified. 
-pbLsap LSAP A special LSAP can optionally be used instead of the station 

address as well. 
 
Example: 
InaConnect –medium Profibus –pbAddr ADDR –pbBoard NR 
 

1.9.1.2 Connection with Ethernet 
The starting options for the connection come after the program name (InaConnect). For the 
connection to be set up properly, the controller must be configured accordingly. 
 
Option  Option 

input 
Object input description 
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Option  Option 
input 

Object input description 

-medium Ethernet Selects Ethernet with TCP/IP. 
-socket NR Port for communicating with the partner station (controller) given in 

HEX format. 0x2b97 is used if no port is specified.  
-ip ADDR The IP address of the controller. 
-node NODE Node number of the controller. The IP address then does not need 

to be specified. The controller reports and returns the IP address. 
-mynode NODE Specifies the source node number.  
-bcast BCAST Broadcast address when working with node numbers and the 

broadcast address is not 255.255.255.255. 
 
Example 1: 
InaConnect –medium Ethernet –ip ADDR  

 
Example 2: 
InaConnect –medium Ethernet –node NODE –mynode NODE  

If the InaDriver is already running, use the starting options as follows: 
InaConnect –medium Ethernet –mynode NODE 
 

1.9.1.3 Serial connection 
The starting options for the connection come after the program name (InaConnect). For the 
connection to be set up properly, the controller must be configured accordingly. 
 
Option Option 

input 
Object input description 

-medium serialPort Selects the serial connection. 
-comport COM Specifies the port (ttyS0 to ttyS3 depending on how the computer 

is equipped, e.g. COM1 to COM4 (DOS/Windows)). 
The remaining parameters are configured as follows: 
Baud rate = 57600, Parity = EVEN, Timeout=14ms 

-route ROUTE Information for routing.  
 
Example: 
InaConnect –medium serialPort –comport COM 

 

 If the controller that you are trying to connect to has parameters other than those 
specified under -comport, then this needs to be configured in the command shell. 
Command = o 3. 

If the controller should be configured differently, the following parameters for the serial 
connection can be additionally changed and saved after entering the "o 3" command in the 
command shell: 
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Parameter Number Description  

comBD 4 Specifies a different baud rate. The following values are 
possible:  110, 300, 600, 1200, 2400, 3600, 4800, 9600, 19200, 
38400 ,57600 ,115200. 

comPa 5 Parity (0 =NO, 1=ODD , 2=EVEN). 
comIT 6 Timeout (0 to 60000 ms). 

 

1.9.1.4 InaConnect for routing 
If the corresponding controllers should be connected over a network, you can use InaConnect to 
route to each controller or reach each connected device to request or send data. 
The following input sets up the connection to the first device and routes you to the point that you 
want to reach. Example with Ethernet and TCP/IP: 
InaConnect -medium Ethernet -ip <IP Address> -node <Node Number> 

The option -route is appended to this line to add the route. To specify all of the different options 
at this point would simply be too much. For this reason, we'll just illustrate one example. 
The following device configuration is being used; the device at position 5 should be accessed 
over the CAN bus. 
 

 
Illustration 18: Routing with InaConnect 

 
Establish a direct connection with the controller (IP address 192.168.23.4): 
InaConnect -medium Ethernet -ip 192.168.2.34 -node 3 

 
Routing to device 5 is handled with the following options: 
-route CP/SL0/SS0/IF1/SL0/SS1/IF1.5 

 
Routing parameter Description 

CP/ The CPU is addressed. 
SL0/SS0/IF1/ Accesses the serial interface IF1 in slot 0, sub-slot 0.  
 Since a serial connection should be used to connect to the CPU 

(SS0/IF1), it isn't specified. 
SL0/SS1/IF1.5 From the second CPU, routing continues over slot 0 and sub-slot 1 

to IF1 (CAN bus interface) and thereon device 5. 
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1.9.2 InaConnect as a command (call) 
As mentioned at the beginning of the InaConnect section, a large part of the command scope 
can be used from the command line to write a script or send individual commands to the 
controller. 
This chapter will no longer go into the medium being used (-medium) and the remaining 
parameters needed for it. This information can be obtained from the following sections: 
 

 Connecting with Profibus 

 Connecting with Ethernet 

 Serial connection 

 
The following table describes the options and the corresponding parameters: 
 
Option Specification 

 
Description 

-
download 

FILE Specifies the file (with path) to be loaded to the controller. 

-burn  "Burns" the file to the controller. 
-upload  
-file 

Module 
FILE 

These options belong together. The module that should be loaded 
from the controller and FILE=Name with path, how the module 
should be saved on the computer. 

-reset MODE Triggers a reset on the selected controller. The following 
specifications can be given for MODE: TOTAL, DIAGNOSE or 
NORMAL. 

-logbook NUM Reads the error logbook. NUM = Specifies the number of entries 
(maximum 39). 

-cpuinfo  Reads CPU information (software version, type, etc.). 
-meminfo  Reads information about the memory. 
-
dom_info 

MODULE Retrieves information about the module (MODULE). 

-delete MODULE Deletes the specified module on the controller. 
-gettime  Outputs the date and time of the CPU as well as the computer. 
-settime  Applies the computer date and time to the controller. 
-d LEVEL Sets the debug level (1: Error ; 2: Transactions ; 4: data). 
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2  Description about the UTF8StringAPI 
 
. 

2.1 Motivation 
When using ASCII character set, the number of Bytes exactly corresponds to the number of 
characters in the string. There can be a difference in the number of Bytes and the number of 
characters in a string with the usage of Unicode and the connected UTF-8 coding.  
As a result, using the standard C library functions to process strings can lead to errors. 
 

2.2 From ASCII to UTF8 
ASCII (American Standard Code for Information Interchange) is a 7 bit character code, which 
was published as standard in 1967. 
Each character corresponds to a bit pattern of 7 bits. There are 27 = 128 different bit patterns, as 
each bit can adopt two values. These bit patterns can also be interpreted as whole numbers 0-
127 (hexadecimal 00-7F). 
Apart from 95 printable characters the ASCII code also defines 33 non-printable characters. 
The 95 printable characters contain all of the letters of the Latin alphabet in capital and small 
case letters, the numbers 0 to 9, as well as various punctuations. 
The 33 non-printable characters conform to the control codes for peripheral equipment (printer, 
data exchange, etc.). 
In the following years there were different attempts to display the missing characters. Platform 
independent 8 bit expansions of the ASCII evolved (e.g. codepage 437 = MSDOS). 
In the new standard ISO8859 were 15 defined variations (ISO 8859-1 = Latin-1 west European, 
ISO8859-2 = Latin-2 east European, etc..., ISO8859-15 = Latin-9 west European with several 
French punctuations and the Euro symbol that were missing from Latin-1) of 8 bit character 
codes for the different language regions. In Windows the Windows-1252 character code is used 
that is based on the ISO 8859-1. 
In order to display all of the possible letters, special characters, and characters of humankind in 
one character code, a lot more than 8 bits are needed. 
The Unicode character code reserves 32 bits for each character. To reduce the memory needs 
and remain compatible with ASCII and ISO 8859, the Unicode character UTF8 has been used 
for the coding. 
UTF8 (8 bit Unicode Transformation format) is the most widely spread coding for Unicode 
characters. Thereby, each Unicode character is allocated a specially coded Byte chain of 
variable length. UTF8 supports up to four Bytes on which, as by all UTF formats, it is possible to 
display all 1.114.112 Unicode characters. 
A UTF-8 character is composed of one, two, three or four Bytes. All standard ASCII characters 
are displayed in one Byte, most of the characters in the divers ISO 8859 coding in two Bytes, 
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some characters of the ISO 8859 coding (e.g. the Euro character '€') in three Bytes, characters 
from non-European languages in maximum four bytes. 
These Byte sequences belong together and are in any case not allowed to be torn apart by 
operations within a computer program. This can happen when using the functions of the 
standard C library for the language 'C'! 
The standard C library functions for editing character strings (strlen, strcpy, strncpy, strcat, 
strncat, ...) presume an ASCII character set. The do not interpret characters, and are therefore 
Byte orientated! 
 

2.3 UTF8 Coding 
The difference between "character orientated" and "Byte orientated" is explained with the 
following example [1]: 
The character "A" has the following bit pattern in not only ASCII, ISO8859, etc., but also in 
UTF8: 

0 1 0 0 0 0 0 1 

Thus 1 Byte is needed for the character. If you use a function from the standard C library to copy 
this character everything proceeds well. 
The character "Ü" has the following bit pattern in memory (display with 8 bit limit): 
  

1 1 0 0 0 0 1 1 1 0 0 1 1 1 0 0 

Start Byte 1. Following Byte 
 
The Euro character "€" has the following bit pattern (display with 8 bit limits): 
   

1 1 1 0 0 0 1 0 1 0 0 0 0 0 1 0 1 0 1 0 1 1 0 0 

Start Byte 1. Following Byte 2. Following Byte 
Now the character string "A€Ü" should be looked at: 
char   buf[32] = {0}; 
char *str = "A€Ü"; 
int len = strlen( str ); // returns 6 as result, as 'str' UTF-8 coded is 6 Bytes long! 
strncpy( buf, str, 3 );  // Copies 'A' and the first two Bytes of "€" to "buf" 
  // The result is a non-legal UTF-8 character string! 
strncpy( buf, &str[2], 3 );  // Copies the 1st. and 2nd. following Bytes of the "€" and the start 
Byte of the "Ü" 
  // to "buf". The result is a non-legal UTF-8 character string! 
I.e. when a character string contains UTF coded multi-Byte characters the functions of the 
standard C library cannot be used without further intervention. 
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2.4 Function description of the STRING data type 
B&R offers functions for safe processing of character strings, which contain UTF8 characters.  

These functions' API is described here. The functions are implemented in the APROL PccStd 
library, and can therefore be used everywhere in APROL by including the "AprolStringUtf8.h" 
header and linking the "libPccStd" library. 
The blocks for processing character strings in the "IEC61131_3" library, in the "StringFunctions" 
group, have been expanded by one version. 

 The functions can be used without any further bother, i.e. incorporating the 
"AprolStringUtf8.h" header, in any function block. 

 
Error handling: 
The API functions that are offer have a pointer to a variable of the type "int" as the last 
parameter. Each API function must have the respective initialized pointer passed over to it, 
otherwise no processing takes place. A code example can be found within each function 
description from which it is evident how one uses this pointer. In contrast to the code examples, 
the error code must always be checked, not the value, when using the API functions. 
Following error codes are assigned by the API: 

Error code: Meaning: 

UTF8_NOERRORFLAG error is a NULL pointer 

UTF8_NOERROR No error. 

UTF8_NULLSRC A NULL pointer for src was assigned. 

UTF8_NULLSTR A NULL pointer for ins / rep / toFind was assigned. 

UTF8_NULLDEST A NULL pointer for dest was assigned. 

UTF8_START The value for start was assigned with smaller than 1. 

UTF8_LEN The value for len was assigned with smaller than 0. 

UTF8_HIGHSTART The value for start is larger than the number of characters in 
src. 

UTF8_HIGHLEN The value for len is larger than the number of characters in src. 

UTF8_HIGHSTARTLEN The value of the sum start + len is larger than the number of 
characters in src. 

UTF8_MAXSTARTLEN The value of the sum start + len is larger than the maximum 
string length. 

UTF8_WIDTH The number a character Bytes could not be detected. 

UTF8_STARTFOLLOW The value from start does not lie immediately behind the last 
character position in src. 

 
The following functions are available: 
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2.4.1 UTF8_getAPIVersion 

Function 
declaration: 

const char* UTF8_getAPIVersion(void ); 

Function 
description: 

Delivers the version number of the UTF8 string API. The function delivers 
a pointer to a static version string, which is maximally 7 Bytes large, 
including '\0'. 
 
Code fragment: 
#include <AprolStringUtf8.h> 
char Version[7] = {0}; 
strcpy(Version, UTF8_getAPIVersion()); 
printf("UTF8 String API Version: %s\n", Version); 
 
Output: 
"UTF8 String API Version: V1.0" 

Return value: Value: Meaning: 

 Pointer on static 
version string 

Version string of the UTF8 API functions. The 
function delivers the string if it corresponds to the 
version of API 1.0. V1.0 

 

2.4.2 UTF8_LengthInCharacters 

Function 
declaration: 

int UTF8_LengthInCharacters( const char *src, int *error ); 

Function 
description: 

This function delivers the number of characters in the transferred character 
string, without a final '\0'. 
 
Example: 
The number of characters in the character string 
"The apple does not fall far from the tree!" 
should be detected. The function delivers the value 37. 
 
Code fragment: 
#include <AprolStringUtf8.h> 
int error = 0: 
char *quelle = "The apple does not fall far from the tree!"; 
int len = UTF8_LengthInCharacters(quelle, &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 

Parameters: Name: Type: Description: 

 src const 
char* 

IN Character string for which the 
number of characters should 
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Function 
declaration: 

int UTF8_LengthInCharacters( const char *src, int *error ); 

error int* OUT The function's error code is 
assigned to this parameter. 
ATTENTION: 
This concerns a pointer that 
must point to a variable of the 
type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLSRC src is a NULL pointer. 

UTF8_WIDTH The number a character Bytes could not be 
detected. 
 
 

Return value: Value: Meaning: 

 UTF8_NOERRORFLAG error is a NULL pointer 

>= 0 The number of characters in the transferred 
character string. 

 

2.4.3 UTF8_LengthInBytes 

Function 
declaration: 

int UTF8_LengthInBytes( const char *src, int *error ); 

Function 
description: 

This function delivers the number of Bytes in the transferred character string. 
without final '\0'. 
Example: 
The number of bytes in the character string 
"The apple does not fall far from the tree!" 
should be detected. The function delivers the value 38. 
 
Code fragment: 
#include <AprolStringUtf8.h> 
int error  = 0: 
char *quelle = "The apple does not fall far from the tree!"; 
int bytes  = UTF8_LengthInBytes(quelle, &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 

Parameters: Name: Type: Description: 

 src const 
char* 

IN Character string for which the 
number of characters should be 
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Function 
declaration: 

int UTF8_LengthInBytes( const char *src, int *error ); 

error int* OUT The function's error code is 
assigned to this parameter. 
 
Attention: 
This concerns a pointer that must 
point to a variable of the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLSRC src is a NULL pointer. 
 

Return 
value: 

Value: Meaning: 

 UTF8_NOERRORFLAG error is a NULL pointer 

>= 0 The number of Bytes in the transferred character 
string. 

 

2.4.4 UTF8_Copy 

Function 
declaration: 

char* UTF8_Copy( char *dest, size_t n, const char *src, int *error ); 

Function 
description: 

This function copies a character string in a transferred Byte array. 
Copies the character string contained in src to dest, and delivers a pointer 
to dest. The character string in the target Byte array is always terminated 
with '\0'. 
Example: 
The character string 
"The apple does not fall far from the tree!" 
should be copied. 
 
Code fragment: 
#include <AprolStringUtf8.h> 
int error  = 0; 
char *quelle = "The apple does not fall far from the tree!"; 
char ziel[65] = {0}; 
UTF8_Copy(ziel, 39, quelle, &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 

 
If n exceeds the maximum string length, the resulting character string is 
cut corresponding to the last legal UTF8 character. The maximal string 
length on a computer, as well as the control computer, is 65 Bytes. 
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Function 
declaration: 

char* UTF8_Copy( char *dest, size_t n, const char *src, int *error ); 

It must definitely be ensured that the target Byte array is at least n Bytes in 
size, including '\0'! If this is not observed then it could lead to serious 
errors. 

Parameters: Name: Type: Description: 

 dest char * OUT Target for the 
copy of the 
transferred 
character string. 

n size_t IN Number of Bytes 
of the target Byte 
array. 
More than n Bytes 
are not copied. 

src const char* IN Character string 
that should be 
copied. 

error int* OUT The function's 
error code is 
assigned to this 
parameter. 
ATTENTION: 
This concerns a 
pointer that must 
point to a variable 
of the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLSRC src is a NULL pointer. 

UTF8_NULLDEST dest is a NULL pointer. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer to dest The character string was copied 
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2.4.5 UTF8_Delete 

Function 
declaration: 

char* UTF8_Delete( const char *src, int start, int len, int *error); 

Function 
description: 

This function deletes a part string from the transferred character string. 
From the character string transferred from src, len characters are deleted 
from the position start, and a pointer to the resulting character string is 
returned. The returned pointer points to a static Byte array in which the 
resulting character string is stored. The size of the static Byte array is 65 
bytes, including final '\0'. 
 
Example: 
In the character string 
"The apple does not fall far from the tree!"  
the word "not", including following white spaces should be deleted. For this 
purpose the function transmits the start position 17, and 6 for the number 
of characters that should be deleted. 
 
Code fragment: 
#include <AprolStringUtf8.h> 
int error  = 0; 
char *quelle = "The apple does not fall far from the tree!"; 
char ziel[65] = {0}; 
char *temp = UTF8_Delete(quelle, 17, 6, &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
 strcpy(ziel, temp); 
} 

Output: 
The result is the character string: "The apple does not fall far from the 
tree!" 
It is also possible to delete all of the characters as of the character start 
without having knowledge about the number of characters in src. For this, 
the value of len must be at least larger in length than the rest of the 
character string in src. 

Parameters: Name: Type: Description: 

src const 
char* 

IN Contains the character string to 
be edited. 

start int IN States the start position in the 
character string, starting with 1 
as of the first character. 

len int IN States how many characters 
should be deleted starting from 
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Function 
declaration: 

char* UTF8_Delete( const char *src, int start, int len, int *error); 

error int* OUT The function's error code is 
assigned to this parameter. 
 
ATTENTION: 
This concerns a pointer that must 
point to a variable of the type 
"int"! 

Error codes: Value: Meaning: 

UTF8_NOERROR No error. 

UTF8_START The transferred value for start is smaller than 1. 

UTF8_LEN The transferred value for len is smaller than 0. 

UTF8_HIGHSTART The transferred value for start is larger than the 
number of characters in src. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

ZERO An error occurred during processing, or  
error is a NULL pointer. 
 

    Pointer on the copy 
of the transferred 
character string in 
src. 

An error occurred during processing. 
The error code has been set respectively. 

Pointer to the 
resulting character 
string 

The function was called with valid values, and no 
errors occurred during the processing. 

 

2.4.6 UTF8_Find 

Function 
declaration: 

int UTF8_Find( const char *src, const char *toFind, int *error ); 

Function 
description: 

A transferred part string is searched for in the transferred character string. 
The function delivers the position of the first match with toFind in the 
character string src, beginning with the value 1 for the first character. 
If no match is found, the function returns the value 0.  
 
Example: 
In the character string 
"The apple does not fall far from the tree!", 
"far" should be searched for. For this, the character string that is to be 
searched and the character string to search for are transferred to the 
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Function 
declaration: 

int UTF8_Find( const char *src, const char *toFind, int *error ); 

function.  
Code fragment: 
#include <AprolStringUtf8.h> 
int error  = 0; 
char *quelle = "The apple does not fall far from the tree!"; 
int pos = UTF8_Find(quelle, "far", &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 

Output: 
The result is the value: "23" 

Parameters: Name: Type: Description: 

 src const 
char* 

IN Character string being 
searched. 

toFind const 
char* 

IN Character string being searched 
for. 

error int* OUT The function's error code is 
assigned to this parameter. 
 
ATTENTION: 
This concerns a pointer that 
must point to a variable of the 
type "int"! 
 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLSRC src is a NULL pointer. 

UTF8_NULLSTR toFind is a NULL pointer. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 UTF8 NOERRORFLAG error is a NULL pointer  
0 No match. 
>= 1 Position of the first match, beginning with the 

value 1 for the first character. 
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2.4.7 UTF8_Insert 

Function 
declaration: 

char* UTF8_Insert( const char *src, const char *ins, int start, int *error 
); 

Function 
description: 

This function serves to insert strings in an existing character string. 
Inserts in the character string src, from the position start, the character 
string contained in  ins. The function delivers a pointer to the resulting 
character string. The returned pointer points to a static Byte array in which 
the resulting character string is stored. The size of the static Byte array is 
65 bytes, including the final '\0'. 
 
Example: 
In the character string 
"The apple does fall far from the tree!" 
the word "not" should be inserted, so that the resulting character string 
"The apple does not fall far from the tree!" is delivered. For this the function 
is called with the original character string, the character string to be 
inserted, and the start position 17. 
 
Code fragment: 
#include <AprolStringUtf8.h> 
int  error  = 0; 
const char *quelle = "The apple does not fall far from the tree!"; 
const char *insert = "not "; 
char  ziel[65] = {0}; 
char *temp = UTF8_Insert(quelle, insert, 17, &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
 strcpy(ziel, temp); 
} 

 
Output: 
The result conforms to the character string: "The apple does not fall 
far from the tree!" 
 
When exceeding the maximum allowed string length, the resulting 
character string is cut to the last valid UTF8 character. 

Parameters: Name: Type: Description: 

 src const 
char* 

IN Character string into which 
should be inserted. 

ins const 
char* 

IN Character string that should 
be inserted. 

start int IN States the start position in 
the character string, starting 
with 1 as of the first 
character  
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Function 
declaration: 

char* UTF8_Insert( const char *src, const char *ins, int start, int *error 
); 

error int* OUT The function's error code is 
assigned to this parameter. 
ATTENTION: 
This concerns a pointer that 
must point to a variable of 
the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLSRC src is a NULL pointer. 

UTF8_NULLSTR ins is a NULL pointer. 

UTF8_START start is smaller than 1. 

UTF8_STARTFOLLOW start does not lie immediately before the end of 
the string from src  

UTF8_MAXSTARTLEN The resulting character string exceeds the 
maximum string length  

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer on the copy of 
the transferred 
character string in src. 

An error occurred during processing. The error 
code has been set respectively. 

Pointer to the resulting 
character string 

The function was called with valid values, and 
no errors occurred during the processing. 

 

2.4.8 UTF8_Left 

Function 
declaration: 

char* UTF8_Left( const char *src, int len, int *error ); 

Function 
description: 

This function extracts a left part string from the transferred character string. 
len characters from the first position in the character string src are 
extracted. A pointer is delivered to the resulting character string. The 
returned pointer points to a static Byte array in which the resulting character 
string is stored. The size of the static Byte array is 65 bytes, including the 
final '\0'. 
 
Example: 
In the character string 
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Function 
declaration: 

char* UTF8_Left( const char *src, int len, int *error ); 

"The apple does not fall far from the tree!" 
the first 9 characters should be extracted. 
 
Code fragment: 
#include <AprolStringUtf8.h> 
int  error  = 0; 
const char *quelle = "The apple does not fall far from the tree!" 
char  ziel[65] = {0}; 
char *temp = UTF8_Left(quelle, 9, &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
 strcpy(ziel, temp); 
} 

 
Output: 
The result conforms to the character string: "The apple" 
 
Note: 
If len exceeds the maximum string length, the character string is cut 
corresponding to the last legal UTF8 character. 

Parameters: Name: Type: Description: 

 src const 
char* 

IN Character string from which is 
to be extracted. 

len int IN Number of characters that 
should be extracted. 

error int* OUT The function's error code is 
assigned to this parameter. 
ATTENTION: 
This concerns a pointer that 
must point to a variable of the 
type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLSRC src is a NULL pointer. 

UTF8_LEN len is smaller 0. 

UTF8_HIGHSTART len is larger than the number of characters in src. 

UTF8_MAXSTARTLEN len exceeds the maximum string length. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 
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Function 
declaration: 

char* UTF8_Left( const char *src, int len, int *error ); 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer to copy of the 
transferred character 
string 

An error occurred during processing. 
The error code has been set respectively. 

Pointer to the resulting 
character string 

The function was called with valid values, and no 
errors occurred during the processing. 

 

2.4.9 UTF8_Mid 

Function 
declaration: 

char* UTF8_Mid( const char *src, int start, int len, int *error ); 

Function 
description: 

This function extracts a middle part string from the transferred character 
string. 
len characters from the position start from the character string src are 
extracted. A pointer is delivered to the resulting character string. The 
returned pointer points to a static Byte array in which the resulting 
character string is stored. The size of the static Byte array is 65 bytes, 
including the final '\0'. 
 
Example: 
In the character string 
"The apple does not fall far from the tree!" 
the character string "does not fall far" should be extracted. For this, 
the function is called with the original character string, the start 
position 11, and the length of 16 characters. 
Code fragment: 
#include <AprolStringUtf8.h> 
int  error  = 0; 
const char *quelle = "The apple does not fall far from the tree!" 
char  ziel[65] = {0}; 
char *temp = UTF8_Mid(quelle, 11, 16, &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
 strcpy(ziel, temp); 
} 

Output: 
The result conforms to the character string:  does not fall far 
 
Note: 
If start + len exceeds the maximum string length, or the length of src, the 
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Function 
declaration: 

char* UTF8_Mid( const char *src, int start, int len, int *error ); 

character string is cut corresponding to the last legal UTF8 character. 

Parameters: Name: Type: Description: 

 src const 
char* 

IN Character string from which is 
to be extracted. 

start int IN States the start position in the 
character string, starting with 
1 as of the first character. 

len int IN Number of characters that 
should be extracted. 

error int* OUT The function's error code is 
assigned to this parameter. 
 
ATTENTION: 
This concerns a pointer that 
must point to a variable of the 
type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLSRC src is a NULL pointer. 

UTF8_START start is smaller than 1. 

UTF8_LEN len is smaller 0. 

UTF8_HIGHSTARTLEN start + len is larger than the length of src. 

UTF8_MAXSTARTLEN start + len exceed the maximum string length. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer on the copy of 
the transferred 
character string in src. 

An error occurred during processing. The error 
code has been set respectively. 

Pointer to the resulting 
character string 

The function was called with valid values, and 
no errors occurred during the processing. 
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2.4.10 UTF8_Replace 

Function 
declaration: 

char* UTF8_Replace( const char *src, const char *rep, int start, int len, 
int *error ); 

Function 
description: 

This function serves to exchange part strings in an existing character string. 
Exchanges in the character string src, from position start, len characters 
with the string contained in rep. The function delivers a pointer to the 
resulting character string. The returned pointer points to a static Byte array 
in which the resulting character string is stored. The size of the static Byte 
array is 65 bytes, including the final '\0'. 
 
Example: 
In the character string 
"The apple does not fall near the tree!" 
the word "near" should be exchanged for the word "far from" so that the 
resulting character string "The apple does not fall far from the tree!" is 
delivered. For this, the function is called with the original character string, 
the character string to be inserted, the start position 23, and the number of 
characters, len 3, to be replaced. 
Code fragment: 
#include <AprolStringUtf8.h> 
int  error  = 0; 
const char *quelle = "The apple does not fall near the tree!"; 
const char *replace = "far"; 
char  ziel[65] = {0}; 
char *temp = UTF8_Replace(quelle, replace, 23, 3, &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
 strcpy(ziel, temp); 
} 

Output: 
The result conforms to the character string: The apple does not fall far from 
the tree! 
When exceeding the maximum string length, the resulting character string is 
cut corresponding to the last legal UTF8 character. 

Parameters: Name: Type: Description: 

 src const 
char* 

IN Character string into which 
should be inserted. 

rep const 
char* 

IN Character string that should be 
inserted. 

start int IN States the start position in the 
character string, starting with 1 
as of the first character. 

len int IN Number of characters that 
should be replaced. 
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Function 
declaration: 

char* UTF8_Replace( const char *src, const char *rep, int start, int len, 
int *error ); 

error int* OUT The function's error code is 
assigned to this parameter. 
ATTENTION: 
This concerns a pointer that 
must point to a variable of the 
type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLSRC src is a NULL pointer. 

UTF8_NULLSTR rep is a NULL pointer. 

UTF8_START start is smaller than 1. 

UTF8_MAXSTARTLEN start exceeds maximum string length. 

UTF8_STARTFOLLOW start does not lie immediately before the end of 
the string from src. 

UTF8_MAXSTARTLEN Resulting character string exceeds max. string 
length. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 
 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer to copy of the 
transferred character 
string 

An error occurred during processing. 
The error code has been set respectively. 

Pointer to the resulting 
character string 

The function was called with valid values, and no 
errors occurred during the processing. 

 

2.4.11 UTF8_Right 

Function 
declaration: 

char* UTF8_Right( const char *src, int len, int *error ); 

Function description: This function extracts a right part string from the transferred character 
string. 
The last len characters are extracted from the character string src. A 
pointer is delivered to the resulting character string. The returned 
pointer points to a static Byte array in which the resulting character 
string is stored. The size of the static Byte array is 65 bytes, including 
the final '\0'. 
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Function 
declaration: 

char* UTF8_Right( const char *src, int len, int *error ); 

Example: 
In the character string 
"The apple does not fall far from the tree!" 
the last 10 characters should be extracted. 
 
Code fragment: 
#include <AprolStringUtf8.h> 
int  error  = 0; 
const char *quelle = "The apple does not fall far from the tree!" 
char  ziel[65] = {0}; 
char *temp = UTF8_Right(quelle, 10, &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
 strcpy(ziel, temp); 
} 

 
Output: 
The result conforms to the character string: from the tree! 
If len exceeds the maximum string length or the length of src, the 
character string is cut corresponding to the last legal UTF8 character. 

Parameters: Name: Type: Description: 

 src const char* IN Character 
string from 
which is to be 
extracted. 

len int IN Number of 
characters that 
should be 
extracted. 

error int* OUT The function's 
error code is 
assigned to 
this 
parameter. 
 
ATTENTION: 
This concerns 
a pointer that 
must point to a 
variable of the 
type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 
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Function 
declaration: 

char* UTF8_Right( const char *src, int len, int *error ); 

UTF8_NULLSRC src is a NULL pointer. 

UTF8_HIGHSTART len is larger than the length of src. 

UTF8_MAXSTARTLEN len exceeds the maximum string length. 

UTF8_WIDTH Number of a character's Bytes could not 
be detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer on the copy of 
the transferred character 
string in src. 

An error occurred during processing. 
The error code has been set respectively. 

Pointer to the resulting 
character string 

The function was called with valid values, 
and no errors occurred during the 
processing. 

1] Further examples, as well as information about UTF8: http://de.wikipedia.org/wiki/UTF-8 
 

2.5 Images 

 
Illustration 19: Block 'FIND_STRING_INT' 
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Illustration 20: Block 'RIGHT_STRING' 

 

 
Illustration 21: 'REPLACE_STRING' 

 

2.6 General information about the LSTRING data type 
 

APROL supports the use of strings that are longer than 64 bytes, by providing the additional 
IEC type LSTRING. This new IEC type can solely be used for logic on the control computer. 
The use of blocks that are enabled for the controller is suppressed with thorough plausibility 
checks and explicit error messages during compilation of the project parts. 
 

2.7 Usage of the LSTRING data type 
The data type LSTRING can be chosen on the input and output pins of the supported block 
types. On a "Function" block type, the new IEC type can only be configured on the input pins. 
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Furthermore, connectors of the type LSTRING can be created. 
Variables of the type LSTRING are dynamic, meaning that their memory needs correspond to 
the length of the string in bytes. A block pin of the type LSTRING can be initialized with a default 
value with a maximum length of 32767 bytes. 
When using the LSTRING_UTF8 functions, the length of the LSTRING data type is limited to 
32767 bytes for the "Function" and "Function block" block types. 
Block pins of the type STRING can be connected with block pins of the data type LSTRING 
(type conversion). 

 Please note that LSTRINGs, which have been configured as input pins are not 
allowed to be modified, i.e. also not freed with LSTRING_free! 

 

 The responsibility for the memory for the automatically created variables of the type 
LSTRING lies solely on the person who has written the C code!  
All of the automatically created variables of the type LSTRING must be initialized at 
first, as otherwise the first access results in a memory error. 
Furthermore, all of the automatically created variables must be released again 
(LSTRING_free(xx)) before leaving the block (i.e. in each cycle), otherwise 
memory leaks occur! 
 
The initialization must take place as follows: 
LSTRING variable = {{0}}; 

 

2.8 Function description of the LSTRING data type 
B&R supplies you with these functions for a secure editing of LSTRINGs. 

These functions' API is described here. The functions are implemented in the APROL PccStd 
library, and can therefore be used everywhere in APROL by including the "AprolStringUtf8.h" 
header and linking the "libPccStd" library. 
New functions, which use this API, have been created for the LSTRING data type in the 
"IEC61131_3" library, in the "StringFunctions" group. 

 The functions can be used without any further bother, i.e. incorporating the 
"AprolStringUtf8.h" header in each function block or function. 

 
Error handling: 
The API functions that are offer have a pointer to a variable of the type "int" as the last 
parameter. Each API function must have the respective initialized pointer passed over to it, 
otherwise no processing takes place. A code example can be found within each function 
description from which it is evident how one uses this pointer. In contrast to the code examples, 
the error code must always be checked, not the value, when using the API functions. 
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Following error codes are assigned by the API: 

Error code: Meaning: 

UTF8_NOERRORFLAG error is a NULL pointer 

UTF8_NOERROR No error. 

UTF8_NULLSRC A NULL pointer for src was assigned. 

UTF8_NULLSTR A NULL pointer for ins / rep / toFind was assigned. 

UTF8_NULLDEST A NULL pointer for dest was assigned. 

UTF8_START The value for start was assigned with smaller than 1. 

UTF8_LEN The value for len was assigned with smaller than 0. 

UTF8_HIGHSTART The value for start is larger than the number of characters in 
src. 

UTF8_HIGHLEN The value for len is larger than the number of characters in src. 

UTF8_HIGHSTARTLEN The value of the sum start + len is larger than the number of 
characters in src. 

UTF8_MAXSTARTLEN The value of the sum start + len is larger than the maximum 
string length. 

UTF8_WIDTH The number a character Bytes could not be detected. 

UTF8_STARTFOLLOW The value from start does not lie immediately behind the last 
character position in src. 

UTF8_NULLLSTRING A NULL pointer was assigned for the src LSTRING. 

UTF8_NOBUFFER A NULL pointer was assigned for the internal buffer 
(internal error message) 

UTF8_EXCEEDBUFFER The string is larger than the internal buffer, 
(internal error message) 

 
The following functions are available: 
 

2.8.1 LSTRING_val 

Function 
declaration: 

char* LSTRING_val( LSTRING lstr ); 

Function 
description: 

Makes the string contained in LSTRING Istr available as a C string, 
meaning a pointer to the internal string is output. 
 
Example: 
The string of the input pin IN (of type LSTRING) should be accessed. 
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Function 
declaration: 

char* LSTRING_val( LSTRING lstr ); 

Code fragment: 
char *s = LSTRING_val( IN ); 

Parameters: Name: Type: Description: 

 lstr LSTRING OUT LSTRING, to which a value 
should be assigned. 

Return value: Value: Meaning: 

 Pointer to C 
string 

Internal character chain held in LSTRING 

 

2.8.2 LSTRING_setc 

Function 
declaration: 

int LSTRING_setc( LSTRING lstr, const char *cstr ); 

Function 
description: 

This function allocates the lstr LSTRING the value of the cstr 
character set. 
 
Example: 
A function block's OUT output pin of the type LSTRING should 
obtain the value "The apple does not fall far from the tree!". 
 
Code fragment: 
LSTRING_setc( OUT, "The apple does not fall far from the tree!" ); 

Parameters: Name: Type: Description: 

 lstr LSTRING OUT LSTRING, to which a value 
should be assigned. 

cstr const char* IN The C string that should be 
allocated to the LSTRING. 

Return value: Value: Meaning: 

 0 No error. 

1 The pointer to the value of the cstr C string is exactly 
the one that is already saved in the LSTRING. 
This error message can be ignored when working 
normally with this function. 
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2.8.3 LSTRING_set 

Function 
declaration: 

int LSTRING_set( LSTRING dest, LSTRING src ); 

Function 
description: 

This function allocates the src LSTRING the value of the lstr 
LSTRING. 
 
Example: 
A function block's OUT output pin of the type LSTRING should 
obtain the value of the IN input pin of the type LSTRING. 
 
Code fragment: 
LSTRING_set( OUT, IN ); 

Parameters: Name: Type: Description: 

 lstr LSTRING OUT LSTRING, to which a value 
should be assigned. 

cstr LSTRING IN LSTRING whose value should 
be assigned. 

Return value: Value: Meaning: 

 0 No error. 

1 The internal pointers to the value of both strings are 
identical! 
 

 

2.8.4 LSTRING_free 

Function 
declaration: 

int LSTRING_free( LSTRING lstr ); 

Function 
description: 

This function releases the memory contained in the lstr LSTRING for 
the character set. 
 
Code fragment: 
LSTRING_free( lstr ); 

Parameters: Name: Type: Description: 

 lstr LSTRING IN/OUT LSTRING who's internal 
memory should be released. 

Return value: Value: Meaning: 

 0 No error. 

-1 NULL pointer transferred 
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2.8.5 LSTRING_sprintf 

Function 
declaration: 

int LSTRING_sprintf( LSTRING lstr, const char *format, … ); 

Function 
description: 

This function writes, with the help of the format formatting string, the 
transferred value (numeric, C string, etc) into the lstr LSTRING stated 
in the first position. 
 
This function corresponds to the sprintf function contained in the C 
library. Internally, the vasprintf function is used. 
 
As LSTRINGs are dynamic, the known problems with sprintf (writing 
over the allocated memory) cannot occur. 
 
The error should be analog to that of a printf, 
i.e. it is normally dropped. 
 
Example: 
An error message should be written into a variable of the type 
LSTRING, which is generated from several parts. 
 
Code fragment: 
INT counter = 7; 
REAL value = 12.5 
 
rc = LSTRING_sprintf( OUT, “Error in run %d with value %f“, counter, 
value ); 

Parameters: Name: Type: Description: 

 lstr LSTRING OUT LSTRING who's value should 
be written. 

Return value: Value: Meaning: 

 >=0 No error, number of written bytes 

-1 NULL pointer transferred 

 

2.8.6 LSTRING_UTF8_LengthInCharacters 

Function 
declaration: 

int LSTRING_UTF8_LengthInCharacters(LSTRING src, int *error); 

Function 
description: 

This function delivers the number of characters in the 
transferred LSTRING. 
 
Example: 
In a function block, the  
src LSTRING 
declared as a „local variable“ should obtain the value "The apple 
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Function 
declaration: 

int LSTRING_UTF8_LengthInCharacters(LSTRING src, int *error); 

does not fall far from the tree!", and the number of characters in 
this string detected.  
The function delivers the value 37. 
 
Code fragment: 
int error = 0; 
 
LSTRING_setc( src, "The apple does not fall far from the tree!" ); 
 
int len = LSTRING_UTF8_LengthInCharacters(src, &error); 
 
if(error) 
{ 
    /* Error handling ... */ 
} 

Parameters: Name: Type: Description: 

 src LSTRING IN LSTRING whose 
number of 
characters 
should be 
determined. 

error int* OUT The function's 
error code is 
assigned to this 
parameter. 
ATTENTION: 
This concerns a 
pointer that must 
point to a 
variable of the 
type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was assigned for the 
src LSTRING. 

UTF8_WIDTH The number a character Bytes could 
not be detected. 
 

Return value: Value: Meaning: 

 UTF8_NOERRORFLAG error is a NULL pointer 

>= 0 The number of characters in the 
transferred character string. 
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2.8.7 LSTRING_UTF8_LengthInBytes 

Function 
declaration: 

int LSTRING_UTF8_LengthInBytes( LSTRING src, int *error ); 

Function 
description: 

This function delivers the number of bytes contained in the transferred 
LSTRING character string, without a final '\0'. 
 
Example: 
In a function block, the  
src LSTRING 
declared as a „local variable“ should obtain the value "The apple does 
not fall far from the tree!", and the number of characters in this string 
detected.  
The function delivers the value 38. 
 
Code fragment: 
int error = 0; 
 
LSTRING_setc( src, "The apple does not fall far from the tree!" ); 
 
int len = LSTRING_UTF8_LengthInBytes(src, &error); 
 
if(error) 
{ 
    /* Error handling ... */ 
} 

Parameters: Name: Type: Description: 

 src LSTRING IN LSTRING whose number 
of necessary bytes should 
be detected for saving the 
character string, without 
final '\0'. 

error int* OUT The function's error code 
is assigned to this 
parameter. 
 
Attention: 
This concerns a pointer 
that must point to a 
variable of the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was assigned for the src 
LSTRING. 

Return value: Value: Meaning: 

 UTF8_NOERRORFLAG error is a NULL pointer 
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Function 
declaration: 

int LSTRING_UTF8_LengthInBytes( LSTRING src, int *error ); 

>= 0 The number of Bytes in the transferred 
character string. 

 

2.8.8 LSTRING_UTF8_Copy 

Function 
declaration: 

char* LSTRING_UTF8_Copy( LSTRING dest, LSTRING src, int *error ); 

Function 
description: 

This function copies the character string contained in the src LSTRING 
into the dest LSTRING and delivers a pointer to the content of the dest 
LSTRING.  
 
Example: 
In a function block, an input pin declared as an LSTRING  
'LSTRING src' 
should be copied to an output pin declared as an LSTRING  
'LSTRING dest'. 
 
Code fragment: 
int error = 0; 
 
LSTRING_UTF8_Copy( dest, src, &error ); 
 
if(error) 
{ 
    /* Error handling ... */ 
} 

Parameters: Name: Type: Description: 

 dest LSTRING OUT Target for the copy of the 
transferred LSTRING. 

src LSTRING IN LSTRING that should be 
copied. 

error int* OUT The function's error code is 
assigned to this parameter. 
ATTENTION: 
This concerns a pointer that 
must point to a variable of 
the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was transferred for the src or dest 
LSTRING. 

UTF8_NULLDEST dest is a NULL pointer. 
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Function 
declaration: 

char* LSTRING_UTF8_Copy( LSTRING dest, LSTRING src, int *error ); 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer to dest The character string was copied 

 
  

2.8.9 LSTRING_UTF8_NCopy 

Function 
declaration: 

char* LSTRING_UTF8_NCopy( LSTRING dest, size_t n, LSTRING src, 
int *error ); 

Function 
description: 

This function copies the character string contained in the src LSTRING 
into the dest LSTRING and delivers a pointer to the content of the dest 
LSTRING.  
A maximum of 'n' bytes are copied, including final '\0' 
 
Example: 
In a function block, an input pin declared as an LSTRING  
'LSTRING src' 
should be copied to an output pin declared as an LSTRING  
'LSTRING dest'. 
 
Code fragment: 
int error = 0; 
 
LSTRING_UTF8_NCopy( dest, 17, src, &error ); 
 
if(error) 
{ 
    /* Error handling ... */ 
} 

Parameters: Name: Type: Description: 

 dest LSTRING OUT Target for the copy of the 
transferred LSTRING. 

n size_t IN Maximum number of bytes 
that are copied 

src LSTRING IN LSTRING that should be 
copied. 
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Function 
declaration: 

char* LSTRING_UTF8_NCopy( LSTRING dest, size_t n, LSTRING src, 
int *error ); 

error int* OUT The function's error code is 
assigned to this parameter. 
ATTENTION: 
This concerns a pointer that 
must point to a variable of 
the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was transferred for the src or dest 
LSTRING. 

UTF8_NULLDEST dest is a NULL pointer. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer to dest The character string was copied 

 

2.8.10 LSTRING_UTF8_Delete 

Function 
declaration: 

char* LSTRING_UTF8_Delete( LSTRING src, int start, int len, int 
*error); 

Function 
description: 

This function deletes a part string from the transferred LSTRING. 
From the character string transferred from src LSTRING, len characters 
are deleted from the position start, and a pointer to the resulting character 
string is returned.  
The returned pointer points to a static byte array in which the resulting 
character string is stored. The size of the static Byte array is 32768 bytes, 
including final '\0'. 
 
Example: 
In a function block, the  
src LSTRING 
declared as a „local variable“ should obtain the value "The apple 
does not fall far from the tree!".  
The word "not" should be deleted from this character string, including the 
spaces that follow. For this purpose the function transmits the start 
position 17, and 6 for the number of characters that should be deleted. 
The obtained character string should be saved in the dest output pin of 
the type LSTRING. 



Description about the UTF8StringAPI 
2-31 

Function 
declaration: 

char* LSTRING_UTF8_Delete( LSTRING src, int start, int len, int 
*error); 

 
Code fragment: 
int error  = 0; 
 
LSTRING_setc( src, "The apple does not fall far from the tree!" ); 
 
char *temp = LSTRING_UTF8_Delete( src, 17, 6, &error); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
 LSTRING_setc( dest, temp ); 
} 

 
Output: 
The result is the character string: "The apple does not fall far from the 
tree!" 
It is also possible to delete all of the characters as of the character start 
without having knowledge about the number of characters in src. For this, 
the value of len must be at least larger in length than the rest of the 
character string in src. 

Parameters: Name: Type: Description: 

src LSTRING IN Contains the character 
string to be edited. 

start Int IN States the start position in 
the character string, 
starting with 1 as of the 

  len Int IN States how many 
characters should be 
deleted starting from the 
start position. 

error int* OUT The function's error code 
is assigned to this 
parameter. 
 
ATTENTION: 
This concerns a pointer 
that must point to a 
variable of the type "int"! 

Error codes: Value: Meaning: 

UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was transferred for the src 
LSTRING. 

UTF8_START The transferred value for start is smaller than 1. 
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Function 
declaration: 

char* LSTRING_UTF8_Delete( LSTRING src, int start, int len, int 
*error); 

UTF8_LEN The transferred value for len is smaller than 0. 

UTF8_HIGHSTART The transferred value for start is larger than the 
number of characters in src. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

ZERO An error occurred during processing, or  
error is a NULL pointer. 
 

    Pointer on the copy of 
the transferred 
character string in src. 

An error occurred during processing. 
The error code has been set respectively. 

Pointer to the resulting 
character string 

The function was called with valid values, and 
no errors occurred during the processing. 

 

2.8.11 LSTRING_UTF8_Find 

Function 
declaration: 

int LSTRING_UTF8_Find( LSTRING src, LSTRING toFind, int *error ); 

Function 
description: 

A transferred part string is searched for in the character string of the 
transferred LSTRING. 
The function delivers the position of the first match with toFind in the 
character string src, beginning with the value 1 for the first character. 
If no match is found, the function returns the value 0.  
 
Example: 
In a function block, the  
src LSTRING 
declared as a 'local variable' should obtain the value 'The apple does 
not fall far from the tree!'.  
The word "far" should be searched for in the character string. For this, the 
character string that is to be searched and the character string to search for 
are transferred to the function.  
 
Code fragment: 
int error  = 0; 
 
LSTRING_setc( src, "The apple does not fall far from the tree!" ); 
 
int pos = UTF8_Find( src, "far", &error ); 
if(error) 
{ 
 /* Error handling ... */ 
} 
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Function 
declaration: 

int LSTRING_UTF8_Find( LSTRING src, LSTRING toFind, int *error ); 

 
Output: 
The result is the value: "23" 
 

Parameters: Name: Type: Description: 

 src LSTRING IN Character string being 
searched. 

toFind LSTRING IN Character string being 
searched for. 

error int* OUT The function's error code is 
assigned to this parameter. 
 
ATTENTION: 
This concerns a pointer that 
must point to a variable of 
the type "int"! 
 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was transferred for the src or 
toFind LSTRING. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 UTF8 NOERRORFLAG error is a NULL pointer  
0 No match. 
>= 1 Position of the first match, beginning with the 

value 1 for the first character. 

 

2.8.12 LSTRING_UTF8_Insert 

Function 
declaration: 

char* LSTRING_UTF8_Insert(  LSTRING src, LSTRING ins, int start, 
int *error ); 

Function 
description: 

This function serves to insert strings into the character string of an existing 
LSTRING. 
It inserts in the src character string, from the position start, the character 
string contained in ins.  
The function delivers a pointer to the resulting character string.  
The returned pointer points to a static byte array in which the resulting 
character string is stored. The size of the static Byte array is 32768 bytes, 
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Function 
declaration: 

char* LSTRING_UTF8_Insert(  LSTRING src, LSTRING ins, int start, 
int *error ); 

including final '\0'. 
 
Example: 
In a function block, the  
src LSTRING 
declared as a 'local variable' should obtain the value "The apple falls 
far from the tree!".  
The word "not" should be inserted in this character string, so that "The 
apple does not fall far from the tree!" is delivered as the resulting character 
string.  
For this the function is called with the original character string, the 
character string to be inserted, and the start position 17. 
The result should be written to the OUT output pin that has been declared 
as LSTRING. 
 
Code fragment: 
int error  = 0; 
 
LSTRING_setc( src, "The apple does not fall far from the tree!" ); 
 
char *temp = LSTRING_UTF8_Insert( src, "not ", 17, &error ); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
    LSTRING_setc( OUT, temp ); 
} 

 
Output: 
The result conforms to the character string: "The apple does not fall 
far from the tree!" 
 
 

Parameters: Name: Type: Description: 

 src LSTRING IN Character string into 
which should be 

 ins LSTRING IN Character string that 
should be inserted. 

start Int IN States the start position 
in the character string, 
starting with 1 as of the 
first character. 



Description about the UTF8StringAPI 
2-35 

Function 
declaration: 

char* LSTRING_UTF8_Insert(  LSTRING src, LSTRING ins, int start, 
int *error ); 

error int* OUT The function's error 
code is assigned to this 
parameter. 
ATTENTION: 
This concerns a pointer 
that must point to a 
variable of the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was transferred for the src or 
ins LSTRING. 

UTF8_START start is smaller than 1. 

UTF8_STARTFOLLOW start does not lie immediately before the end 
of the string from src  

UTF8_MAXSTARTLEN The resulting character string exceeds the 
maximum string length  

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer on the copy of the 
transferred character 
string in src. 

An error occurred during processing. The 
error code has been set respectively. 

Pointer to the resulting 
character string 

The function was called with valid values, and 
no errors occurred during the processing. 

 

2.8.13 LSTRING_UTF8_Left 

Function 
declaration: 

char* LSTRING_UTF8_Left( LSTRING src, int len, int *error ); 

Function 
description: 

This function extracts a left part string from the character string of the 
transferred LSTRING. 
len characters from the first position in the character string src are extracted.  
A pointer is delivered to the resulting character string.  
The returned pointer points to a static byte array in which the resulting 
character string is stored. The size of the static Byte array is 32768 bytes, 
including final '\0'. 
 
Example: 
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Function 
declaration: 

char* LSTRING_UTF8_Left( LSTRING src, int len, int *error ); 

In a function block, an  
src LSTRING 
that is declared as a 'local variable' should obtain the value 'The apple 
does not fall far from the tree!'.  
The first 9 characters should be extracted from this character string.  
The result should be written to the OUT output pin that has been declared as 
LSTRING. 
 
Code fragment: 
int error  = 0; 
 
LSTRING_setc( src, "The apple does not fall far from the tree!" ); 
 
char *temp = LSTRING_UTF8_Left( src, 9, &error ); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
    LSTRING_setc( OUT, temp ); 
} 

 
Output: 
The result conforms to the character string: "The apple" 
 
Note: 
If len exceeds the maximum length of 32768 characters, the character string 
is cut corresponding to the last legal UTF8 character.  
 
 

Parameters: Name: Type: Description: 

 src LSTRING IN Character string from which 
is to be extracted. 

len int IN Number of characters that 
should be extracted. 

error int* OUT The function's error code is 
assigned to this parameter. 
ATTENTION: 
This concerns a pointer 
that must point to a variable 
of the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was transferred for the src or ins 
LSTRING. 
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Function 
declaration: 

char* LSTRING_UTF8_Left( LSTRING src, int len, int *error ); 

UTF8_LEN len is smaller 0. 

UTF8_HIGHSTART len is larger than the number of characters in 
src. 

UTF8_MAXSTARTLEN len exceeds the maximum string length. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer to copy of the 
transferred character 
string 

An error occurred during processing. 
The error code has been set respectively. 

Pointer to the resulting 
character string 

The function was called with valid values, and no 
errors occurred during the processing. 

 

2.8.14 LSTRING_UTF8_Mid 

Function 
declaration: 

char* LSTRING_UTF8_Mid( LSTRING src, int start, int len, int *error ); 

Function 
description: 

This function extracts a mid part string from the character string of the 
transferred LSTRING. 
len characters from the position start from the character string src are 
extracted. A pointer is delivered to the resulting character string.  
The returned pointer points to a static byte array in which the resulting 
character string is stored. The size of the static Byte array is 32768 bytes, 
including final '\0'. 
 
Example: 
In a function block, the  
src LSTRING 
declared as a „local variable“ should obtain the value "The apple does 
not fall far from the tree!".  
The character string "does not fall far" should be extracted from this 
character string. For this, the function is called with the original 
character string, the start position 11, and the length of 16 characters. 
The result should be written to the OUT output pin that has been declared as 
LSTRING. 
 
Code fragment: 
int error  = 0; 
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Function 
declaration: 

char* LSTRING_UTF8_Mid( LSTRING src, int start, int len, int *error ); 

LSTRING_setc( src, "The apple does not fall far from the tree!" ); 
 
char *temp = LSTRING_UTF8_Mid( src, 11, 16, &error ); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
    LSTRING_setc( OUT, temp ); 
} 

 
Output: 
The result conforms to the character string:  does not fall far 
 
Note: 
If len exceeds the maximum length of 32768 characters, the character string 
is cut corresponding to the last legal UTF8 character. 
 

Parameters: Name: Type: Description: 

 src LSTRING IN Character string from 
which is to be extracted. 

start int IN States the start position in 
the character string, 
starting with 1 as of the 

  len int IN Number of characters that 
should be extracted. 

error int* OUT The function's error code 
is assigned to this 
parameter. 
 
ATTENTION: 
This concerns a pointer 
that must point to a 
variable of the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was transferred for the src or 
ins LSTRING. 

UTF8_START start is smaller than 1. 

UTF8_LEN len is smaller 0. 

UTF8_HIGHSTARTLEN start + len is larger than the length of src. 

UTF8_MAXSTARTLEN start + len exceed the maximum string length. 
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Function 
declaration: 

char* LSTRING_UTF8_Mid( LSTRING src, int start, int len, int *error ); 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer on the copy of the 
transferred character 
string in src. 

An error occurred during processing. The error 
code has been set respectively. 

Pointer to the resulting 
character string 

The function was called with valid values, and 
no errors occurred during the processing. 

 

2.8.15 LSTRING_UTF8_Replace 

Function 
declaration: 

char* LSTRING_UTF8_Replace( LSTRING src, LSTRING rep, int start, 
int len, int *error ); 

Function 
description: 

The function serves to exchange part strings in an existing character 
string. 
Exchanges in the src LSTRING, from position start, len characters with 
the string contained in rep. The function delivers a pointer to the resulting 
character string.  
The returned pointer points to a static Byte array in which the resulting 
character string is stored. The size of the static Byte array is 32768 bytes, 
including the final '\0'. 
 
Example: 
In a function block, the  
src LSTRING 
declared as a „local variable“ should obtain the value "The apple 
does not fall near the tree!".  
The word "near" in this character string should be replaced by the word 
"far", so that "The apple does not fall far from the tree!" is delivered as the 
resulting character string.  
For this, the function is called with the original character string, the 
character string to be inserted, the start position 23, and the number of 
characters, len 3, to be replaced. 
The result should be written to the OUT output pin that has been declared 
as LSTRING. 
 
Code fragment: 
int error  = 0; 
LSTRING_setc( src, "The apple does not fall near the tree!" ); 
 
char *temp = LSTRING_UTF8_Replace( src, “far”, 23, 3, &error ); 
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Function 
declaration: 

char* LSTRING_UTF8_Replace( LSTRING src, LSTRING rep, int start, 
int len, int *error ); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
    LSTRING_setc( OUT, temp ); 
} 

 
Output: 
The result conforms to the character string: The apple does not fall far 
from the tree! 
When exceeding the maximum length 32768, the resulting character 
string is cut corresponding to the last legal UTF8 character. 

Parameters: Name: Type: Description: 

 src LSTRING IN Character string into 
which should be 
inserted. 

rep LSTRING IN Character string that 
should be inserted. 

start int IN States the start position 
in the character string, 
starting with 1 as of the 
first character. 

len int IN Number of characters 
that should be replaced. 

error int* OUT The function's error 
code is assigned to this 
parameter. 
ATTENTION: 
This concerns a pointer 
that must point to a 
variable of the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was transferred for the src or 
rep LSTRING. 

UTF8_START start is smaller than 1. 

UTF8_MAXSTARTLEN start exceeds maximum string length. 

UTF8_STARTFOLLOW start does not lie immediately before the end 
of the string from src. 

UTF8_MAXSTARTLEN Resulting character string exceeds max. 
string length. 
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Function 
declaration: 

char* LSTRING_UTF8_Replace( LSTRING src, LSTRING rep, int start, 
int len, int *error ); 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer to copy of the 
transferred character 
string 

An error occurred during processing. 
The error code has been set respectively. 

Pointer to the resulting 
character string 

The function was called with valid values, and 
no errors occurred during the processing. 

 

2.8.16 LSTRING_UTF8_Right 

Function 
declaration: 

char* LSTRING_UTF8_Right( LSTRING src, int len, int *error ); 

Function 
description: 

This function extracts a right part string from the transferred character 
string. 
The last len characters are extracted from the character string src. A 
pointer is delivered to the resulting character string. 
The returned pointer points to a static byte array in which the resulting 
character string is stored. The size of the static Byte array is 32768 bytes, 
including final '\0'. 
 
Example: 
In a function block, the  
src LSTRING 
declared as a 'local variable' should obtain the value 'The apple does 
not fall far from the tree!'.  
The last 10 characters should be extracted from this character string.  
The result should be written to the OUT output pin that has been declared 
as LSTRING. 
 
Code fragment: 
int error  = 0; 
 
LSTRING_setc( src, "The apple does not fall far from the tree!" ); 
 
char *temp = LSTRING_UTF8_Right( src, 10, &error ); 
if(error) 
{ 
 /* Error handling ... */ 
} 
else 
{ 
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Function 
declaration: 

char* LSTRING_UTF8_Right( LSTRING src, int len, int *error ); 

    LSTRING_setc( OUT, temp ); 
} 

 
Output: 
The result conforms to the character string: from the tree! 
 
Note: 
If len exceeds the maximum length of 32768 characters, the character 
string is cut corresponding to the last legal UTF8 character.  

Parameters: Name: Type: Description: 

 src LSTRING IN Character string 
from which is to be 
extracted. 

len int IN Number of 
characters that 
should be 
extracted. 

error int* OUT The function's error 
code is assigned to 
this parameter. 
 
ATTENTION: 
This concerns a 
pointer that must 
point to a variable 
of the type "int"! 

Error codes: Value: Meaning: 

 UTF8_NOERROR No error. 

UTF8_NULLLSTRING A NULL pointer was transferred for the src 
LSTRING. 

UTF8_HIGHSTART len is larger than the length of src. 

UTF8_MAXSTARTLEN len exceeds the maximum string length. 

UTF8_WIDTH Number of a character's Bytes could not be 
detected. 

Return value: Value: Meaning: 

 ZERO An error occurred during processing, or  
error is a NULL pointer. 
-> see error codes 

Pointer on the copy of the 
transferred character string 
in src. 

An error occurred during processing. 
The error code has been set respectively. 
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Function 
declaration: 

char* LSTRING_UTF8_Right( LSTRING src, int len, int *error ); 

Pointer to the resulting 
character string 

The function was called with valid values, 
and no errors occurred during the 
processing. 

 

2.9 Examples for the Charge and Splitter blocks 
. 

2.9.1 Example Charge block 

 
Illustration 22: Function block Charge (pin layout) 

 

 
Illustration 23: Function block Charge (I/O) 
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Illustration 24: Function block Charge (local variables) 

 
Function block Charge program code 
/* This function block writes a status message in the */ 
/* "Message" output pin at the beginning of a new charge  */ 
/* and in each cycle the charge, the group, the counter,  */ 
/* and the measurement value formatted to the "Values" output pin */ 
/*        */ 
/* Special treatment:      */ 
/* If the charge is a cleaning charge, visible that the */ 
/* word "cleaner" is in the charge ID, then "value" is not */ 
/* written, and "cleaning" is set.  */ 
/*        */ 
/* If the is not delivered or the group's number is not positive, an error is signaled in 
"valid"  */ 
BOOL charge_legal = 0; 
BOOL gruppe_legal = 0; 
BOOL einheit_legal = 0; 
BOOL reinigung = 0; 
BOOL chargenwechsel = 0; 
BOOL erstecharge = 0; 
BOOL interner_fehler = 0; 
LSTRING clean = {{0}}; 
LSTRING_setc( clean, "cleaner" ); 
/* 
if ( !init ) 
{ 
 LSTRING_setc( alteCharge, "" ); 
 init = 1; 
} 
*/ 
/* The charge must be consigned */ 
charge_legal = Charge 
                 && LSTRING_val( Charge ) 
                 && (strcmp( LSTRING_val( Charge ), "" ) != 0 ); 
/* The group number must be larger than 0 */ 
gruppe_legal = Gruppe > 0; 
/* Unit is also allowed to be empty */ 
einheit_legal = Einheit && LSTRING_val( Einheit ); 
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if ( charge_legal ) 
{ 
 int error = 0; 
 int pos = LSTRING_UTF8_Find( Charge, clean, &error ); 
 if ( error != UTF8_NOERROR ) 
 { 
  interner_fehler = 1; 
 } 
 else 
 { 
  Reinigung = (pos > 0); 
  if ( strcmp( LSTRING_val( Charge ), LSTRING_val( alteCharge ) ) != 0 ) 
  { 
   chargenwechsel = 1; 
   if ( strcmp( "", LSTRING_val( alteCharge ) ) != 0 ) 
   { 
    erstecharge = 1; 
   } 
  } 
 } 
} 
if ( charge_legal && !interner_fehler ) 
{ 
 if ( gruppe_legal ) 
  Gueltig = 1; 
 LSTRING beendet = {{0}}; 
 LSTRING laeuft = {{0}}; 
 if ( chargenwechsel && !erstecharge ) 
 { 
  LSTRING_sprintf( beendet, "Charge '%s' finished,", LSTRING_val( alteCharge ) ); 
  LSTRING_sprintf( laeuft, "%s '%s' gestartet",  
     (reinigung) ? "Cleaning charge" : "Batch", 
     LSTRING_val( Charge ) ); 
  LSTRING_set( alteCharge, Charge ); 
 } 
 else 
 { 
  LSTRING_setc( beendet, "" ); 
  LSTRING_sprintf( laeuft, "%s '%s' läuft",  
     (reinigung) ? "Cleaning charge" : "Batch", 
     LSTRING_val( Charge ) ); 
 } 
 if (Gueltig) 
 { 
  LSTRING_sprintf( Meldung, "%s%s",  
     LSTRING_val( beendet ), 
     LSTRING_val( laeuft ) ); 
  LSTRING_sprintf( Werte, "%s;%d;%d;%f%s%s", 
    LSTRING_val( Charge ), 
    (gruppe_legal) ? Group: -1, 
    Zaehler, 
    Messwert, 
    (einheit_legal) ? ";" : "", 
    (einheit_legal) ? LSTRING_val( Einheit ) : "" ); 
 } 
 else 
 { 
  LSTRING_setc( Meldung, "Fehler" ); 
  LSTRING_setc( Werte, "" ); 
  Gueltig = 0; 
  Reinigung = 0; 
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 } 
 LSTRING_free( beendet ); 
 LSTRING_free( laeuft ); 
} 
else 
{ 
 Gueltig = 0; 
 Reinigung = 0; 
 LSTRING_setc( Meldung, "Fehlerhafte Charge" ); 
 LSTRING_setc( Werte, "" ); 
} 
 
LSTRING_free( clean ); 
 

2.9.2 Example splitter block 

 
Illustration 25: Function block Splitter (pin layout) 

 
Illustration 26: Function block Splitter (I/O) 
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Illustration 27: Function block Splitter (local variables) 

 
Function block Splitter program code 
/* This function block reads words via the "words" input */ 
/* pin, and adds them to the locally held "memory".    */ 
/* Cycle by cycle, word by word is output from this */ 
/* "memory" into the "word" output variable.      */ 
int error = 0; 
LSTRING leer = {{0}}; 
LSTRING_setc( leer, " " ); 
if ( Lies && !Gelesen ) 
{ /* New words */ 
 Gelesen = 1; 
 LSTRING temp = {{0}}; 
 LSTRING_set( temp, Speicher ); 
 if (!strcmp( LSTRING_val( temp ), "" ) ) 
  LSTRING_set( Speicher, Woerter ); 
 else 
  LSTRING_sprintf( Speicher, "%s %s", LSTRING_val( temp ), 
        LSTRING_val( Woerter ) ); 
 LSTRING_set( alteWoerter, Woerter ); 
 LSTRING_free( temp ); 
} 
else 
{ 
 if (!Lies) 
  Gelesen = 0; 
} 
int pos = LSTRING_UTF8_Find( Speicher, leer, &error ); 
if ( pos > 0 ) 
{ 
 char *w = LSTRING_UTF8_Left( Speicher, pos-1, &error ); 
 LSTRING_setc( Wort, w ); 
 int len = LSTRING_UTF8_LengthInCharacters( Speicher, &error ); 
 char *p = LSTRING_UTF8_Mid( Speicher, pos+1, len-2, &error ); 
 LSTRING_setc( Speicher, p ); 
} 
else 
{ 
 LSTRING_set( Wort, Speicher ); 
 LSTRING_setc( alteWoerter, "" ); 
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 LSTRING_setc( Speicher, "" ); 
} 
LSTRING_free( leer ); 
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3  Configuration of the AlarmMonitor via XML 

 
Illustration 28: Connection of one AlarmMonitor to several CC-Accounts 

A maximum of one AlarmServer instance is allowed to run within a CC-Account (Linux login). A 
DisplayCenter that is on an operator station connects itself with one or more CC-Accounts, i.e. 
with the AlarmServer and Iosys system services contained therein. 
 

3.1 Configuration of the AlarmMonitor via XML 
 

APROL provides an interactive system to you with the AlarmMonitor, which allows the 
operator to summarize all alarm-state parameters, and react accordingly. You can quickly and 
simply configure both the look & feel, and the functionality of the AlarmMonitor via XML, and 
thus adapt it to company's operating principles. 
The following chapters provide you with a guide for this sort of configuration in the 
AlarmMonitor. 

 

Detailed information about the functionality, and the operation of the AlarmMonitor can 
be found in the manual "C1 Interactive process Control", chapter Alarm system. 
Information about the usage of alarm blocks can be found in manual "B2 Project 
Engineering", chapter Alarm blocks in the CFC. 
Details about the DisplayCenter's launching options can be found in the manual 'X99 
CC Modules'. 

 
APROL offers the configuration of a central overview of the alarms from different areas of 
automation. 
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An operator has the possibility to monitor and process alarm events from one or more CC-
Accounts in one AlarmMonitor. Several AlarmMonitors can be started in one DisplayCenter. 

 
The system software of all connected CC-Accounts must be at least that of APROL 
R 3.6. It may come to a faulty display when operating with APROL versions < R 3.6. 

 

3.2 General information about the configuration of the AlarmMonitor 
 
The following illustration shows you the basic structure of the AlarmMonitor: 

 

Illustration 29: Description of the AlarmMonitor 

 
The alarms are configured with alarm blocks. In contrast, the alarm events are shown in 
the AlarmMonitor. 

 

You can adjust both the alarm line and the alarm list as follows: 

 Font formatting and color scheme of the alarm line/list, 

 Display of significant information regarding the alarm events, 

 Placing and configuration of the buttons in the alarm line/list, 

 Geometry management of the alarm line and the alarm list, 

 Definition and configuration of several AlarmMonitors 

 Connection of several CC-Accounts to one or more AlarmMonitors 

Here for example, you can stipulate the number and the order of the visible alarm events, and 
set which buttons are shown at which place.  
The information about a displayed alarm event can be sorted in one or more rows, where the 
individual rows can be made up of different fields. These fields can contain text or alarm 
information, and be arranged in any order. Furthermore, it is possible allocate different fonts, 
fore-, and background colors to the fields and information. 

 

Illustration 30: Example of an individually tailored alarm line 
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Illustration 31: Example of an alarm list configured via XML 

The configuration of the AlarmMonitor is specified by two XML files. The layout file serves to 
define the layout. The definition of the communication takes place with the monitor file. 
Different default XML configuration files are supplied by B&R. To adapt the AlarmMonitor's 
configuration to the company standards please copy the supplied XML file, which you can then 
modify and use. 

The files can be found in /opt/aprol/cnf/DisplayCenter/alarm_layout and 
/opt/aprol/cnf/DisplayCenter/monitor_layout. 
The rules for creating valid XML configuration files for the AlarmMonitor are stored in a 
DTD file (DTD - Document Type Definition). Further explanations about this can be found in 
chapter The layout and monitor DTD files. 

Which configuration file is to be used can be chosen in the CC modules for each DisplayCenter 
instance. It is necessary to explicitly assign a layout configuration file to an instance of the 
DisplayCenter for this purpose. A benefit of this procedure is that another configuration can be 
used very quickly by assigning another file. 

 

 

You can start the DisplayCenter from the command line in the runtime system 
immediately with the desired configuration file. For this temporary use of the XML file 
please use the command: 
AprolStartDisplayCenter -start 01 --replace_args -
alarmLayout|alarmMonitor <XML file name> 

The permanent allocation of an XML file takes place in the CC modules dialog with the  
-alarmLayout|alarmMonitor  option for the DisplayCenter. 

 

 

Basic knowledge about XML and DTD, structure and syntax, should be present in order 
to adapt or create an XML configuration file. 
Further information can be found in the following chapter, and in the manual 'X6 
SelfHTML' on the start page of the APROL documentation. 

 

3.2.1 Special features when operating with several CC-Accounts 
An XML file, which contains the number of AlarmMonitors to be shown and the connection 
information to the CC-Accounts, must be allocated to the DisplayCenter in the '-alarmMonitor' 
option in order to be able to use the multi-AlarmServer function in the AlarmMonitor. 
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A maximum of 63 CC-Accounts, and therefore AlarmServers, can be connected. 
A larger number of connected CC-Accounts results in longer response times, and a 
greater system and network load. 

 

 
Details about the DisplayCenter's launching options can be found in the manual 'X99 
CC Modules'. 

 
If the option is not 'used' then there is only a connection to the default CC-Account. 
The default settings, when using the option, are one AlarmMonitor and the default CC-Account 
(via the am_1local_monitor.xml file). 

It is possible to access several projects on an APROL server from one operator station.  

Furthermore, it is possible to access several APROL servers from one operator station. 

 
This has the following results for the interpretation of the operator rights, as well as the 
interpretation of the alarm filter. 

 

 The same operator names on different CC-Accounts are identical from the point of view 
of the alarm system. 

 Access rights to alarm groups (View / acknowledge / lock) are only detected from the 
local runtime database and are valid for the access to all of the contacted runtime 
systems. 
If an alarm group that is not in the local database should be accessed, the access right 
is basically granted (Tri-state principle). 

 If the same alarm group name is on several runtime systems then it is interpreted as 
one group. 
An alarm group filter is always set for all runtime systems that are connected with the 
AlarmMonitor. 
The same behavior applies to all other filter parameters (e.g. PV, priority). 

 

Furthermore, the following notes should be observed for the alarm system when 
connecting several CC-Accounts: 

 Historical display (AlarmViewer) 
The alarms of all concerned CC-Accounts must be forwarded to the CAE project's 
logging server. This is the only way it is possible to show the history of the alarm 
events from different CC-Accounts in a combined list. 

 Online trends of the alarm parameters 
The online trend for alarm event status parameters can also be opened for alarms from 
'foreign' APROL systems. The Iosys on the remote system is contacted for this. It is 
not possible to access the historical records in order to show the previous course of 
events. 

 Intervention texts: 
It is not possible to open the intervention text for alarm events from 'foreign' 
APROL systems. 
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 Graphic for the alarm: 
It is not possible to open the 'Process graphic for the alarm' for alarm events from 
'foreign' APROL systems. 

 
The following covers detailed information about the XML, and DTD files used for the 
AlarmMonitor configuration, as well as their dependencies. An overview is given about the way 
in which changes can be made to the configurations. 

 

3.3 The XML configuration file for the AlarmMonitor 
 
A well-formed and valid XML configuration file contains the basic information for the display and 
behavior of the alarm line and the alarm list in the DisplayCenter. Different XML configuration 
files are supplied by B&R, which are made up of different standard configurations in different 
languages. 
The layout configuration files, which control the appearance, are in the 
/opt/aprol/cnf/DisplayCenter/alarm_layout  
directory after the APROL installation and can be chosen directly or used and adjusted as a 
template: 

Configuration Description 

al_1alarm_1line_<Language code>.xml Alarm line: 
1 alarm event, single-line 
Alarm list: single-line, floating 

al_1alarm_2lines_<Language code>.xml Alarm line: 
1 alarm event, double -line 
Alarm list: two line, cannot be freely 
positioned 

al_3alarms_1line_<Language code>.xml Alarm line: 
3 alarm events, single-line 
Alarm list: single-line, floating 

al_old_style_1line_<Language code>.xml Alarm line: 
1 alarm event, single-line  
Alarm list: single-line, cannot be freely 
positioned 

al_old_style_2lines_<Language code>.xml Alarm line: 
1 alarm event, single-line  
Alarm list: two line, cannot be freely 
positioned 

The following language codes are available: 
001, 007, 031, 033, 034, 049, 086 
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The monitor configuration files, which control connections, are in the 
/opt/aprol/cnf/DisplayCenter/alarm_monitor  
directory after the APROL installation and can be chosen directly or copied and adjusted: 

 

Configuration Description 

am_1local_monitor.xml One AlarmMonitor connected to the default CC-Account 

am_2_monitor.xml Two AlarmMonitors, each connected to the default CC-Account 

 

3.3.1 Iosys and CC-Account settings 
The connections to the desired CC-Accounts (one or more) are configured with the 
'monitor.xml' monitor configuration file. 

The desired CC-Account must be specified in the 'system' element in the monitor configuration 
file for this purpose. 

This can be done with the 'iosys', 'al_server_selfid' and 'name' attributes, as well as the 
'inst_ref' attribute. 

The parameters are used to connect directly to the CC-Account by explicitly stating the 
connection parameters (Iosys, AlarmServer self ID) and the name of the instance and the 
description. 

If the 'inst_ref' () attribute is given then it is interpreted first of all and provokes a query for the 
rest of the information from the local runtime database. 
 
A separate entry is necessary for each AlarmMonitor that should be displayed. 

Attribute Description 

alarmview_id The value of the 'id' attribute of the 'alarmview' element in the 
layout configuration file. The desired layout is allocated to the 
monitor from the layout file with this. 

name<Language code> Freely chosen name of the AlarmMonitor, which is shown in the 
DisplayCenter. This serves to differentiate several CC-Accounts. 

 

The 'system' element is a sub-element of the 'alarmmonitor' element. 

Attribute Description 

inst_ref Instance name of an APROL system with a configured 
AlarmServer from the local runtime database. 
The 'DEFAULT_CC' key word can be used. This serves as a 
place holder for the CAE project's default control computer. 

iosys Only if 'inst_ref' is not used: 
List of the host names and Iosys ports, separated by commas. 
e.g. iosys="host1:1, host2:1" 
(with usage on redundancy systems) 
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Attribute Description 

al_server_selfid Only if 'inst_ref' is not used: 
The self ID of the AlarmServer (entry in the CC modules of the 
APROL system) 

name Only if 'inst_ref' is not used: 

Name of the APROL system project part 

inst Only if 'inst_ref' is not used: 

Instance name of the APROL system 

desc<Language code> Only if 'inst_ref' is not used: 
Description of the respective country's language 

The following language codes are available: 
001, 007, 031, 033, 034, 049, 086 

 
Example 1 
<alarmmonitor_cnf> 
  <alarmmonitor alarmview_id="1" name001="power supply Plant 1-6" name049="Stromversorgung Anlage 1-6">  
    <system inst_ref="CC01"/> 
  </alarmmonitor> 
</alarmmonitor_cnf> 
 
Example 2 
<alarmmonitor_cnf> 
    <system iosys="host1:1,host2:1" al_server_selfid="dem1"  
     name="name of aprol system"  
     inst="Inst of aprol system"  
     desc001="Desc" desc049="Beschreibung"  
     /> 
 
    <system iosys="host3:1,host4:1" al_server_selfid="dem3"  
     name="name of aprol system"  
     inst="Inst of aprol system"  
     desc001="Desc" desc049="Beschreibung"  
    /> 
</alarmmonitor_cnf> 

 

 

The above mentioned 'alarm_layout' and 'alarm_monitor' directories are completely 
overwritten after an update of the APROL system software, as the configurations that 
are supplied are always adapted, i.e. extended, to the extensions of the alarm system. 
If you use your own XML files instead of the B&R supplied standard configurations, you 
must adapt these accordingly so that the new functionalities are also available in the 
visualization. 

 

The /home/<CC-Account>/ENGIN/cnf/DisplayCenter/alarm_layout, and /home/<CC-
Account>/RUNTIME/cnf/DisplayCenter/alarm_layout directories are available in the engineering and 
runtime environment. 
Global XML layout configuration files can be stored in these directories. 
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The configuration files are copied from the 'alarm_layout' and 'alarm_monitor' directories 
in the engineering system into the respective runtime system directories.  
Any existing content in these directories is overwritten. This means that files, which 
should be preserved after a download, should be stored in the engineering system. 

Changes to the configuration of the AlarmMonitor can be carried out as follows: 

 by copying and modifying the currently allocated XML file in the engineering system 

 by assigning the standard configuration 

 or by assigning another XML file 

 

3.3.2 Modification of an XML configuration file 
 
In most cases it is not necessary to create the file from scratch. The modification of an existing 
file is more practical. Modifications in an XML file must be compatible with the rules in the 
layout.dtd, or monitor.dtd files (see chapter The layout and monitor DTD files). 

 

The changed view in the DisplayCenter that is caused by a modified XML file can be 
quickly and easily tested in the runtime environment. For this, start the DisplayCenter 
from the command line with the command: 
AprolStartDisplayCenter -start 01 --replace_args -alarmLayout|alarmMonitor <XML file 
name> 

 

In order to modify a file, it should be opened in an XML editor. The kxmleditor is available to you, 
which you can start from the KDE menu "APROL/Tools/XML-Editor (kxmleditor)". 
After the changes have been made please save the file with a new name. The naming can be 
freely chosen. A sensible name should give an indication of the actual configuration.  
Also pay attention to integrate the country code into the file name of a layout file (<File 
name>_<Language code>.xml). This corresponds to the APROL-wide conventions, and helps you 
to optimize the multi-lingual application of APROL. 

A check takes place when the DisplayCenter is started, to see if the allocated layout file is in 
the correct language (according to the APROL language settings), and eventually another 
language version is used. This automatic correction is pointed out with a respective message. 
This check does not take place with names that do not have a language code. 

 

 

You can also check the language specific display in the DisplayCenter quickly in the 
runtime system. Start the DisplayCenter from the command line in the desired 
language with the command 
AprolStartDisplayCenter -start 01 --add_args -languageCode <Language code> 

The DisplayCenter is automatically started with the configuration file in the correct 
language. With languages apart from German and English, this naturally has the pre-
requisite that the language has been installed with the Language DVD. 
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Illustration 32: Automatic choice of the language version of a layout file 

 

 

In the AlarmMonitor (line or list view) it is possible for you to check the name of the 
current layout file, and the directory from which the file is loaded, at any time using the 
"Configuration file" shortcut menu. 

 
Simple changes in the layout configuration, related to things such as color or fonts, can take 
place with changes to attribute values (XML tag). If necessary, further attributes can be added or 
deleted. Which possibilities can actually be used (for example, the input of character data, or 
choice of a pre-defined option) can be seen in the DTD file. If an attribute is not stated, or an 
attribute value is not assigned, then the standard value is automatically adopted when it is in the 
DTD file. 
Further changes correspond to ordering (sorting, adding, deletion) of elements, as well as the 
correction of the respective content, and attributes. This is significant, for example, for a 
restructuring of the lines and fields in the status lines or alarm events, whereby amongst other 
things, the order of the alarm information or texts can be laid down. 

 

If changes have been made to the alarm_layout or monitor_layout directories in 
the engineering system then a generation of the CC task and a download to the runtime 
system is necessary, so that the configuration is distributed to the operator system. 

 

3.3.3 Allocation of the configuration files 
 
Each DisplayCenter instance must have a layout configuration file allocated, from which the 
instructions for the AlarmMonitor's configuration can be taken. A monitor configuration files 
does not have to be allocated. 
In the engineering environment, the allocation takes place in the control computer's CC modules 
(via the DisplayCenter's '-alarmLayout' and '-alarmMonitor' options). 
The XML files are available for choice in the /home/<CC-
Account>/ENGIN/cnf/DisplayCenter/alarm_layout and opt/aprol/cnf/DisplayCenter/alarm_layout 

directories.  

If XML files with the identical name are in both directories, then the file in /home/<CC-
Account>/ENGIN/cnf/DisplayCenter/alarm_layout is used. 
The directory structure and the fallback behavior of the monitor configuration files are parallel to 
this. 
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If a change in the configuration has taken place, then a generation of the CC task is 
necessary. The settings in the engineering system are adopted with a download to the 
runtime system. 

The allocation of configuration files to a DisplayCenter can also take place with the help of the 
StartManager. Here, a configuration file is chosen from the list in the DisplayCenter's '-
alarmlayout' and '-alarmMonitor' options, and saved in the StartManager. 
In this case a choice can be made from the  
/home/<CC-Account>/RUNTIME/cnf/DisplayCenter/alarm_<layout|monitor> 

directories and from the  
/opt/aprol/cnf/DisplayCenter/alarm_<layout|monitor> 
APROL-global directory. 

 

The allocation using the StartManager is temporary, and is overwritten with a download 
from the engineering system. The StartManager informs about these circumstances 
with a corresponding message. 

Information about using the StartManager can be found in manual "B5 download & Debugging", 
chapter System management. 

 

3.4 Description of the configuration possibilities 
 
The AlarmMonitor's configuration possibilities are described in the following. The DTD file 
stipulates all of the possible elements, their order, attributes, and possible attribute values. The 
structure and content of valid XML files can be deduced from the DTD file. (See chapter The 
DTD file). Each of the elements is explained, and their function in the configuration, whereby 
some attributes are explained more closely. As a basic clarification, examples of XML files, as 
well as images of XML file tree structure are used. You will find this structure view again in the 
kxmleditor that is installed with APROL. 

 

3.4.1 Construction of the layout configuration file 
 

The element definition of the alarmlayout root element in the layout configuration file specifies 
the basic structure of a valid XML file. Firstly, fonts (fontlist) are defined. General settings are 
made in the following configuration of the AlarmMonitor (alarmview), and subsequently display 
styles (styles), the presentation of the alarm line (linelayout), and alarm list (listlayout). For a 
speeded, uniform configuration you can fall back on the pre-defined fonts and display styles. 

 
Illustration 33: Rough structure of the alarmlayout in kxmleditor 
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(See DTD file, alarmlayout). 
The following illustration displays the structure of an XML file in a detailed manner, and serves to 
give you orientation in the file structure: 

 
Illustration 34: Detailed structure of an XML file 

3.4.2 Geometry management 
 
You can define the geometry management for the line and list view quickly and easily via XML. 
As the structure of the XML file is identical for both of these types of display, you will quickly be 
able to find the way in the clearly structured construction of the elements. You can immediately 
identify and modify a different geometry management for alarm line and alarm list.  
In this way, the following points can be realized quickly: 

 a tailor made configuration for the use of Multiscreening 

 Defining the layout and content of the status line 

 Placing and configuration of the buttons in the alarm line/list 

 an optimal layout for the display in different languages 
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3.4.2.1 Positioning of the alarm line 
The alarm line can be shown above, underneath, on the left, or right of the process graphic in 
the DisplayCenter with the help of the alarmview attribute in the layout configuration file. For 
this, please modify the location attribute (see DTD file, alarmview). 

 

It should be noted when using the left and right option that the width of the alarm line is 
the width of the status line, or alarm event, as well as the position of the buttons. The 
necessary modifications of the linelayout/statusline and linelayout/line elements should 
be made in order to guarantee the readability of the display. The alarm display is too 
wide, and considerably limits the display of the process graphic when there is an 
inappropriate configuration. 

 

3.4.2.2 Variable field width 
 

With the use_splitter attribute in the layout configuration file, you can set if the width of individual 
fields in the displayed alarms can be manipulated by dragging the frames. If a field is dragged to 
a certain size (left click on the edge of a field, hold and drag), an automatic attempt is made to 
align all of the edges of all of the alarms' respective fields as a vertical straight line. This is 
limited, as the width of the affected fields and the neighboring fields can only be varied according 
to their configuration (minimum and maximum width, stretchfactor). Further limitations result 
because the length of the field's content can vary in different alarms. 
The option is activated per default, and recognizable with grey lines between fields. This option 
is limited in its use in combination with the stipulation of stretch factors (see Dynamic field width). 
The attribute for the alarm line and alarm list can be configured separately in the linelayout and 
listlayout elements. 
 

3.4.2.3 Configuration of the alarm line and alarm list 
 

With the linelayout and listlayout elements in the layout configuration file, you can individually 
configure the AlarmMonitor for the operator stations, and quickly realize an optimal display of 
the alarm line/list in combination with the process graphic. This makes it possible for the 
operator to quickly judge the state of the system and the alarms, as well as an intuitive operation 
of the AlarmMonitor. 
Alarm line and alarm list are configured separately, but are principally built up in the same way. 
They each have sub-elements for displaying buttons, the status line, and one or more rows in 
the alarm events. 

You can define font and color formats with the font, style, backgroundcolor, foregroundcolor, 
and mouseover_color attributes. Further information about this can be found in chapter Font 
formatting and color. 
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Illustration 35: Structure from linelayout and listlayout in the kxmleditor 

(See DTD file, linelayout , listlayout ). 
Optional attribute 'paddingframe_color': 
The color of the outmost frame of the alarm and status field elements can be defined  for the 
'linelayout', 'listlayout' and 'statusline' elements with the optional paddingframe_color attribute. 
The property is passed on from the 'linelayout' and 'listlayout' to the named 'statusline'. That 
means that the color must not be set explicitly if the color to be used is that of the parent 
element. 
If the attribute is not set, the standard color for the window background is used.  

 

Illustration 36: 'paddingframe_color' attribute for the alarm line 

 

Illustration 37: 'paddingframe_color' attribute for the status line (deviates) 
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Illustration 38: Resulting coloring of the alarm and status lines 

 

3.4.2.4 Amount of shown alarm events 
 

The number of alarm events shown is defined with the number_of_alarms attribute in the layout 
configuration file. 1-3 displayed alarm events makes sense for the alarm line (linelayout), so that 
the size of the process graphic is not unnecessarily impaired. For the alarm list (listlayout), the 
number can be increased as this is displayed in the whole window of the DisplayCenter, or on 
another screen when used with Multiscreening. 

 

 

Illustration 39: Alarm line with one alarm event displayed 

 

 

Illustration 40: Alarm line with two alarm events displayed 

 

3.4.2.5 Floating alarm line 
 

A floating alarm line can be configured with the movable attribute in the linelayout element in the 
layout configuration file. This can be released in the visualization by a double-click on the alarm 
line's grabber, or by dragging the grabber from the fixed position. Docking to the configured 
position in the main window takes place with a double-click on the title bar of the alarm line. 
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Illustration 41: Alarm line's grabber 

 

Illustration 42: Freely positioned alarm line 

 

 

Please do not configure a floating alarm list in combination with a deactivated 
WindowManager (launching option -noWindowManager for the DisplayCenter), in order 
to make sure that the alarm list is displayed in the uppermost window. 

Further information about the use of the floating alarm line/list can be found in the manual "C1 
Interactive Process Control". 

 

3.4.2.6 Behavior of switch-able macros with an open alarm list 
 
In order to be able to carry on monitoring and operating the state of system components when 
the alarm list is open please modify the listlayout element. With the unmap_makros attribute you 
can determine if the pop-up macros in the process graphic remain in the foreground when the 
alarm list is opened, or if they are covered. 

 

 

Illustration 43: Macro that is in the foreground 
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3.4.2.7 Behavior of the alarm list when changing the process graphic 
If a displayed alarm event has a process graphic allocated to it, then there is the possibility to 
jump to the respective process graphic with the icon. Information about the configuration of this 
functionality in the layout configuration file can be found in chapter Alarm information (alarminfo) 
. With the auto_close attribute you can determine if the opened alarm list is faded out when 
changing the process graphic, or if it is still shown in the foreground. 

 

 

If a floating alarm list is configured (movable attribute), the auto_close attribute 
should not be set to true in order to place this on another screen in a Multiscreening 
environment. In this case, the alarm list does not cover the process graphic, but is 
closed anyway when the "Diagram for the alarm" is called up. 

 

3.4.2.8 Buttons, status line, and lines of the alarm events 
 
In order to optimally configure the operation of the AlarmMonitor you can define allowable 
interactive interventions and information that is to be shown in the layout configuration file, which 
help the operator to concentrate on important aspects of the process control. 
Alarm line and alarm list are each composed of a status line, the buttons, and one or more alarm 
events. The status line display and the buttons are optional. 

 

Buttons (buttons) 
There are seven different buttons available, which can be shown in the alarm line and the alarm 
list. The alignment of the chosen buttons takes place with the orientation and position 
attributes. 

 

Illustration 44: Horizontally aligned buttons, left next to the status line 

 

Illustration 45: Vertically aligned buttons, right next to the status line 

It must be stipulated for each button if it is to be shown (enable), and if the respective function 
call should be possible per function key (key). The call per function key can be suppressed, for 
example, to avoid an accidental acknowledgement of alarms. 
Further information about the use of the buttons in the AlarmMonitor can be found in manual 
'C1 Interactive Process Control', chapter AlarmMonitor. 

Four further buttons for navigation within the alarm list, and a fifth button to leave the list, are 
automatically shown. 

 

Illustration 46: Additional, automatically displayed buttons for the alarm list 
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(Also see DTD file, buttons ). 

 

Status line (statusline) and alarm event lines (line) 
By the composition of the status line and the lines of the alarm events, you can combine the 
alarm events' icons and status information. Furthermore, you have the possibility to integrate 
fields with static text into any place in these lines. Via the configuration of the status line and the 
alarm event's lines you can define which relevant information is shown to the operator in the 
AlarmMonitor, as well as in which layout they are displayed. 
Which information is shown, and how you can configure this is described in chapter Information 
about the alarm events. Information about the configuration of fonts and colors can be found in 
chapter Font formatting and color. In the following paragraphs you can find how the geometry 
management influences the alarm events within the status line and the alarm event's lines (e.g. 
if the status line is shown, or how much place is available for the separate information). 
The status line and the alarm event's lines can be flexibly and individually composed from 
individual fields that are set next to each other, which are composed of the alarminfo, text and 
spacer sub-elements. These can be made in any number and order. 

All alarms that occur are shown according to the specifications of the line element. One line is 
configured in each line element. At least one line alarm event line must be stated, if needed 
more. 
A checkbox is set automatically to choose the alarm event at the beginning of each alarm event, 
this cannot be configured. 

 

Illustration 47: Structure of statusline and line in the kxmleditor 

(See DTD file, statusline , line ). 
Display of the status line 

The enable attribute defines for the status line if it should be shown. You can configure a 
differentiated display for the alarm line (main element linelayout) and alarm list (main element 
listlayout). 

Defining the field width for alarminfo, text and spacer 
In order to give the operator a clear view of all of the relevant information, please pay attention to 
the configuration of the individual field widths. No spaces are inserted between the fields in the 
alarm event's lines. The complete space available must be divided; otherwise the fields are 
centered, whereby grey areas are inserted at the beginning and the end. 
The fields are distributed over the whole width in the status line. Areas that are not filled, before, 
after, and between the fields, are also displayed in grey. 
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Illustration 48: Free space is supplemented with grey areas 

The space available changes in connection with the screen resolution and the width of the 
window in which the alarm line, or alarm list, appears. 

 

 

When configuring the field width it must be taken into account that the alarm information 
can vary in its length. Also, for the clarity it makes sense to form columns with vertical 
straight lines within multiple lined alarm events, and on the alarm events. This does not 
happen automatically. 

 

The width can be configured with different methods, fixed or dynamically. For this, the 
minimum_width, maximum_width, and stretchfactor attributes are available for all three elements. 

The minimum width of a field can be stated with minimum_width. The maximum_width attribute 
stipulates the maximum width of a field. Content that exceeds the maximum width is cut and 
displayed with '...' in the AlarmMonitor. If the mouse pointer lies over the text then the whole 
text is shown as a tool tip. If no maximum width is defined, then the whole content is always 
shown in the respective field. With long content, this could mean that the view has to be scrolled 
horizontally. The value of both attributes is made in pixel. 

 
Please note that this concerns real pixels, which results in different displays on monitors 
with different resolutions. 

 

With the stretchfactor attribute you have the possibility to dynamically adapt the width of fields. 
Here, an aspired ratio of the field width is forced with the ratio of the stretch factors. The attribute 
values can be whole positive numbers, including 0. 

If the stretchfactor attribute is defined for several elements, then initially the width of the 
respective fields is dictated by the content (when no limits have been imposed). The available 
rest space is distributed amongst the fields, so that a fitting of the width ratio and the stretch ratio 
is aimed for. If the relationship cannot be met with the available space, then firstly the field with 
the largest stretch factor is made wider. If the width ratio is met, and there is still space available, 
then this is divided proportionally to the remaining fields with a stretch factor. 
The widths of the fields that do not have a stretch factor, or have the value 0, are not influenced 
by this mechanism. 
The following examples show normal configurations for the width of fields, in which the attributes 
are combined with each other. 
Fixed field width: 
A fixed field width can be made by allocating the same value for the minimum and the maximum 
width. 
Example: 
<alarminfo maximum_width="210" minimum_width="210" font="helvetica12"> 
  Requires acknowledgement: 
</alarminfo> 
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Illustration 49: Configuration with fixed field width 

 

 

Note here that the size needs change, for example, with another font. Thus the 
allocated width may not be sufficient to show the complete text. 
You can avoid this by not defining either minimum or maximum for the respective field. 
In this case the width of the field is governed by the width of the content, and thereby 
adjusted to the varying size needs. 

 
Dynamic field width: 
When stating the stretch factor and the minimum width, the space available is dynamically 
divided amongst the affected fields. Thereby, the fields are at least as wide as thee content, 
whereby the minimum width is not undercut. 
Example: 
<alarminfo stretchfactor="1" minimum_width="200" > 
  ALIAS 
</alarminfo>    
<alarminfo stretchfactor="2" minimum_width="400" > 
  ALARMTEXT 
</alarminfo> 

 

You can dynamically adjust the field width to the content to be shown, and thereby limit the width 
not only to a minimum but also a maximum value. Here, the minimum width is shown at least. If 
the content is wider, then the field automatically gets wider, does not become wider than the 
maximum width. 

 

Example: 
 <alarminfo maximum_width="210" minimum_width="80" > 
  ALARMTEXT 
</alarminfo> 

 

 

Illustration 50: Configuration with variable field width 

 

Illustration 51: Configuration with partly fixed, partly variable field width 

 

 
The alarminfo and text elements are not allowed to both simultaneously have a 
stretchfactor > 0 within on line. 
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The content of the alarminfo and text fields can be aligned with the align attribute. 

 

The use of the use_splitter attribute can lead to problems in the display when used 
in combination with stretch factors. 
If within a line an alarminfo element and a text element simultaneously have a 
stretch factor > 0, then is could help to set the use_splitter attribute to "false". 

 

3.4.3 Information about the alarm events 
 
The layout configuration via XML makes it possible to quickly and specifically define which 
information and buttons are shown in the AlarmMonitor, and where they are shown. In this way, 
you can configure the visual display without much effort so that the priority and state of the 
alarms, can be immediately registered and properly judged by the operator.  
The configuration of the following information and objects is possible for example: 

 interactive icons, 

 Message text alarm-state parameter, 

 Number of pending, locked, and alarms requiring acknowledgment, 

 Suppression set alarm filter, 

 extended time display, 

 automatic sorting of the alarm events according to priority or reception time, 

 static text 

The identical structure in the XML code of the alarm line (linelayout element) and the alarm list 
(listlayout element) allow for a quick and comfortable modification of the file. In order to save 
time you can define global display styles (styles) for the AlarmMonitor, which can be separately 
specified in more detail for the alarm line and the alarm list. (See chapter Font formatting and 
color). 
An individual configuration for the display in Multiscreening is also possible. Notes about his can 
be found in chapter Geometry management. 

 

Illustration 52: Structure of alarmview in kxmleditor 

(See DTD file, alarmview ). 

3.4.3.1 Local warning tone 
 

With the activate_alarmbell attribute in the layout configuration file, you can define for the 
alarmview element if a local warn tone should sound when an alarm occurs. The local warn tone 
is generated on the respective computer on which the DisplayCenter is started, and can only be 
turned off for this with the attribute. In contrast, the global warn tone that is audible with a horn in 
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a hall, and on other operator stations, is not influenced in this way, but can be turned off for the 
current alarm with the "Acknowledge warn tone" button in the DisplayCenter. 
Example: 
<alarmview activate_alarmbell="true" location="top" > 

 

3.4.3.2 Positioning the alarm line and amount of shown alarm events 
 

You can position the alarm line with the help of the location attribute (alarmview element) in the 
layout configuration file. For the linelayout and listlayout elements, the number of alarm events 
displayed is stipulated with the number_of_alarms attribute. Please note the information about this 
in chapter Geometry management. 

 

3.4.3.3 Suppressing the alarm filter 
 
In order to make sure that no alarm is faded out by a filter in the alarm line, or the alarm list, 
please modify the linelayout and listlayout elements in the layout configuration file. That 
normally no alarm filter is used in any of the displays can be forced with the ignore_alarmfilter 
attribute. 

 

3.4.3.4 Time display 
 
An exact error analysis is made possible when you extend the reception and discharge times of 
the alarms with additional information. 
With the show-milliseconds attribute in the layout configuration file, alarmview element for alarm 
line and alarm list simultaneously, you can state if the milliseconds are additionally shown. This 
setting can also be carried out separately in the linelayout and listlayout elements for the 
alarm line and alarm list. (The sub-element's attributes have priority over the main elements). 
Also, you can configure the display of the time zone in the linelayout and listlayout elements. 
For this use the show_timezone attribute. 

 

 

Illustration 53: Simple time display 

 

 

Illustration 54: Extended time display 

 

3.4.3.5 Sorting alarm events 
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With an automatic sorting of alarm events you can support an operator in properly judging the 
displayed alarms, as well as the order of necessary actions. 
Sorting the displayed alarm events in the alarm line (if multi-line) and the alarm list can take 
place with help of the sorting attribute either according to the occurrence of the alarm or 
according to the priority. You configure the sorting for both the alarm line and alarm list with the 
alarmview element in the layout configuration file. 
If you sort according to time, then the alarm event that occurred last is at the top. When sorting 
according to priority, the alarm events are sorted in ascending order from top to bottom (whereby 
"0" is seen as the highest priority). 

 

 

Illustration 55: Sorting according to reception time 

 

 

Illustration 56: Sorting according to priority 

 

3.4.3.6 Information in the status line and in the alarm event's lines 
 
With the respective configuration of the AlarmMonitor it can be ensured that the operator 
receives all of the relevant information concerning alarms in the visualization. Furthermore, you 
can make certain functionalities available to him via icons. 

Not only the design of the status line (statusline element), but also the alarm event's lines (line 
element) take place with the ordering of the following elements in the layout configuration file: 

 

 
alarminfo 

 
spacer 

 
text 

 

You can combine these elements in any number and order. Attributes for display of the content 
and the width can be stipulated for each field. Further information about this can be found in the 
chapters Geometry management  and Font formatting and color. 

 

The following styles can be used as the value 'style' attribute in the 'alarminfo', 'text' and 'spacer' 
elements: 

Style Description 

alarm_top_priority Shows field in the style highest priority of the pending alarms. 
(smaller number corresponds to higher priority) 
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Style Description 

alarm_top_priority_ack Shows field in the style highest priority of the pending, non-
acknowledged, alarms that require acknowledgement. 

 

 

Illustration 57: Allocation of priority style attributes in the status line 

These style key words do not refer to an own style, but refer to the 'alarm_priority' style from 
alarmlayout/alarmview/styles/data/, for which an allocation of priority and color has 
already taken place. 

 The before mentioned key words have been implemented by B&R as an example in the 
alarm layout configurations'al_1alarm_2lines_001.xml' and 'al_1alarm_2lines_049.xml'. 

 

3.4.3.7 Alarm information (alarminfo) 
 

A field is inserted with the alarminfo element in the layout configuration file, which shows current 
information about the system in the status line, and shows current information about the alarm in 
the alarm event's lines. Only the key words that are listed in the table are allowed as content for 
the alarminfo element in the XML file. 

 

Illustration 58: Structure of alarminfo in the kxmleditor 

(See DTD file, alarminfo ). 
Configuration of one line in the alarm event: 
The following key words are available to you for an alarminfo element: 

 The information that is shown is valid for the filter that has been actually set in the 
AlarmMonitor 

 

Key word (line of the 
alarm event) 

Description 

ACKN ["ALLOWED TO ACKNOWLEDGE" |"IS ACKNOWLEDGE" | 
"CANNOT BE ACKNOWLEDGED" |"NOT ALLOWED TO 
ACKNOWLEDGE"] 

ACKNSTATE Type of alarm (MODE in alarm configuration)["RA" | "RTA" | " " ] (RA= 
requires acknowledgement; RTA= requires text acknowledgement) 
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Key word (line of the 
alarm event) 

Description 

ALARMTEXT Message text (value of TEXT in the alarm configuration) 

ALIAS Alias (value from the alarm configuration) 

GROUP Group of the alarm (value from the alarm configuration) 

GROUPDESC Description of the alarm group 

LOCKED Shows with an icon if an alarm is locked. The informative icon is faded 
in for alarms that are currently locked, and faded out for alarms that 
are not locked. 

MULTI Number of non-acknowledged occurrences of the alarm ("-" when the 
alarm does not need to be acknowledged) 

  

NAME Name of the triggering PV 

NUMBER Running number of the current alarm in the AlarmServer 

PICAVAIL Shows with an icon if a "Diagram for alarm" has been configured for 
this alarm. Eventually, it is possible to jump to the respective process 
graphic via the icon. 

Icon when 'process graphic for alarm' is present:  

PRIORITY Priority of the alarm (value PRIO from the alarm configuration) 

SYSTEMNAME Name of the APROL system from which the alarm originates. This 
is either the name of the local runtime database (when using 
'inst_ref'), or the value of the 'name' attribute of the 'system' element 
in the monitor configuration file. 

TEXTAVAIL Shows with an icon if an intervention text has been configured for this 
alarm. Eventually, the intervention text can be opened as a pop-up via 
the icon. 

Icon when an intervention text is present:  

Icon for locked alarms:  

TIMEACKN Acknowledgement time or ["NOT ACKNOWLEDGED"] 

TIMECOME Reception time of the alarm 

TIMEGO Discharge time of the alarm or ["PENDING"] 

 

 
Information about the alarm configuration can be found in manual "B2 Project 
Engineering", chapter Alarm blocks in the CFC. 

 

Configuration of the status line 
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The following key words are intended for the alarminfo in the configuration of the status line. 
They can also be used in the configuration of the alarm events' lines: 

Keyword Description 

FILTER Short description of the most important filter settings 

MONITORIOSYSLIST List of the host names and Iosys port specification, 
separated by commas 
e.g.: <Name>:<Port>; <Name>:<Port> 
This is either the name of the local runtime database (use 
of 'inst_ref'), or the value of the 'iosys' attribute of the 
'system' element in the monitor configuration file. 

MONITORNAME Name of the monitor 

Language dependence of the 'name<Language code>' 
attribute of the 'alarmmonitor' element from the layout 
configuration file, or the 'id' attribute of the 'alarmview' 
element from the layout configuration file. 

MONITORSYSNAMELIST List of names of the APROL systems 

This is either the name of the local runtime database (use 
of 'inst_ref'), or the value of the 'name' attribute of the 
'system' element in the monitor configuration file. 

NRLOCKED Number of locked alarms. 

NRMSG Number of pending alarms 

NRQMSG Number of alarms requiring acknowledgement 

TOPPRIO highest priority of all pending alarms 
(smaller number corresponds to higher priority) 

TOPPRIOACK Highest priority amongst the pending, non-acknowledged 
alarms  

 

 

Illustration 59: The key words intended for the status line can also be used for the alarm events 

3.4.3.8 Text (text) 
 
You can insert fields with static text, for example to prepend explanations to the alarm 
information. Character data (text or numbers) must be entered in the text element in the layout 
configuration file. 
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Illustration 60: Structure of text in kxmleditor 

(See DTD file, text ). 

 

3.4.3.9 Spacer (spacer) 
 
You can raise the clarity of the displayed information in the AlarmMonitor greatly by using 
spacers in the layout configuration file. To define spaces between information and text fields use 
the spacer element. Color and width of the individual fields can be configured with the 
corresponding attributes. Detailed information about this can be found in the chapters Geometry 
management  and Font formatting and color . 

(See DTD file, spacer ). 
 

3.4.4 Font formatting and color 
 
You help the operator in quickly differentiating and evaluating the different alarm and system 
information with layout configurations regarding font and color. The configuration can also be 
adjusted according to the environment that affects the work with the AlarmMonitor (for example 
lighting and noise level). 
A quick and easy configuration is made possible with the following mechanism: 
 

 Pre-definition of certain formats, that can be referenced to 

 Global definition of certain formats for underlying elements 

 

 

Attribute values for color can be entered with the hexadecimal notation of the RGB 
value, or by stating a standard color name (for example, VGA standards, or W3C CSS 
specifications). A list of the allowed color names can be found in the 
usr/share/X11/rgb.txt file. 

 

3.4.4.1 Highlighting the mouse pointer position 
 
You can provide the operator with an optimal operation of the AlarmMonitor with a simple 
modification to the layout configuration file, paying special attention to the lighting conditions. 
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With the mouseover_color attribute you can define in which color the alarm event's frame is 
displayed as long as the mouse pointer is over this alarm event. 

Different configurations are possible for the alarm line (linelayout element) and the alarm list 
(listlayout element). 
 

3.4.4.2 Font formatting (fontlist, font) 
 
The use of font formatting in the layout configuration file allows you to speed up the configuration 
of a uniform appearance. The data in the alarm system that is relevant to the process control 
can be optically highlighted. 

You can define the font formatting (font element) with different properties in the fontlist 
element. At least one font element must be defined, if necessary more. In other places, the 
value that has been defined in the alias attribute can be allocated to font attributes. Then, the 
properties such as size, font, etc. are adopted according to the definition and are shown. 
The benefit of this procedure is that the changes in attribute values of a font formatting instantly 
take effect in all places where it is referenced. There is then no need to laboriously search 
through the entire XML file, with the danger of making mistakes. 

Furthermore, by modifying the font element you can create language specific configurations 
quicker. 

 
Illustration 61: Structure of the fontlist in kxmleditor 

Example of font definitions in the XML file: 
<fontlist> 
 <font size="10" family="Adobe Helvetica" alias="helvetica10" /> 
 <font size="12" family="Adobe Helvetica" alias="helvetica12i"  italic="1" /> 
 <font size="16" family="Adobe Helvetica" bold="1"  alias="helvetica16bi" italic="1" /> 
</fontlist> 

 

Example of referencing fonts in the XML file: 
<inactive_alarm> 
<unconfirmed foregroundcolor="black" font="helvetica10" /> 
<text_unconfirmed foregroundcolor="black" font="helvetica16bi" /> 
</inactive_alarm> 

Note: 

Attribute values for fonts (family) must be declared with a standard font name (for example 
Courier). The declaration of the font size (size) is in points. 

 

 
In the DisplayCenter's "Fontcheck" shortcut menu, you should check to see if all of the 
fonts entered are available. Fonts that do not exist are automatically replaced. 
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Illustration 62: Message about font correction 

(Also see DTD file, fontlist,font ). 

 

3.4.4.3 Display styles (styles) 
 

With the styles element in the layout configuration file, you create configurations for the display 
of system messages, as well as the state and preferred display of alarm events. 

The styles element does not have an own attribute. It is divided into two sub-elements, system 
and data. 
 

 
Illustration 63: Structure of the alarmlayout in kxmleditor 

(See DTD file, styles ) 
For the linelayout, listlayout, line, alarminfo, spacer and text elements, a reference can be 
made with the style attribute to another styles/data element's defined display style (alarm_state 
or alarm_priority). The respective field is then displayed in another way according to the alarm 
state or the priority. Individual changes regarding font and color can be made for each element 
with the attributes font, backgroundcolor and foregroundcolor. 

 

3.4.4.4 Display of system messages (system) 
 
Displaying certain system messages can be speedily configured in the layout configuration file 
so that the operator can quickly and certainly recognize changed system states (e.g. the loss of 
a connection to the APROL system). 

The system element establishes the display of system messages. It must be specified exactly 
once in each styles element, and does not have any own attributes. It is divided into two sub-
elements, blinking and error. 
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Illustration 64: Structure of system in kxmleditor 

(See DTD file, system ) 
Blinking for pending alarms (blinking) 
The display of pending alarms can be individually adapted to environmental influences such as 
lighting conditions or the surrounding noise level. They therefore also help the operator to 
register current system states quickly. 
The blinking element's attribute sets, that when an alarm occurs, then the frame of the alarm 
line or the alarm list's status line blinks in the set color. This can be turned off with the 
"Acknowledge warning tone" button in the DisplayCenter. 
(Also see DTD file, blinking ) 

 

Display of different error messages (error) 
Certain system states affect the display of the process graphic and also the display of the alarm 
events. The reason can be the loss of connection to the Iosys, due to a download or a 
redundancy switch. Even when the AlarmServer is not started, or the connection to the 
APROL system is interrupted, as well as during the synchronization with the APROL 
system after having started the DisplayCenter, are subject to special states of the system. 
In order to signalize certain states in the system to the operator it is possible to display the 
following states through font and color formatting. 

 

 missing connection to the Iosys 

 missing connection to the APROL system 

 failed synchronization with the AlarmServer 

 

The error element is divided into three sub-elements for different system errors as follows: 
 noiosysconnection 

 noalarmserverconnection 

 noalarmserversyschronisation 

With the error element's attributes the same formatting can be allocated to all ancillary error 
messages, respective of one or more attributes (Foreground color/font color, background color, 
and font). Although it is also possible to allocate an individual attribute value (for example, the 
same font for all error messages, but different colors) to the different error messages 
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Illustration 65: Display of the system error message noiosysconnection 

 

 
Illustration 66: Display of the system error message noalarmserverconnection 

 

 
Illustration 67: Display of the system error message noalarmserversyschronisation 

(Also see DTD file, error ) 

 

3.4.4.5 Alarm data dependent display (data) 
 
You can quickly configure the AlarmMonitor in the layout configuration file so that the state of 
the alarms can be immediately registered and judged by the operator.  
The state and priority dependent display can be configured according to 

 Foreground/font color 

 Background color 

 Font 

can be configured. 

The data element must be declared in the XML file exactly one time, and does not have any own 
attributes. It is divided into two sub-elements, alarm_state and alarm_priority. 

Both of these display styles can be allocated in other places via referencing the style attribute, 
of the entire alarm line (linelayout), the entire alarm list (listlayout), individual alarm events 
lines (line), and individual fields (alarminfo, text, spacer). The display of the affected elements 
takes place in relation to the state of the alarm, or the priority. If style, color, or font declarations 
are made simultaneously for one entry, then the local color or font declarations have priority. 
By modifying the display style you can save time and adjust all of the elements that refer to this 
style. 
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Illustration 68: Structure of data in kxmleditor 

(See DTD file, data ) 

 

State-dependent display (alarm_state) 
If you want to link the visual display of the alarm events with the state of the alarms, please 
modify the alarm_state element. This element is divided into two sub-elements, and does not 
have an own attribute. A distinction is made between pending (active_alarm) and non-pending 
(inactive_alarm) alarms, which are then divided into further states. 
A pending alarm can adopt five different states. 
Alarms that do not require acknowledgement are no longer shown when they are no longer 
active. Thus, an alarm that is not pending can only have two different states. 

 
Illustration 69: Structure of alarm_state in kxmleditor 

Following table explains the elements: 

Elements Alarm state 

standard pending, confirmation not necessary 

confirmed pending, acknowledged 

unconfirmed not acknowledged 

text_confirmed pending, acknowledged with text 

text_unconfirmed requires text acknowledgement, not acknowledged 

With the active_alarm and inactive_alarm elements you can stipulate the same formatting 
regarding one or more attributes, for all of the underlying alarm states. Although it is also 
possible to allocate an individual attribute value (for example, the same font for all alarm states, 
but different colors) to each of the different states. 

 (See DTD file, alarm_state, active_alarm, inactive_alarm) 

 

 

Illustration 70: Alarm state shown via color coding of individual fields 
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Illustration 71: Alarm state shown via font color and colored columns 

 

Illustration 72: Alarm state shown by background color of alarm events 

 

Example from an XML file: 
<alarm_state> 
    <active_alarm> 
      <standard backgroundcolor="white" foregroundcolor="black"  font="helvetica12b" /> 
      <confirmed backgroundcolor="orange" /> 
      <unconfirmed backgroundcolor="red" /> 
      <text_confirmed backgroundcolor="orange" /> 
      <text_unconfirmed backgroundcolor="red" /> 
    </active_alarm> 
    <inactive_alarm> 
      <unconfirmed backgroundcolor="yellow" /> 
      <text_unconfirmed backgroundcolor="yellow" /> 
    </inactive_alarm> 
</alarm_state> 

 

Example for referencing to a display style: 
<line backgroundcolor="white" foregroundcolor="black" font="helvetica12"> 
    <spacer backgroundcolor="white" maximum_width="2" minimum_width="2"/> 
    <spacer maximum_width="15" minimum_width="15" style="alarm_state" /> 
    <spacer backgroundcolor="white" maximum_width="2" minimum_width="2"/> 
</line>... 

 

Priority-dependent display (alarm_priority) 
You configure a priority dependent display of the alarm events with the alarm_priority element. 
This can contain any amount of range elements, but at least one sub-element must be declared. 

With the alarm_priority element's attributes it is possible to dictate the same formatting for all 
priorities, respective of one or more attributes (Foreground color/font color, background color, 
and font). Although it is also possible to allocate an individual attribute values (for example, the 
same font for all priorities, but different colors) to different priorities, or parts thereof. 

Please define one range element for each priority part that is to be defined. The respective value 
(for example, value="1"), or value range (for example, value="4-25", value="3-", value="-3") can 
be set with the value attribute. 

 

Illustration 73: Structure of alarm_priority in kxmleditor 

(See DTD file, alarm_priority, range) 
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Examples from an XML file: 
<alarm_priority font="helvetica12b" foregroundcolor="black"> 
 <range backgroundcolor="red" value="0" /> 
 <range backgroundcolor="orange" value="1" /> 
 <range backgroundcolor="yellow" value="2" /> 
</alarm_priority> 

 

 

Illustration 74: Color display of the alarm priority 

 

 Please note that a lower number represents a higher priority. 

 
Example: 
In the AlarmMonitor, the respective alarm event entry should be shown completely with the 
background color which corresponds to the priority of the alarm. 
 
Implementation: 
Define the desired background color depending on the alarm priority in the 'alarm_priority' 
element. Then set the 'style' attribute to the value 'alarm_priority' in the 'listlayout' or 'linelayout' 
element.  
Do not set any further attributes for the background color in the sub-elements. The color 
specifications take effect in all complete lines defined in the layout. 
 

 
Illustration 75: Definition for 'alarm_priority' 

 

 
Illustration 76: Adoption of the 'style' from 'alarm_priority' in the 'List_layout' 
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Illustration 77: Coloring of the alarm events with the color of the alarm priority 

 

3.4.4.6 Fixed allocation of font formatting and color 
Referencing pre-defined formatting and styles in the layout configuration file, as well as the 
global definition of font format and color make it possible for you to create configurations quickly 
and comfortably. Furthermore, you have the possibility to allocate this formatting permanently to 
the following elements: 

linelayout, listlayout, statusline, line, alarminfo, text and spacer. 
(As the spacer element has no content, the font, align and foregroundcolor attributes do not 
apply). 
 

3.5 The layout and monitor DTD files 
 
The DTD files that have been defined by B&R help you to make sure that you adapted XML 
configuration has a correct syntax (DTD - Document Type Definition). Rules for the structure of 
the XML files are stipulated in the DTD file. Well-formed XML files are thereby additionally 
limited to a certain structure and certain a content. 
Amongst other things, the DTD file controls the following specifications: 

 which of the elements in the XML file are compulsory, or optional 

 in which order, and nesting structure the elements are to reside 

 which attributes are necessary, or allowed, and which attribute values can be accepted 

 eventually default values for attributes 

 

Each XML file, which serves to configure the AlarmMonitor, must be allocated to this DTD file. 
(This can be ensured when you use the standard configurations that are delivered with 
APROL, or modify copies of these files in the kxmleditor). 

The 'layout.dtd' file that is responsible for the appearance, and the 'monitor.dtd' file that 
is responsible for connection to the APROL systems are stored in the 
/opt/aprol/cnf/DisplayCenter/ directory. 
A validation with the allocated DTD file takes place when starting the DisplayCenter to check 
the validity of the configuration. If the XML file is not valid then an error message is shown and 
the visualization (the DisplayCenter) cannot be started as a precaution. 
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Illustration 78: Message when using a configuration file with errors 

The rules for the configuration file can be seen in a DTD file if one is familiar with DTD file 
syntax. 

 At any rate, changes should never be made to the DTD file. 

Changes in the configuration are only allowed to be carried out with the XML file. 

 

 See chapter Content of the DTD file for the structure of the DTD file. 

 

 

In the engineering system you have the possibility to check an XML configuration file on 
the basis of the DTD file layout.dtd. For this purpose execute the command line 
command 
xmllint <XML file name> --valid --noout 

in the directory in which the XML file to be checked is situated. Thereafter, 
erroneous lines in the XML file are shown with the specification of the affected attribute / 
value. 

 

3.5.1 Brief information about the number and order of the elements 
 
The following basic information about the structure of a DTD file is valid for all of the DTDs used 
in APROL. 

The definition of an element (main element) in the DTD file stipulates which sub-elements can, 
or must, be entered in the XML file, and in which number and in which order. 
An element definition is built according to the following scheme: 
<!ELEMENT nameOberelement (element1, element2?)> 

Other possible definitions are listed and explained in the table. 

DTD Meaning in XML 

(element) Element must be used exactly one time 

(element+) Element must be used at least once, or more often 

(element?) Element be omitted, or used once 

(element*) Element can be omitted, or used as many times as necessary 
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DTD Meaning in XML 

(element1, element2) fixed order 

(element1| element2)* Elements of both types can be used in any number, and in any order 

EMPTY Main element has no content 

#PCDATA Main element has only text content 

 

3.5.2 Brief information about attributes 
 
A definition of an element's attributes and attribute values in the DTD file represents which 
attributes are compulsory or optional in the XML file. Additionally, the value range that can be 
chosen for the attribute values is stated. If CDATA is stated as value range, then character data 
such as text, numbers, or special characters can be used. If options such as (option1 | option2) 
are stated, then an attribute is only allowed to possess these values. 
The following is an example for the definition of an attribute. Other possible definitions are listed 
and explained in the table. 
Example: 
<!ATTLIST elementName 
 attribut1 CDATA  #IMPLIED 
 attribut2 (1 | 2) #IMPLIED 
> 

 

DTD Meaning in XML 

CDATA                  #REQUIRED 
or 
(option1 | option2)    #REQUIRED 

Attribute must be used, entry of a non-pre-defined 
value, or a value from the options is necessary 

CDATA                  #IMPLIED 
or 
(option1 | option2)    #IMPLIED 

Attribute can be left out if necessary, it has no 
default value 

CDATA               "standard value" 
or 
(option1 | option2) "standard value" 

Attribute is set to the standard value, can be 
overwritten with a value the has not been defined, 
or a value from the options 

 

3.5.3 Content of the monitor DTD file 
 

The structure of the monitor.dtd DTD file is shown in the following: 
 
<?xml version="1.0" encoding="ISO-8859-15"?> 
 
<!ELEMENT alarmmonitor_cnf ( alarmmonitor+ )> 
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<!ELEMENT alarmmonitor ( system+ ) > 
<!ATTLIST alarmmonitor 
alarmview_id CDATA #REQUIRED 
name001 CDATA #IMPLIED 
name007 CDATA #IMPLIED 
name031 CDATA #IMPLIED 
name033 CDATA #IMPLIED 
name034 CDATA #IMPLIED 
name036 CDATA #IMPLIED 
name039 CDATA #IMPLIED 
name040 CDATA #IMPLIED 
name048 CDATA #IMPLIED 
name049 CDATA #IMPLIED 
name086 CDATA #IMPLIED 
name420 CDATA #IMPLIED 
name421 CDATA #IMPLIED 
>  
 
<!ELEMENT system EMPTY> 
<!ATTLIST system 
iosys CDATA #IMPLIED 
al_server_selfid CDATA #IMPLIED 
name CDATA #IMPLIED 
inst CDATA #IMPLIED 
inst_ref CDATA #IMPLIED 
desc001 CDATA #IMPLIED 
desc007 CDATA #IMPLIED 
desc031 CDATA #IMPLIED 
desc033 CDATA #IMPLIED 
desc034 CDATA #IMPLIED 
desc036 CDATA #IMPLIED 
desc039 CDATA #IMPLIED 
desc040 CDATA #IMPLIED 
desc048 CDATA #IMPLIED 
desc049 CDATA #IMPLIED 
desc086 CDATA #IMPLIED 
desc420 CDATA #IMPLIED 
desc421 CDATA #IMPLIED 
active (true|false|TRUE|FALSE|1|0) "true" 
> 

 

3.5.4 Content of the layout DTD file 
 

The following shows the structure of the DTD file 'layout.dtd': 
 
<?xml version="1.0" encoding="ISO-8859-15"?> 
<!ELEMENT alarmlayout ( (fontlist+, styles?, alarmview+) )> 
<!ELEMENT fontlist ( font+ )> 
<!ELEMENT font EMPTY> 
<!ATTLIST font 
 alias   CDATA  #REQUIRED 
 family   CDATA  #REQUIRED 
 Size   CDATA  #REQUIRED 
 italic (true|false|TRUE|FALSE|1|0)   "false"  
 bold (true|false|TRUE|FALSE|1|0)    "false" 
 underline (true|false|TRUE|FALSE|1|0)  "false" 
 strike_out (true|false|TRUE|FALSE|1|0)  "false" 
> 
<!ELEMENT alarmview ( styles?, linelayout, listlayout )> 
<!ATTLIST alarmview 
 location (top|bottom|left|right|TOP|BOTTOM|LEFT|RIGHT) "top" 
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 show_milliseconds (true|false|TRUE|FALSE|1|0)   "true" 
 activate_alarmbell (true|false|TRUE|FALSE|1|0)  "true" 
 sorting (time|priority|TIME|PRIORITY)     "TIME" 
 use_splitter (true|false|TRUE|FALSE|1|0)    "true" 
 id     CDATA  #IMPLIED 
 iosys    CDATA  #IMPLIED  
 host_alias  CDATA  #IMPLIED 
 reconnect (true|false|TRUE|FALSE|1|0)     "true" 
>  
 
<!-- alarmview / iosys are no longer evaluated as of the multi-alarm server --> 
<!-- alarmview / host_alias are no longer evaluated as of the multi-alarm server --> 
<!-- alarmview / alarmserver are no longer evaluated as of the multi-alarm server and has been removed --> 
<!ELEMENT styles ( system, data )> 
<!ELEMENT system ( blinking?, error? )> 
<!ELEMENT blinking EMPTY> 
<!ATTLIST blinking 
 backgroundcolor  CDATA  #REQUIRED 
 foregroundcolor  CDATA  #REQUIRED 
> 
<!ELEMENT error ( noiosysconnection?, noalarmserverconnection?, noalarmserversynchronisation? )> 
<!ATTLIST error 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
 > 
 
<!ELEMENT noiosysconnection EMPTY> 
<!ATTLIST noiosysconnection 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
 
<!ELEMENT noalarmserverconnection EMPTY> 
<!ATTLIST noalarmserverconnection 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
 
<!ELEMENT noalarmserversynchronisation EMPTY> 
<!ATTLIST noalarmserversynchronisation 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
 
<!ELEMENT data ( alarm_state?, alarm_priority? )> 
<!ELEMENT alarm_state ( active_alarm?, inactive_alarm? )> 
<!ELEMENT active_alarm ( standard?, confirmed?, unconfirmed?, text_confirmed?, text_unconfirmed? )> 
<!ATTLIST active_alarm 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
<!ELEMENT inactive_alarm ( unconfirmed?, text_unconfirmed? )> 
<!ATTLIST inactive_alarm 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
 
<!ELEMENT standard EMPTY> 
<!ATTLIST standard 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
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 foregroundcolor  CDATA  #IMPLIED 
> 
 
<!ELEMENT confirmed EMPTY> 
<!ATTLIST confirmed 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
 
<!ELEMENT unconfirmed EMPTY> 
<!ATTLIST unconfirmed 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
 
<!ELEMENT text_confirmed EMPTY> 
<!ATTLIST text_confirmed 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
 
<!ELEMENT text_unconfirmed EMPTY> 
<!ATTLIST text_unconfirmed 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
 
<!ELEMENT alarm_priority ( range+ )> 
<!ATTLIST alarm_priority 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
 
<!ELEMENT range EMPTY> 
<!ATTLIST range 
 value     CDATA  #REQUIRED 
 font     CDATA  #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
> 
<!ELEMENT linelayout ( buttons, statusline?, line+ )> 
<!ATTLIST linelayout 
 number_of_alarms   CDATA  #REQUIRED 
 movable (true|false|TRUE|FALSE|1|0) "false" 
 use_splitter (true|false|TRUE|FALSE|1|0) "true" 
 ignore_alarmfilter  (true|false|TRUE|FALSE|1|0) "false" 
 show_milliseconds (true|false|TRUE|FALSE|1|0) "true" 
 show_timezone (true|false|TRUE|FALSE|1|0) "true" 
 style (alarm_state|alarm_priority|ALARM_STATE|ALARM_PRIORITY) #IMPLIED 
 font       CDATA  #IMPLIED 
 backgroundcolor    CDATA  #IMPLIED 
 foregroundcolor    CDATA  #IMPLIED 
 mouseover_color    CDATA  "yellow" 
> 
<!ELEMENT listlayout ( buttons, statusline?, line+ )> 
<!ATTLIST listlayout 
 number_of_alarms  CDATA  #REQUIRED 
 unmap_makros (true|false|TRUE|FALSE|1|0) "true" 
 auto_close (true|false|TRUE|FALSE|1|0) "true" 
 movable (true|false|TRUE|FALSE|1|0) "false" 
 use_splitter (true|false|TRUE|FALSE|1|0) "true" 
 ignore_alarmfilter  (true|false|TRUE|FALSE|1|0) "false" 
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 show_milliseconds (true|false|TRUE|FALSE|1|0) "true" 
 show_timezone (true|false|TRUE|FALSE|1|0) "true" 
 style (alarm_state|alarm_priority|ALARM_STATE|ALARM_PRIORITY) #IMPLIED 
 font CDATA #IMPLIED 
 backgroundcolor  CDATA  #IMPLIED 
 foregroundcolor  CDATA  #IMPLIED 
 mouseover_color  CDATA  "yellow" 
>  
<!ELEMENT buttons ( confirm_selected_alarms, confirm_visible_alarms, confirm_all_alarms, confirm_bell, 
activate_filter, filter_dialog, locking_dialog )> 
<!ATTLIST buttons 
 orientation (horizontal|vertical|inline|HORIZONTAL|VERTICAL|INLINE) #REQUIRED 
 position (left|right|LEFT|RIGHT) #REQUIRED 
> 
 
<!ELEMENT confirm_selected_alarms EMPTY> 
<!ATTLIST confirm_selected_alarms 
 enable (true|false|TRUE|FALSE|1|0) #REQUIRED 
 key (true|false|TRUE|FALSE|1|0) #REQUIRED 
> 
 
<!ELEMENT confirm_visible_alarms EMPTY> 
<!ATTLIST confirm_visible_alarms 
 enable (true|false|TRUE|FALSE|1|0) #REQUIRED 
 key (true|false|TRUE|FALSE|1|0) #REQUIRED 
> 
 
<!ELEMENT confirm_all_alarms EMPTY> 
<!ATTLIST confirm_all_alarms 
 enable (true|false|TRUE|FALSE|1|0) #REQUIRED 
 key (true|false|TRUE|FALSE|1|0) #REQUIRED 
> 
 
<!ELEMENT confirm_bell EMPTY> 
<!ATTLIST confirm_bell 
 enable (true|false|TRUE|FALSE|1|0) #REQUIRED 
 key (true|false|TRUE|FALSE|1|0) #REQUIRED 
> 
 
<!ELEMENT activate_filter EMPTY> 
<!ATTLIST activate_filter 
 enable (true|false|TRUE|FALSE|1|0) #REQUIRED 
 key (true|false|TRUE|FALSE|1|0) #REQUIRED 
> 
 
<!ELEMENT filter_dialog EMPTY> 
<!ATTLIST filter_dialog 
 enable (true|false|TRUE|FALSE|1|0) #REQUIRED 
 key (true|false|TRUE|FALSE|1|0) #REQUIRED 
> 
 
<!ELEMENT locking_dialog EMPTY> 
<!ATTLIST locking_dialog 
 enable (true|false|TRUE|FALSE|1|0) #REQUIRED 
 key (true|false|TRUE|FALSE|1|0) #REQUIRED 
> 
 
<!ELEMENT statusline ( (alarminfo|spacer|text)* )> 
<!ATTLIST statusline 
 enable (true|false|TRUE|FALSE|1|0) #REQUIRED 
 font CDATA #IMPLIED 
 backgroundcolor CDATA #IMPLIED 
 foregroundcolor CDATA #IMPLIED 
> 
<!ELEMENT line ( (alarminfo|spacer|text)* )> 
<!ATTLIST line 
 style (alarm_state|alarm_priority|ALARM_STATE|ALARM_PRIORITY) #IMPLIED  
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 font CDATA #IMPLIED 
 backgroundcolor CDATA #IMPLIED 
 foregroundcolor CDATA #IMPLIED 
> 
<!ELEMENT alarminfo ( #PCDATA )> 
<!ATTLIST alarminfo 
 style (alarm_state|alarm_priority|ALARM_STATE|ALARM_PRIORITY) #IMPLIED  
 align (left|right|center|LEFT|RIGHT|CENTER) "left"  
 font CDATA #IMPLIED 
 backgroundcolor CDATA #IMPLIED 
 foregroundcolor CDATA #IMPLIED 
 minimum_width CDATA #IMPLIED 
 maximum_width CDATA #IMPLIED 
 stretchfactor CDATA #IMPLIED 
> 
 
<!--#############################################################--> 
!-- The following key words can be used within an alarminfo tag-->  
  
<!-- NAME : Name of the triggering PV --> 
 
<!-- ALIAS : Alias ( from the alarm configuration ) --> 
 
<!-- NUMBER : Number of the actual alarm ( running number from Alarmserver / reset in Alarmserver_2 during 
a server restart ) --> 
 
<!-- MULTI : Number of non-acknowledged occurrences of the alarm ("-" when the alarm does not need to be 
acknowledged ) --> 
 
<!-- ALARMTEXT (previously STATE) : Alarmtext ( from alarm configuration ) --> 
 
<!-- GROUP : Group of the alarm ( from alarm configuration ) --> 
 
<!-- GROUPDESC : Group description of the alarm --> 
 
<!-- ACKN : ["ALLOWED TO ACKNOWLEDGE" |"IS ACKNOWLEDGE" | "CANNOT BE ACKNOWLEDGED" |"NOT ALLOWED TO 
ACKNOWLEDGE"] --> 
 
<!-- ACKNSTATE : Type of alarm ( from alarm configuration )[ "RA" | "RTA" | " " ] --> 
 
<!-- TIMECOME : Reception time of the alarm --> 
 
<!-- TIMEGO : Discharge time of the alarm or ["PENDING"] --> 
 
<!-- TIMEACKN : Acknowledgement time or ["NOT ACKNOWLEDGED"] --> 
 
<!-- PRIORITY : Priority of the alarm ( from alarm configuration ) --> 
 
<!-- PICAVAIL : Shows with an icon if a "Diagram for alarm" has been configured for this alarm --> 
 
<!-- TEXTAVAIL : Shows with an icon if an intervention text has been configured for this alarm --> 
 
<!-- LOCKED : Shows an icon when this alarm is currently locked. --> 
 
<!--neu SYSTEMNAME : Name of the APROL system from which the alarm originates. 
- Name of the caedb in case <system_ref> or no configuration file is stated for the '-alarmMonitor' DC 
option, 
- Name of the 'name' attribute in the <system> element of the alarmMonitor configuration file. --> 
 
<!--############################################################--> 
<!-- The following key words are thought for the configuration of the status line --> 
 
<!-- FILTER : Short description of the active filter (NEW!) --> 
 
<!-- NRLOCKED : Number of locked alarms (NEW!)--> 
 
<!-- gone HOSTNAME no longer as of 3.6 : Host name of the Iosys connection ( from configuration file ) --> 
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<!--neu MONITORIOSYSLIST : List of the host names with Iosys port (name:p,..) 
from the configuration file, in case the '-alarmMonitor' DC option and <system> is set --> 
 
<!--neu MONITORSYSNAMELIST : List of the system names  
- Name from the 'name' attribute from the configuration file, in case the '-alarmMonitor' DC option and 
<system> set 
- Name of the APROL system from the caedb, in case <system_ref> or no configuration file is stated for the 
'-alarmMonitor' DC option. --> 
 
<!--neu MONITORNAME: Name of the monitor  
- from the name### attribute from the configuration file, in case the '-alarmMonitor' set 
- <id> attribute from the conf. file for '-alarmlayout', in case '-alarmMonitor' DC option not set --> 
 
<!-- gone HOSTALIAS no longer as of 3.6 : Host alias of the Iosys connection ( from configuration file ) -
-> 
 
<!-- NRMSG : Number of pending alarms --> 
 
<!-- NRQMSG : Number of alarms requiring acknowledgement --> 
 
<!-- ######################################################## --> 
 
<!ELEMENT text ( #PCDATA )> 
<!ATTLIST text 
 style (alarm_state|alarm_priority|ALARM_STATE|ALARM_PRIORITY) #IMPLIED 
 align (left|right|center|LEFT|RIGHT|CENTER) "left"  
 font CDATA #IMPLIED 
 backgroundcolor CDATA #IMPLIED 
 foregroundcolor CDATA #IMPLIED 
 minimum_width CDATA #IMPLIED 
 maximum_width CDATA #IMPLIED 
 stretchfactor CDATA #IMPLIED 
> 
<!ELEMENT spacer EMPTY> 
<!ATTLIST spacer 
 style (alarm_state|alarm_priority|ALARM_STATE|ALARM_PRIORITY) #IMPLIED 
 backgroundcolor CDATA #IMPLIED 
 minimum_width CDATA #IMPLIED 
 maximum_width CDATA #IMPLIED 
 stretchfactor CDATA #IMPLIED 
> 

 

3.6 New functionality in the APROL releases 
 
You can configure the AlarmMonitor via XML in order to meet your needs. In the scope of 
newer releases there are always extended functionalities available. 

 

If you use your own XML files instead of the B&R supplied standard configurations, you 
must adapt these accordingly so that the new functionalities can also be used in the 
visualization. 

 

The following table gives an overview in which APROL release the scope of the functionalities 
has been expanded: 
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APROL release New functions 

Pre - R 3.2 New optional attribute show_timezone for the element linelayout and 
listlayout 

see chapter Alarm information (alarminfo). 

New optional attribute mouseover_color for the element linelayout and 
listlayout 

see chapter Highlighting the mouse pointer position. 

New compulsory element filter_dialog for the element buttons 
see chapter Buttons, status line und lines of the alarm event. 

New compulsory element locking_dialog for the element buttons 
see chapter Buttons, status line und lines of the alarm event. 

New key word MULTI for the element alarminfo 
see chapter Alarm information (alarminfo). 

Dropped key words ACT and VALUE for the element alarminfo 

R 3.2-02 New key word LOCKED for the element alarminfo 
see chapter Alarm information (alarminfo). 

R 3.4 New use_splitter attribute for the alarmview, linelayout and listlayout 
elements 
see chapter Variable field widths. 

New key word GROUPDESC for the alarminfo element 
see chapter Alarm information (alarminfo). 

R 3.6 New key words TOPPRIO and TOPPPRIOACK for the alarmlayout 
element. 

New key word SYSTEMNAME for the alarminfo element. 
New key words MONITORIOSYSLIST, MONITORNAME , and 
MONITORSYSNAMELIST for the statusline element. 
New alarm_top_priority and alarm_top_priority_ack styles for the 
alarminfo, text and spacer attributes from the statusline element. 
New id attribute for the alarmview element in the layout file. 
New '-alarmRepack', '-alarmMonitor' and '-showTopOnNewAlarmTimeout' 
DisplayCenter options 

'-alarmCnf' option renamed to '-alarmLayout'. 

New monitor XML file introduced for configuration. 

 

3.7 Speech output for alarms 
 

The APROL alarm system offers the possibility of speech output via the DisplayCenter's 
AlarmMonitor. 

 Speech output of individually selected alarms - via context menu on the alarm event, 
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 Speech output of all of the alarms shown in the alarm line or AlarmMonitor (context 
menu), or 

 Automatic speech output of all new alarms, which are shown in the alarm line or 
AlarmMonitor. 

A 3rd.-party software license, Loquendo TTS7 (Including the respective license), is necessary 
for the use of this function, which converts text information into a synthetic speech output.  

 

A demo license with a time limitation is present after the APROL system software 
installation, so that the function can be tested and evaluated until the demo license 
expires, even though there is no definite user license. 
The expiry date of the time-limited demo license can be seen in the CaeManager via 
the 'Help / APROL Info Licenses' menu item. 
The TtsServer outputs an audio warning when the DisplayCenter is started for the first 
time if the demo license is being used, and every 10 minutes thereafter. 

The system currently supports the languages German, English, and Chinese (Mandarin). The 
Loquendo TTS7 software installation takes place automatically in the scope of the APROL 
system software installation. 

The 'TTSLicense.txt' license file must be located on the APROL server in the 
/home/aprolsys/APROL/license/LTTS7/ directory. 

 
Information about the Loquendo licensing can be found in the chapter Licensing the 
Loquendo TTS7 software for speech output of alarms 

 

3.7.1 Extension of the alarm layout configuration 
It is possible to configure how, and with which information, the text is to be composed for the 
speech output via the AlarmMonitor's layout file. When doing so, all of the free text and usable 
alarm information in the alarm line such as alarm text, ALIAS text, priority, time of the 
occurrence, etc., are supported. 
 
In order to allow a speech output for alarms, the XML format of the AlarmMonitor's layout 
configuration has been extended. 
Within the 'alarmview' element, the first sub-element can be defined as <speech>. 
In the next structural level, the elements <statusline> (AlarmMonitor's status line), and <line> 
(Alarm output) can be used. 
The <alarminfo> and <text> sub-elements can, in turn, be used for the <line> and <statusline> 
elements. 
The <alarminfo> element can contain the key words (see layout.dtd) for the alarm information or 
for the status information.  
It is not possible to use the 'PICAVAIL' and 'TEXTAVAIL' key words here. 

 
You can find detailed information in the chapter Alarm information (alarminfo) , and Text 
(text) . 

If the speak_new_alarms=true attribute is set for the <speech> element in the layout 
configuration file, an automatic reading of new alarms is activated when the DisplayCenter is 
activated. 
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By setting the enable=true attribute in the <statusline> element you trigger that a status 
message is output each time the list has been processed by the automatic reading. The content 
of this message can be respectively configured. 

 
Illustration 79: Element <statusline> in the AlarmMonitor's layout configuration file  

 
Illustration 80: Element <line> in the AlarmMonitor's layout file 

 

 

B&R supplies you with the 'al_1alarm_2lines_049.xml' and 'al_1alarm_2lines_001.xml' 
example configuration files in the 
/opt/aprol/cnf/DisplayCenter/alarm_layout/ directory. 

These XML files can be used as templates. After storing the modified file in the 
/home/<CC-Account>/ENGIN/cnf/DisplayCenter/alarm_layout/ directory, it 
is available after the download in the corresponding directory in the runtime system. 

 

3.7.2 Use of the Loquendo controls 
It is possible to place pauses in any place of the text, make adjustments to the loudness, the 
speed of speech, or the intonation for the optimization and individual adjustment of the speech 
output. For this purpose it is possible to insert all of the TTS system's controls into the text 
format for the alarm output. 
These controls are control sequences, which are composed of a backslash '\' and a key word. 
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The control sequence can be placed anywhere within the <text> element. 
The following is an example of the use of a control for the creation of a speech pause, as well 
as the change of volume. 
Insert medium speech pause (120 ms): 

Syntax for Loquendo control Example: 

\pause <text>The alarm alias is 
\pause</text><alarminfo>ALIAS<alarminfo> 

 
Raise loudness by 50 percent: 

Syntax for Loquendo control Example: 

\volume+50% <text>This alarm has the priority \volume=+50%</text> 
<alarminfo>PRIORITY</alarminfo> 

Furthermore, the voice and language can be chosen with the Loquendo controls, and audio files 
played. 

 
A comprehensive documentation about the available controls can be found in the 
documentation 'X12 Loquendo User's guide'. 

 
Optional use of the phonetic speech SAMPA: 
In order to optimize the pronunciation of text that has eventually been spoken falsely, the ASCII 
based phonetic Alphabet SAMPA (Abbreviation for Speech Assessment Methods Phonetic 
Alphabet) can be used within the <text> element of the layout configuration file. 
 
Converters that are available on the internet can be used to transfer the text into the phonetic 
language. 
 
The English word 'Alarm' is entered in the 'al_1alarm_2lines_001.xml' configuration file as an 
example of the phonetic alphabet SAMPA. 
 

 
Illustration 81: Use of the phonetic alphabet 'SAMPA' 

 

3.7.3 Speech output via the TtsServer 
The DisplayCenter sends the text that is to be output to the TtsServer.  
The TtsServer synthesizes the text that is to be output and outputs it on the local audio device. 

http://de.wikipedia.org/wiki/ASCII
http://de.wikipedia.org/wiki/Phonetisch
http://de.wikipedia.org/wiki/Alphabet
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The DisplayCenter starts the TtsServer in the language (via '-languageCode' option) in which it 
has been started. Thereafter, the speaker (voice) and the language is set by the TtsServer 
depending on the language settings. 
The respective license for this language must be present on the computer (as a rule the operator 
station). 
 
Allocation country code / Speaker and language: 
049 Voice: Stefan, Language: German 
086 Voice: Lisheng, Language: Chinese 
001 and all other country codes Voice: Simon, language English 
 

 

A TtsServer language change during operation is not possible at the moment. 

After the APROL system's language has changed, it is necessary to terminate the 
TtsServer before the DisplayCenter restarts (with the 'kill' Linux command). 

The TtsServer always runs in the DisplayCenter's operator system, which is started with the '-
enableAlarmTts' option, and makes the local audio device available for the speech output.  
If further DisplayCenter instances are started with the '-enableAlarmTts' option in the same 
operator system, the same instance of the TtsServer is used for speech output. 

 No further TtsServer instances are started in this case. 

 
If the TtsServer finds no valid license file, a speech output is not possible. The TtsServer 
evaluation takes place every 30 seconds. 
 

3.7.4 Interactive and automatic speech output of alarms in the 
DisplayCenter 

The speech output of alarms can be started interactively via the AlarmMonitor's context menu. 
 
You have the following possibilities: 

 Speech output of the alarm underneath the mouse pointer, 

 Speech output of the alarm that was selected beforehand, 

 Speech output of all visible alarms 
i.e. all of the visible alarms in the AlarmMonitor with the current filter setting are read 
aloud. This depends on the number of lines that are shown at the time. 

 
The one-time output of a list of alarms can be stopped immediately at any time with the 'Alarms 
/ Skip pending alarms in the speech output' menu item (or the respective icon in the toolbar). 
Thereby, the queue for the text to be read is emptied. 

 
Illustration 82 

Skip all pending text for the speech output 

 
 
Automatic output of new alarms 



D1 System Handbuch 
3-48 

It is possible to invocate the automatic reading of newly received alarms with the 'Alarms / Read 
new alarms' menu item (or with the respective icon in the toolbar), and as of the planned 
APROL R 3.6, separately for each configured AlarmMonitor. 

 
Illustration 83 

Read new alarms 

As soon as a new list or line is shown in the AlarmMonitor, the new alarms contained in the 
current sorting are read starting at the bottom. The alarms are thus read in chronological order 
with a Time/Priority sorting, 
 

 

With an alarm flood, it is possible that not all of the newly received alarms are 
displayed due to the limited amount of lines. In this case, the alarms that are not 
displayed are also not read out. 
New alarms are only immediately read when the list has really been actualized. 

The following applies to APROL R 3.6: 

Newly occurring alarms are only read immediately, 
a) when the '-alarmRepack' option is used and the display is on the first page (Top) 
or  
b) when the '-showTopOnNewAlarmTimeout' option is configured with the value '0' 
so that the list is actualized immediately. 
 
It is therefore not possible to use the speech output as the only form of monitoring the 
system! 

It only serves to point out irregular states, which imply a visual analysis on a monitor! 

If the speak_new_alarms=true attribute is set for the <speech> element in the layout 
configuration file, an automatic reading is activated when the DisplayCenter is activated. 
By setting the enable=true attribute in the <statusline> element you trigger that a status 
message is output each time the list has been processed by the automatic reading. The content 
of this message can be respectively configured.  
 

 
Illustration 84: Menu guidance in the DisplayCenter for speech output of alarms 

The following message is output in the DisplayCenter when calling the speech output if no 
Loquendo license is present: 
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Illustration 85: Message in the DisplayCenter with a missing Loquendo license 

In this case (no license), an entry that contains the text to be spoken is made in the APROL 
system messages instead of that the text is transferred from the DisplayCenter to the TtsServer. 

 
Illustration 86: APROL system messages if the speech output is not possible  
(E.g. with a missing Loquendo TTS7 license) 

A warning is also written in the APROL system messages if the TtsServer cannot open the 
audio device for reading. 
Internal error message for the LTTS7 library written in the 
/home/aprolsys/tmp/LTTS7_error.log file. 

 

3.7.5 Limitations 
The speech output always takes place on the computer's audio device, on which the 
DisplayCenter is executed. 

Only the first Linux user (APROL system) that logs into the graphical user interface 
(KDE) on this computer obtains the access rights to the local audio device. 

If several APROL systems are present on the computer, it may be necessary to log out of all 
of the systems, and then to log into the operator system from which the DisplayCenter for 
speech output is to be started. 
For this reason, no speech output is possible on a remote system where a DisplayCenter 
that has been started via remote access. 
This concerns the following situations: 

 
A DisplayCenter that has been started from another APROL system via StartManager 
(E.g. from the engineering system on the same computer), 

 
Starting the DisplayCenter via krdc or VNC 

 
Further limitations are: 

 
The activation of the automatic speech output of new alarms in several DisplayCenter 
instances in one APROL system should be avoided. 

The order of the output during a simultaneous output of both instances cannot be 
controlled, and is interrupted in certain circumstances. 
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The activation of the automatic speech output of new alarms when sorting the list 
according to priority is not possible. 
The sorting of the list according to time is not possible in this view, so that a 
chronological speech output is not possible. 

 
If the alarm text is not available in the language, in which the DisplayCenter has been 
started, the text is read by a reader of another language. 
This leads naturally to incomprehensible speech output and can furthermore lead to 
false output by the interpretation of numerical values. 

 
 

3.7.6 Licensing of the Loquendo TTS7 software for speech output for 
alarms 

 
The licensing must be carried out once on each computer where the DisplayCenter outputs 
speech for the alarm system. 

The licensing that has been performed is retained after an update of the APROL system 
software. The license file must be saved before an already licensed Linux computer is 
completely newly installed (Linux operating system). 

 

Information about the Loquendo TTS7 software, the licensing, as well as the 
license regulations can be found in the APROL system environment in: 
1. KDE menu 'Tools / LooquendoLicenseManager (Licensing speech output)' --> 
Loquéndo Tool for Licensing 
The description that is available is opened. 
2. CaeManager: 'Help /License information' menu  
-->License regulations 
 
3. Start page of the APROL documentation:  
Manual 'X12- Loquendo User's Guide' --> Information about the use of the Loquendo 
controls for controlling the speech output. 
4. APROL documentation 'D1 System manual', chapter Licensing of the Loquendo 
TTS7 software for licensing alarms 
--> the description for licensing procedure 

 
Proceed as follows for licensing: 

Step: Description: 

1 please open the LoquendoLicenseManager with the "Tools / Licensing speech 
output (LoquendoLicenseManager)" KDE menu. In this case, the 
LoquendoLicenseManager is opened from the console. 

2 Please enter your own PIK (product key) according to the B&R license documents. 
Please enter your e-mail address. 



Configuration of the AlarmMonitor via XML 
3-51 

 
Illustration 87 

3 A 'LoquendoLicenseRequest.txt' file is created in the home directory of the 
APROL system, which amongst others, contains computer-specific coded 
information. 

4 Please transfer the 'LoquendoLicenseRequest.txt' file to a computer with an 
internet connection. 
This can also be a computer with a Windows operating system. 

5 Start a browser and enter the following URL: 
http://licensing.nuance.com 

6 Confirm with the 'Loquendo Licensing' link. 
7 Please enter the product key 'PIK' that you know (according to the B&R license 

documents), and confirm the procedure with [OK]. 
8 On the following page, please choose the 'LoquendoLicenseRequest.txt' file in 

the file system with the [Search] button. 
Click on the [Load] button, and then on [Get License]. 

9 After waiting for a short time, the computers that are to be licensed are listed on 
the following page under the 'Your license' entry.  
Please click on the 'Download license' column, on the entry of the computer that 
is to be licensed. 

10 By doing so, a *.sh (Shell script) file is transferred to the computer via download. 
This file has the following nomenclature:  
<Product Key>_<Loquendo release>_<Host name>_TTS_Shell.sh 
Transfer the downloaded file to the computer (Operator station) for which the 
license is intended. 

11 Make the file executable with the following Linux command: 
chmod +x <File name> 

12 Then please execute this file as the 'root' Linux superuser. 
13 A 'TTSLicense.txt' license file is stored in the /opt/Loquendo/LTTS7/ directory with 

help of the script. 
14 Copy the 'TTSLicense.txt' license file into the /home/aprolsys/APROL/license/LTTS7/ 

directory. 
15 The licensing is now finished. 
 

 
The Loquendo TTS7 software licenses can be obtained from B&R with the material 
number AP.ACC-1476. 

http://licensing.nuance.com/
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3.7.7 Components of a TTS system 
TTS (Text-To-Speech) systems are always composed for two components, hereafter called NLP 
and DSP: 

 NLP (Natural Language Processing):  
= Conversion of text in phonetics and prosody description. 

 DSP (Digital Speech Processing): Speech engine:  
= based on the output from the NLP components, the synthesis of the speech signal is 
performed. 

 
Prosody encompasses the entire speech-specific properties such as, for example, accent, 
intonation, or pauses (in speech). 
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4  Offline engineering 
 
. 

4.1 Introduction to offline engineering 
 

 The installation of an APROL patch is only possible when no offline stand is 
checked out. All of the project parts that have been checked out must be checked in. 
Only thereafter is it possible to carry out the installation of an APROL patch in online 
mode! 

Offline engineering supports the regional and logically separated engineering performed by a 
user team in the context of an APROL CAE database. 

The following cases, amongst others, lead to offline engineering in APROL: 
 

 
In a large project with several users, it's often the case during the project design phase 
that a user has to edit project elements from the entire project outside of the engineering 
area. 

 
The system requires complete engineering with one Engineering system for step-by-step 
commissioning and corrective measures.  
If the user team is more than one person, then the Engineering has to be expanded 
outside of the system to provide the result back to the system when finished. 

 
In both of these cases, it's possible to copy the entire engineering environment and continue to 
work in both the copy and the original. However, this can only be done with a large degree of 
consultation between the users. 
This requires a very good knowledge of the caedb merging, which allows project elements to be 
put back together properly. 
 

4.2 Solution 

Offline engineering was developed in APROL to solve the issues listed above. It provides 
users with the tools needed to edit project elements quickly and smoothly, regardless of their 
location. This takes place in the online environment by clearly blocking off project elements 
that should be checked out in the offline environment. Only the elements are released in the 
offline environment that have been checked out. 
 
Offline engineering provides the following advantages: 

 
Checking project elements in and out is secured by the authorization system provided in 
APROL and prevents unauthorized transfer of project know-how. 
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A status indicator shows whether project elements are currently checked out or whether 
all elements can be edited in the original without limitations. 

 
New project elements can be added in both the online and offline environments. 

 
The entire CAE management system (user management, assigning user rights in the 
project, operator management) is present in both environments. 

 
The entire project is available in both environments. 
Online environment:  Checked-out elements are read-only, otherwise with write access 
Offline environment: Read access to all elements, write access to checked out parts. 

 
Smooth management in APROL for recombining both environments (offline and 
online). 

 

 
Illustration 88: Opening offline engineering 

 

4.3 Requirements for offline engineering 

 
The user checking in or out in the online and offline environments, must be logged in 
to the Engineering system exclusively while conducting this activity.  

 
The user must have the rights for offline engineering: 
Read (R)   =  Read from the database (check out) 
Write (W) = Write to the database (check in) 

 
Both APROL Engineering systems must be the same release and build. 

 
An Engineering system must be present in the offline environment. 
If a preconfigured Engineering system (created with AprolConfig) is present, then you 
must know the password for root (the root user in Engineering). You can use this to 
install the offline environment in a preconfigured Engineering system. 
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 When performing offline engineering, no updates or upgrades can take place in the 
respective offline and online environments! 

 
In an extreme case, the following scenario is possible after assigning rights accordingly:  

Environment Changes Rights 

Online engineering User A changes a CFC. Rights from user 
management and project 

Online engineering User B locks this CFC and checks it 
out. 

Offline engineering R 

Offline engineering User C starts offline engineering. Offline engineering W 
Offline engineering Users A, B, C, and D make changes.  Rights from user 

management and project 
Offline engineering User C stops offline engineering. Offline engineering R 
Online engineering User D checks in. Offline engineering W 
Online engineering User A enables all changes and adds 

them to the project. 
Rights from user 
management and project 
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4.4 Structure of offline and online engineering 
The following image shows the general structure of offline and online engineering after and 
during distribution: 
 

 Online environment  Offline environment 
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2  
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Illustration 89: Workflow in offline engineering 

4.5 Preparation for offline engineering and checking out 
 
. 

4.5.1 Locking the necessary project parts 
Offline engineering is not possible without locking project elements. This determines which 
project and database elements are provided for offline engineering. 
The user doing the locking and checking out has no effect on the subsequent offline 
engineering. It's only important that all of the elements locked by this user are later checked out 
of the offline environment and re-checked into the online environment. 
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 Project parts, folders, the entire CAE project, and an entire library can be locked.  
The higher-level directory in which a project part is to be created must be locked in 
order to create a new project part normally, or with cut & paste, in the offline 
engineering. 
If a directory is locked and checked-out then a project part cannot be created in online 
engineering. Locking directories is necessary so that the name space within the 
directories is preserved. 
Locking directories optionally locks (must be confirmed explicitly) all of the sub-
directories and project parts there under recursively. 

 

4.5.2 Checking out the necessary project parts 
This procedure is started with the menu item 
'File / Offline Engineering / Check out project parts'. In this procedure, all project elements 
that were locked earlier by the currently logged in user are marked as checked out. This means 
that all checked out elements can no longer be edited in the online environment. The offline 
engineering mechanism in APROL ensures this. 

 The mechanism for checking out for offline engineering falls back on the elements of the 
backup mechanism of APROL. 
Information about additionally incorporating engineering components for the backup can 
be found in the APROL documentation "B2 Project Engineering".  

 
Versions that have the version status Modified cannot be checked out. The system recognizes 
this case and asks whether the Modified status for all found project elements should be 
versioned.  
 

 If the question stated above is answered with "no", the checking out procedure is 
aborted for security reasons! 

 
Conditions for preparing the creation of the import file for offline engineering: 

 
Possession of rights for offline engineering 

 
Locking project elements for offline engineering 

 
All project elements for offline engineering must be versioned. 

 
If all the conditions above for checking out are met, then the user is assigned a unique signature. 
This signature is also used to identify the offline database that is now created. This establishes a 
clear and unique connection between the online and offline environments.  
Check out project elements creates a copy of the caedb, which is then compressed into an 
archive with the respective engineering environment. The file created in this was has the name 
ENGIN_OFFLINE_<APROL-Release/Build>_<Computer-rname>_<APROL-
System>_<User>_<Date>_<Timestamp>.tar 

and is in the directory 
/home/<CC-Account>/APROL_CAE_OFFLINE 
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The archive can only be transferred to the engineering system in the offline environment. 
 

 Items can only be checked out once per user! 
Checking out from the same online engineering can be done multiple times! 

 

4.6 Working in the online environment 
. 

4.6.1 Further work in the engineering environment 
Engineering in the online environment can now continue as before. The only limitation is that 
checked out components cannot be changed. 
Functionalities such as these are possible at any time. 

 
Adding project components 

 
recompile 

 
Generating tasks 

 
Download 

Directly working on the project is not limited. 
 

4.7 Working with and exiting offline engineering 
 

4.7.1 Start offline engineering 
To begin working with offline engineering, an Engineering system that has the same release and 
build as the online environment must be present on a computer. In addition, the user making 
changes must have the W right for offline engineering. 
 
If a preconfigured Engineering system (created with AprolConfig) is present, then you must 
know the password for root (the root user in Engineering). You can use this to install the offline 
environment in a preconfigured Engineering system. 
This procedure is started with the menu item 
'File / Offline Engineering / Start Offline Engineering'. After selecting the offline archive, 
exclusive access to the current engineering system (offline environment) is checked. Since the 
entire current engineering environment is replaced by offline engineering, it's not allowed for any 
other application to access this engineering system at this point.  
Now a backup of the current engineering is created before the offline archive is decompressed. 
If this process is ended without errors, the CaeManager is restarted and work can begin on the 
project now that it's in the offline environment. 
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 If an error occurs – e.g. importing the offline environment fails – the previous engineering 
environment is restored. 

 
 

4.7.2 Carry out offline engineering 
Engineering in the offline environment can now continue as before. The only limitation now is 
that elements that are not checked out are available, but they may not be changed. 
Functionalities such as these are possible at any time. 

 
Editing the elements identified when checking out 

 
Deleting and restoring checked out project elements (recycle bin) 

 
Adding project components 

 
recompile 

 
Generating tasks 

Directly working on the project is not limited. 

 
Illustration 90: Available for editing / edited in offline engineering 

 All checked out project elements are marked with a green '!'. If they are being edited, the 
color changes from green to yellow. 

 

 Project elements that are not explicitly marked may not be edited. For these 
parts, it's not possible to trace the changes in the online environment. This 
includes, e.g. all other non-versioned parts in the engineering. 

 

 In offline engineering, you can't check out elements for another offline 
engineering session! 

 

 Configuration tips point out things that should be taken into account in offline 
engineering. 

The following table provides an overview of changes that are allowed in project elements that 
have been released for offline engineering: 

Project element Changes 
allowed 

Note 

Hardware CC Yes If identified for offline engineering.  
When configuring CC modules, be aware of 
limitations of files in the file system! 

Hardware controllers Yes If identified for offline engineering. 
When configuring B&R module references in 
3rd-party connection, be aware of limitations of 
files in the file system! 
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Project element Changes 
allowed 

Note 

CFCs Yes If identified for offline engineering. 
Static process graphics Yes If identified for offline engineering. 
Dynamic process graphics Yes If identified for offline engineering. 
Equipment Yes If identified for offline engineering. 
Parameter set template Yes If identified for offline engineering. 
Project modules Yes Importing project modules only. 
   
User rights No Changes are lost. 
Operator rights No Changes are lost. 
Project part name No Changes not possible 
Instance name No Changes not possible 
Files in the file system No E.g. 

Central Python module 
Alarm line configuration 
These changes are present in the archive, but 
must be inserted manually into the 
engineering. 

Configurations for 
applications on the 
Engineering system 

No E.g. 
dynamic.list, ControllerManager configurations 
These changes are present in the archive, but 
must be inserted manually into the 
engineering. 

 

 The table above is not necessarily complete. Only the project elements marked with 
Yes can definitely be modified if they have been checked out for offline engineering. 

 

 If new project elements are created in offline engineering, make sure that there are no 
overlaps with online engineering. If there is a conflict, it can only be solved by changing 
one of the two environments. 

 
In offline engineering, assigning versions is done from the online environment. That means: e.g. 
for element XYZ, version 2.4 (from the online environment) becomes 2.5 and 2.6, etc. If version 
2.7 of element XYZ is checked in, then the temporary versions are not carried with it. They are 
ignored when checking in. The following applies for the XYZ element: 
Version 2.7 of XYZ is added as Modified to version 2.4 in the online environment. When a 
version is made, it receives version 2.5. 
 

4.7.3 Finish offline engineering 
To exit offline engineering, the user must have the R right in offline engineering. A working 
version (Modified) may not be among the project elements released for offline engineering. If this 
does happen to be the case, let the system know and assign the version if desired. 
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This procedure is started with the menu item 
'File / Offline Engineering / Finish Offline Engineering'. Versioning the status modified is 
possible when finishing (see chapter Preparation for offline engineering and checking out, point 
checking out project part). After creating an archive of the offline environment being worked, the 
previously saved engineering environment on the Engineering system is restored. 
The Start – Edit – Close process for the offline environment can be repeated until the offline 
engineering has been checked back into the respective online environment! 

 If the result of offline engineering is brought back into the online environment, then 
offline engineering can no longer be continued. All subsequent changes made in 
offline engineering can therefore not be added to the online environment. 

 

4.8 Merging offline and online 
. 

4.8.1 Checking in the edited project parts 
The user must have the W right for offline engineering to check in elements. After selecting the 
offline archive, the signature it contains is compared with the one in the online database. 
If the signatures match, then the changes made in the offline engineering are applied to the 
online engineering if desired.  
 

 Changes can only be applied on an all-at-once basis. If an error occurs when checking 
in, then the entire check-in procedure is aborted. 

 
All of the project elements checked in from offline engineering are inserted into the online 
engineering with the working version Modified regardless of the version in the offline 
engineering. In addition, all elements are marked with a CAE message (blue triangle) to indicate 
that they come from offline engineering. This indicator can be removed if desired.  
 

 
Illustration 91: Offline engineering checked in and work version 

Also see chapter Working with and exiting offline engineering, point carrying out offline 
engineering. 
 

4.8.2 Checking, activating, and compiling the project parts 
The project elements now exist in the online environment as a working version (Modified). Now 
your task is to check these elements with the system, create a version, activate them, and 
compile them. If necessary, generation processes have to be carried out. 
 
Downloading to the corresponding systems and controllers represents the last step. 
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4.9 Offline engineering with project-specific data reduction 
The 'Project-specific CaeBackup with data reduction' option especially supports the external 
editing of a CAE project from an engineering database with several projects and/or libraries. 
 
When using this option, the other 'Consider the generated data from projects and libraries' 
and 'Consider the as-built documentation of the CAE libraries and the existing project 
documentation' options are deactivated automatically and are also made insensitive. 
These data are thus omitted from the backup and the CAE database is reduced in size. 
 

 
Illustration 92: Offline engineering with project-specific data reduction 

The archive that is created when using the project-specific data reduction contains: 
 

 
only the CAE project that was chosen when the checking-out of the project parts took 
place, 

 
only the CAE library blocks that were being used in this project, 
(existing labels from the CAE library are not saved with the rest) 

 
only the newest and / or activated versions of all project parts, 

 
only the project data without a generated part and without documentation 
(E.g. without the /GENERATED directory) 

 
The data transfer to an external service provider can eventually be accelerated with the data 
reduction. 
 

 The amount of reduction depends on the number of libraries used in the CAE project and 
the number of versions that exist. 
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5  IosDiagnosticManager 
 
The analysis of the process database (Iosys) is supported by the IosDiagnosticManager. This 
GUI application unifies all functions of the 'Iosys tools' and offers many other functions (e.g. 
signal generators) to influence PVs for diagnostic purposes. 
The IosDiagnosticManager is opened via the 'Diagnosis / IosDiagnosticManager ' KDE menu. 

 

The use of the console applications 'Iosys-Tools' or the GUI-based 
IosDiagnosticManager allows you to look into the Iosys data base, and manipulate the 
data localy or on a remote Iosys. 

You obtain a short overview of the current system state. 

 

 These Iosys tools are only allowed to be used by an experienced user. They do not 
replace the normal operation via the GUI applications and are not allowed to be used 
for a normal process control. 

 

5.1 Notes on support of multi-runtime systems 
A multi-runtime system is composed of several runtime systems which belong to one CAE 
project and are configured therein. 
That means that the PVs are distributed over several Iosys systems in one CAE project. 

 
Detailed information about multi-runtime systems can be found in manual 'B2 Project 
Engineering', chapter  Multi-runtime systems in APROL 

Both the console applications 'Iosys tools' (such as IosEv) and the IosDiagnosticManager can 
record and display PVs and clients from the different runtime systems of a CAE project. 
 

5.2 General information about using the IosDiagnosticManager 
The GUI is split into two parts and offers you the followign possibilities: 

 
The left part displays the Iosys clients and the PVs registered in the Iosys. 
You can use wildcards and the Levenshtein distanz to filter the Iosys clients and Iosys 
PVs. 
The view can be switched between a flat list and a tree structure. 

 
The right part displays the Watch window. The events (change-events) of the 
(observed) PVs are displayed here. One or more Watch windows can be created. 

 

 
Use the 'Extras / align View Vertically' menu item to order the above mentioned areas 
above one another. 
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The following actions can be carried out on PVs in the IosDiagnosticManager: 

 
Display all PVs (which are registered in the connected Iosys) 

 
Change the attributes of a PV(value, type, status) via Properties dialog or Signal 
generator 

 Display of change events 
- in the dynamic Watch 
- in the static Watch 

 
Display of the online trend for a PV 

 
Opening AuditTrail for a PV 
Each time the attribute of a PV is changed with the IosDiagnosticManager, an AuditTrail 
entry is made. 
These changes are recorded in the 'External process control' action group and allow a 
specific filtering of the AuditTrail report. 

 
Creation of PVs 

 

5.2.1 Iosys clients / Iosys PVs 
A connection must be established to the corresponding Iosys for each 'APROL system'. Use 
the 'Iosys / Connection to Iosys' menu item for this purpose or the context menu entry of the 
selected runtime system with the same name. 

Either the clients of an 'APROL system' (via context menu) or all clients of all 'APROL 
systems (menu item 'Iosys / Load all Clients') can then be loaded. 

 
Iosys clients are all applications (e.g. DisplayCenter or drivers) which are running in this 
APROL system and are connected to the Iosys. 

The loading of the PVs for each 'APROL system' or all 'APROL systems' is made in the 
same way. 



IosDiagnosticManager 
5-3 

 

Illustration 93: IosDiagnosticManager 

 

'Iosys clients' tab: 
The 'Iosys clients' view is helpfull to find out which, or how many, applications access the Iosys 
from which server or operator station (by specifying the CC-Account, dispolay, host). 
The entries in the 'Iosys clients' tab can be displayed in a list or tree view (default). The clients in 
the tree view are displayed under the corresponding runtime system. 
The entries can be exported in different fromats (CSV, TXT, XML) via the context menu. 

 

You can then access the exported data in a Windows environment, for example with 
Excel. 
This makes sense, for example, for commissioning and acceptance documentation. The 
scope of the clients after the commissioning phase is thus documented. 

 
'Iosys PVs' tab: 
The entries in the 'Iosys PVs' tab can be displayed in a list or tree view (default). The PVs in the 
tree view are displayed under the corresponding runtime system. 
After the PVs have been read ('Load PVs' or 'Load all PVs'), only the PV names are shown. 
If other PV attributes are shown, the PV must be selected in the list and then registered via the 
'Register PV' context menu or the properties dialog ('PV will be registered automatically). The PV 
status, PV type, live value, and signal are then displayed as further PV attributes. 

 A PV is registerred automatically when it is dragged and dropped into a Watch. 

The number of listed PVs (taking the Levenshtein distance into account) and the total amount of 
PVs read are displayed in the label of the 'Iosys PV' tab. 

 This is the same as the behavior in the 'Iosys Clients' tab (with respect to the clients). 

This behavior in the 'Iosys Clients' tab is the same. 
A PVs properties dialog is dynamic, i.e. the values displayed are refreshed in the dialog after a 
change event. 
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Illustration 94: PV properties 

 
The last twenty values from the 'Value history' drop-down list are recorded in a ring buffer. A 
selected list value is adopted in the 'Desired value' input field. Changes which are made are 
carried out after the [Adopt] button is pressed. 
 

5.2.2 Static / dynamic Watch 
A new Watch window is created via the 'Watch / New <dynamic | static> Watch' menu. 

 An additional PV composition can be made in a new Watch window. 

 

Illustration 95: Creating a Watch 
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The dynamic Watch shows an incoming event for each inserted process variable as a 
separate entry within a list view. Each entry contains the actual attributes and corresponding 
values of the process variable at the time point of the event. 

 Explanatory tool tips are available on each column heading (e.g. PV type or PV status). 

The list grows with each incomming event. Incomming events are always at the top. The time 
factor is relevant for this view. 
The corresponding runtime system instance name is shown in the 'PV Name' column after the 
'@' character. 

 

Illustration 96: Dynamic Watch 

The columns which are to be displayed can be selected via the column header context menu. 

 

Illustration 97: Showing / hiding columns 

 
The dynamic Watch can be used to record and analyze processes / analysis of 
dependencies in the runtime behavior of signals. 

 

The static Watch shows a list view of exactly one entry for each inserted process variable.  
When an event occurs for one of the inserted process variables, the atributes, and values of the 
existing entry is updated. 
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Illustration 98: Static Watch 

The corresponding runtime system instance name is shown in the 'PV Name' column after the 
'@' character. 

 
The statistic Watch can be used to monitor PVs over a longer period of time. It is 
suitable for identifying signal jumps together with the online trend. 

 

5.2.2.1 General information about using the Watch window 

 
Adopting a Watch window: 
A name can be assigned to a Watch  
(double-click on the Watch tab or via the respective context menu). 
It is possible to rename a Watch window, in order to give the PV composition a descriptive 
name. 

 
A watch can take on the following states: 
- active (i.e. started, incomming events are displayed) 
- inactive (i.e. stopped, occuring events are not displayed) 
Initially, a Watch is inactive. A watch can only be active when at least one PV is inserted. 
The state and number of change events is displayed in the Watch tab. 

 
Adding PVs: 
A PV can be inserted into a Watch via the 'Iosys PV' tab, 'Observe PVs' context menu, a 
double-click, and drag & drop. 

 
Save composition: 
The composition of the Watch process variables can be saved in a file. The names of 
listed process variables is saved (PV sub-set). This offers the possibility to re-load the 
variable composition into a Watch at a later stage. 
A Watch which has been saved can be loaded with the 'Watch / Load Watch' menu item. 
A file selection dialog is opened to select the composition stored in the file system. 
The Watch name is used as the file name when saving (or exporting), and is restored 
when loading. 
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Export / Printout: 
The information in a watch can be exported into a file and printed via the context menu or 
the toolbar. The output formats CSV, TXT, and XML are available for the export. 
You can then access the exported data in a Windows environment, for example with 
Excel.  
An export allows you to provide and transfer data for the support, amongst others. 

 
Trigger a separate window: 
A separate Watch window can be positioned freely for a better overview, as is usual in 
APROL. 

 

5.3 Use of a signal generator 

 
Motivation for the use of a signal generator: 
The course of a signal can be simulated (e.g. sawtooth) with the signal generator, for 
example, during the commisioning phase. 

Signal generators can be created and configured independently of the PVs. The signal generator 
configuration can be made in the IosDiagnosticManager with the help of a wizard. 
The wizard is in the 'Signal Generator / New Signal Generator' menu. 

 
Illustration 99: Create signal generator 1/2 
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Illustration 100: Create signal generator 2/2 

 
A signal generator which is configured or loaded from a file can be assigned to one or more 
PVs of the same IEC data type. 
 
The signal generators which have already been created are shown in an overview ('Signal 
Generator / Show Existing Signal Generators' menu). 
Further PVs can be added to a signal generator via the PV context menu or darg & drop from 
the overview dialog (only if the IEC data type of the PVs is the same). 
Individual PVs can be unregistered from the signal generator via the 'Unregister PV from Signal 
Generator' context menu. 

 

The start, stop, configuration, and PV value change of a signal generator is recorded in 
AuditTrail ('External process control' action group). 

The use of a signal generator can be filtered in AuditTrail. 

 

 
Illustration 98: Logging in AuditTrail ('External process control' action group) 

 
The following signal types are available depending on the selected Iosys type: 

 
Cyclic Step Saw tooth 

 
Ramp Toggle Sine 

 
Random  Triangle History 
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5.4 Write PV values to the Iosys / evaluate from Iosys 
It is possible to export the contents of a defined process variable from a local, or remote, Iosys 
with this function. There is the possibility of importing this (or a self-created) list back into the 
system. 

 
For error analysis, the created list shows the status of defined PVs at a certain point in 
time. 

Two files must be selected after the function has been started.  
The first file (list file) must contain the names of the relevant process variables (one PV on each 
line). 

 
Illustration 101: Write PV values to the Iosys / evaluate from Iosys (step 1) 

The value of the respective PV is saved in the second file (data file) in the case of an export (one 
value in each line): If it is an import, values which are written to the respective PV must exist in 
the second file. 

 
This functionality is the same as the 'IosInOut' command line application. 

Examples of its use can be found in chapter IosInOut. 
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Illustration 102: Write PV values to the Iosys / evaluate from Iosys (step 2) 
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6  Iosys HTTP interface 
 
. 

APROL supplies an Iosys HTTP interface  

 
for accessing Iosys data from external systems 

 
for accessing Iosys data from web sites 

 

6.1 General information 
The IosHttp application is configured in the CC modules and is started per default on each 
runtime system. 

6.1.1 IosHttp application 
The IosHttp application accepts HTTP post requests from a defined TCP port (via the 
'-portOffset' command line option). The specified offset is based on the default port 55590. 
The reading and writing of Iosys variables are possible requests. 
The Iosys that is specified when starting the IosHttp is always contacted ('-iosys <host:port>' 
command line option). 
 

6.1.2 Web server configuration 
Access from an external computer must take place via the Apache server. This acts as a proxy 
server for the requests to the IosHttp and forwards them to the responsible IosHttp. 

The '<Projektname>_IosHttp.conf' include file is generated for the 'apache2.conf' and 
loaded on all control computers, and contains the assignment of the desired runtime system to 
the port of the correspoding IosHttp. 

The include file is in the directory /home/aprolsys/APROL/cnf/apache2/. 

 

6.2 Detailed information 

6.2.1 Request - Specification 
The following requests are accepted by the IosHttp (on the specified port). The 'get' and 'post' 
HTTP methods can be used. If 'post' is used then the parameters must be transferred in the 
'application/x-www-form-urlencoded' MIME type. 
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URL Query - Parameter Meaning Response 
Data 

/iosys/<projec
t 
name>/<runti
me system 
instance>/xml
/get 

id=<pv1>,<pv2>,... or  
id=<pv1>&id=<pv2>...;fld=<bit 
mask> 

Query of the current values for 
the specified Iosys variables 
(Data of the last event) 

XML format 
(see below) 

/iosys/<projec
t 
name>/<runti
me system 
instance>/jso
n/get 

the same as /iosys/xml/get As in /iosys/<project 
name>/<runtime system 
instance>/xml/get 

json format 
(see below) 

/iosys/<projec
t 
name>/<runti
me system 
instance>/set 

<pv1>=<value1>&<pv2>=<valu
e2>&... 

Set the stated Iosys variable to 
the specified value. 
The type is detected 
automatically from the value that 
is transferred: 
Number without '.' and without 
'e,E' : IosType_INT 
(IosVar_set_int),  
Number with '.' or with 'e,E': 
IosType_REAL(IosVar_set_real)
, 
otherwise:  IosType_REAL 
(IosVar_set_string)  

no data 

 
The 'fld' parameter serves to control the attribute (bit mask: see the table below) that is 
contained in the response.). 
 
Response HTTP status code and explanation: 

Status Explanation 

200 OK 
204 OK, no content  (always with /iosys/set requests) 
400 bad request (erroneous query, e.g. false query parameter) 
404 not found (path not specified as above) 
410 recource timeout (Validity of the token expired), see below 
500 Internal error 
502, 503 Iosys could not be contacted. 

 

6.2.2 Response formats 

6.2.2.1 XML format 
<?xml version="1.0" encoding="UTF-8" ?> 
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<points token="<Character string>"> 
    <point ts="<zeitstring>" id="<pv>" nr="<nr>" uts="<unix-timstamp>" ty-pe="<iosys-type>" val="<wert>" flags="IVSQFP" /> 
    <point  .... /> 
    <point  .... /> 
    ...... 
</points> 

 
A 'point' node exists for each ID that is specified in the query. The attributes can be directories 
can be taken from the table below. 
 

6.2.2.2 json format 
The json format can be selected. 

 See 'www.json.org' for detailed information about the json format. 

 
[ {'token': '<character string>' } , [{ 'ts' : 'time string' , 'id' : '<PV>' , 'no' : 0 , 'uts' : unix time stamp , 
'type' : iosys type , 'val' : '<value>' , 'flags' : 'IVSQFP'} , { ..  }, { ..}  ]  ] 
 
Array with 2 elements: 
1. Element: Object with the name 'token' and value character string (see below) 

2. Element: Array of objects. An object exists for each ID that is specified in the query.  
The objects have the following attributes: 

 

Attribute Meaning Default in 
Response?  
(without 'fld' 
attribute in the 
request) 

Control bit in the 
'fld' parameter  

ts Time stamp of the last 
Iosys event in the 
form 'yyyy-mm-dd 
hh:mm:ss.mmm' 

x 0 

id Name of the Iosys 
variables 

x 1 

val Value of the Iosys 
variables (last event) 

x 2 

flags Status of the Iosys 
variables' flags. 
Format: IVSQFP 
with idle (I), valid (V), 
sourced (S), source 
(Q), force (F), 
persistent (P) 

x 3 

type Type of the Iosys 
variables: 
IosType_NONE   = 0 , 

- 4 
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IosType_INT    = 1 , 
IosType_REAL   = 2 , 
IosType_STRING = 3 
, 

uts Unix time stamp of 
the last Iosys event 
(microsecond 
precision) 

- 5 

nr Position of the ID in 
the query.    

- 6 

 
Notes: 
No error is reported if the variable is being provided, even though 'set' does not provoke a value 
change in this case. 
Attributes can be omitted if they do not exist. E.g. If the variable does not exist, 'val' is missing 
(Status: idle). 
 
HTTP status code and explanation: 

Status Explanation 

200 OK 
204 OK, no content  (always with set requests) 
400 bad request (erroneous query, e.g. false query parameter) 
404 not found (path not specified as above) 
410 Recource timeout (validity of the token expired), see below 
500 Internal error 
502, 503 Iosys could not be contacted 

 
The 'token' attribute 
If a fixed list of variables should be queried in a short space of time, then the amount of data that 
is to be transferred can be reduced with the following technique, and the 'Long Polling' technique 
can be used. 
 
I) The complete list of the variables that are to be queried (ID list) is transferred in the first 

request. 
II) The one token ('token' attribute) is contained as a character string in the response. This 

remains valid for a short time (10 s). 
III) The client only sends the token in the subsequent requests, instead of the ID list. The 

validity is extended. 
IV) The response normally contains the same token.  

If an error occurs (HTTP status not equal to 200), the token is invalid. E.g. if more than 10 
seconds pass since the last token usage. The ID list be re-transferred completely in a new 
query. 
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V) A new token is contained in the response. 

 
'Long Polling' technique 
The response to a request which uses a token takes place either 

 
immediately, if a change of value or status has taken place for the monitored variable 
since the last usage of the token, 

 
or after the arrival of the next Iosys event on one or more of the monitored variables 

 
but after 10 seconds at the latest 

Only the variables where the value has changed since the last query are contained in the 
response! 
 
The technique is know as 'Long Polling', and offers a sort of event driven behavior. 
 

 Please note, it is not possible to guarantee that all Iosys events of the monitored variables 
are reported. A registration of all Iosys events cannot be ensured for a client application! 

 
Example of a query: 
wget -q -O - "http://localhost/iosys/<project name>/<runtime system 
instance>/json/get?id=ottemobil_IdleStatePercent;" 

 
IosHttp configuration file: 
The connection configuration for the IosHttp server is distributed with a download. 
 
The '<project name>_IosHttp.conf' configuration file is created in the 
/home/aprolsys/APROL/cnf/apache2 directory during a download. 
 
 
Content of the file: 
Each runtime system has a line in the syntax  
ProxyPass/iosys/<project name>/<runtime system instance>/ http://<server host name, where 
the runtime system is located>:<port number>/iosys/ 

6.2.3 HTML test page with system variables 

A test page can be opened with the URL https://<runtime 
cluster>/ioshttp/iosys.html. 

There are some system variables displayed on the test page which are constantly refreshed with 
asynchrone Java script query (AJAX). 
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7  Iosys connection 
 
. 

7.1 Configuration of an Iosys connection 
Amongst others, it may be necessary to make project variables available in a project -spanning 
manner. 
The Iosys connection allows a read and write access to the project variables of another CAE 
project, and therefore an exchange between two Iosys in two different projects. 
The following steps are necessary for the configuration of an Iosys connection: 
Step Action 
1 Definition of the variables: 

Configuration of gateway variables in the 'APROL system' project part, section 
'APROL connections', on both communication partners. 
Attention:  
Identical variable names are to be used in both CAE projects 

2 Definition of the write direction: 
'Input or output' variable type of the configured gateway variable in the 'APROL 
system' project part. 

3 Definition of the CAE project that is to be contacted: 
Configuration of the Iosys '-export' option on the source or target runtime system 

4 Creation of the configuration file on the runtime system where the '-export' option 
was configured. 

 

7.1.1 Definition of the variables 
1. Configuration of the variables in the source system 
Open the 'APROL system' project part on the source system and select the 'APROL 
Connections' section. 
Create a new connection in the 'Device-free connection' with the 'New' context menu. The 
name for the connection can be freely selected, e.g. 'Iosys2Iosys'. 
Select the newly created connection entry and create a new gateway variable in the 'Variable' 
entry. 
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Illustration 103: Configuration of the gateway variables in the source system 

The 'Mode' and 'Type' fields must be configured in all cases.  
The communication direction is specified with the 'Mode' (input or output). 
A gateway variable that is written / set in the project of the source system is configured as an 
output and must be configured in the project of the target system an input as it is read there, and 
vice versa. 
Specify the IEC type of the gateway variable in 'Type'. 

 Information about the further parameters can be found in the tool tips. 

 
2. Configuration of the variables in the target system 
Gateway variables with the same name must be configured in the 'APROL system' project 
part on the communication partner (target system). 

 
It is mandatory that variable names identical to that of the communication partner are 
used. 

 

7.1.2 Definition of the CAE project that is to be contacted 
On the target system: 

 
Illustration 104: Configuration of the export switch in the 'APROL system' project part 

The '-export' CC module option specifies the connection information of another Iosys for 
exchanging process variables. 
-export <Server name communication target>:<Iosys port> 

Example of a redundant communication partner: 
-export meeting1:0, meeting2:0 
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The names of the process variables to be exported are read from the /home/<CC-
Account>/RUNTIME/<local server name>:<Iosys port>.export.cfg file. 

With runtime or gateway systems that are configured for redundancy, the name of the <local 
server name>:<Iosys-Port>.export.cfg file is to be adjusted for both redundancy 
partners (according to the respective computer name). 
This option can be combined with the '-prefix' option, so that with the respective use of the 
options that export variables in the target Iosys can be uniquely identified. 
 

 

The '-prefix' option can only be used in connection with the '-export' option. The 
character string which is specified as prefix is added before the variable in the 
configuration list. 

 

7.1.3 Creation of the communication file 
On the target system: 
Create the <local server name>:<Iosys port>.export.cfg file manually in the 
/home/<CC-Account>/RUNTIME directory. 

 
Enter the names of the gateway variable that have been configured underneath each other in 
the newly created configuration file. 
 
Example: 
Iosys2Iosys_VAR1 
Iosys2Iosys_VAR2 
Iosys2Iosys_VAR3 
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8  APROL SQL 
 
Up-to-now, only the ChronoLog system was available to record and evaluate historical data. A 
comfortable display of the selected information was also possible with the APROL reports. 

In this manual, we would like to present how you can call your data with the help of ODBC/JDBC 
and the standard query language SQL-92 
(http://www.contrib.andrew.cmu.edu/~shadow/sql/sql1992.txt). 
The 'AprolSqlServer' service has been developed for this purpose, which accepts your queries 
and applies them to the ChronoLog database. You now have a free choice of query tools by 
using the open database interface ODBC/JDBC. 

 
APROL SQL only offers a read-only access to the historical data. It is not possible to 
manipulate the data. 

This manual requires a basic knowledge of ODBC/JDBC. Furthermore, basic knowledge 
about Linux is of an advantage. 

 
Information about the example usage in the B&R 'SamplesProject' can be found in 
the directory 'Widgets / ListView / SQLqueryPIC'. 

 
SSL encryption 
The data transfer between the query client and the APROL SQL server is with SSL encryption 
per default. No configuration is necessary for the SSL encryption in the APROL 
environment. 
 
Note 
Use SQL name delimiters (") for table and column nmaes in order to avoid name conflicts with 
SQL key words. 
Example: 

• SELECT "ts" FROM "base"."Download" 
 

8.1 System design 

This chapter informs you about the assignment of historical data to the corresponding APROL 
systems and the distributed applications of the AprolSqlServer. 
The following example listing defines the term 'historical data' and serves as the basis for the 
following thereafter. 
Historical data is: 

• The course of configurations made by the project engineer 

• Switching operations made by the operator 

• Trend records of a process 

http://www.contrib.andrew.cmu.edu/~shadow/sql/sql1992.txt
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• Alarms and their acknowledgement 
The 'switching operations made by the operator' create data about the action which has been 
carried out, and are then stored in a ChronoLog database. The other points have a similar 
behavior. The main difference is where the data is saved. 

Each example has a direct reference to an APROL system type where the data is generated 
and stored.  
Parallel to the above list, the following applies: 

• Engineering system 

• Operator system (and protocol server) 

• runtime system 

• Runtime system (and protocol server) 

Historical data in APROL are therefore bound to a system type. If these systems are installed 
on different hardware, there is physical distance, and thus several ChronoLog databases. The 
expressions in brackets describe the 'data forwarding' to a central APROL system. More 
about this later. 
All operator systems must be observed in order to answer the question 'Which switching 
operations has operator A carried out in the period from x to y?' completely. At the end of the 
day, operator A could have interacted with different systems. Another sort question is 'Which 
project parts were deleted by project engineer B?'. This concerns a certain engineering system, 
and can be answered directly. 
It is therefore possible to classify the historical data according to type: 

• Local data 

• Distributed data 
Project creation data is local, i.e. it can only be answered by the respective engineering system. 
Data from the runtime and operator systems is of the distributed type, and therefore techniques 
for centralization must be applied in order to query it like local data. 
These techniques are: 

1. Data forwarding 
2. Query forwarding 

In 'Data forwarding', generated historical data from an operator system is forwarded to the 
recording protocol server and saved there in the ChronoLog. An all-encompassing query can 
only be answered by the protocol server. 
In 'Query forwarding', the generated data is stored in the corresponding local ChronoLog and is 
not forwarded. If a user sends a query to a certain runtime system, this system automatically 
detects all other effected systems and then sends partial queries. These are processed 
independently and individual partial answers are returned. The runtime system which was 
originally contacted summarizes these responses and sends a summary back to the user. A 
query can be answered by every runtime system. 
The procedure of 'Query forwarding' is used for trend data whose evaluation should take place 
promptly after it is recorded. All other runtime relevant data is made available via 'Data 
forwarding'. In order to give you the full picture, it must be pointed out that, apart from the 'Data 
forwarding', a local logging of the historical data takes place on the respective system (e.g. for 
the archiving). 
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It can then be said that historical data is either based on runtime or CAE. Furthermore, a 
historical data query is only possible on a runtime or engineering system. The operator system is 
not contacted in any case. This is why independent AprolSqlServer services are only started on 
those two system types. 
The following rule of thumb can be used as a simplification: 

 
Each engineering system is contacted for its own queries. 

 
The protocol server is contacted for all queries in runtime. 

These rules are used as the basis for the following documentation. 
Redundancy capability is supported by the ChronoLog database. 
 

8.2 Setting up a connection to the AprolSqlServer 
. 

8.2.1 Authentication and authorization 

You need a name and password to connect to the AprolSqlServer. APROL SQL uses the 
APROL user and operator management to authentify and authorize. I.e. Users and operators 
can log in to the AprolSqlServer if they have the necessary rights. 

 Users need the global right 'AprolSqlServer: Read' to access the SQL server.  
 Operators need the right 'AprolSqlServer: Read'. 

 
There is the possibility to create users and operators which only have the right to access SQL. 
This is thought of for someone who is involved in reporting, but not at all with the operation of the 
system. 
This is set via the 'SQL system user' or 'SQL system operator' master data option. 

 
Illustration 105: Settings for SQL system user 

 

APROL provides a pre-defined SQL system user and operator for the first access to 
APROL SQL. Both accoints are activated in the delivery state. 

Environment User / Operator Password 

Engineering SqlSystemUser .SqlSystemUser 
Runtime SqlSystemOperator .SqlSystemOperator 

 

The SqlSystemUser users are only used for authentication to obtain data for SQL queries 
in APROL SQL. 
If the 'SQL system user' option is activated on an existing account, all other rights apart 
from the 'AprolSqlServer' are revoked automatically. We therefore recommend exporting 
the respective user / operator beforehand, as it is not otherwise possible to undo this step. 
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If an authentication via LDAP is set, these users/operators must of course exist on the LDAP 
server. 

 
It is of course possible to assign the above mentioned rights to users / operators in the user 
management / OperatorManager. 

 

For detailes information about the user and operator management, please read the 
respective section in manuals 'B1 Engineering Environment, chapters User 
management and Operator management. 

 

 In the case of the APROL web reports with access to APROL SQL data, e.g. EnMon or 
ConMon, the access to the report is made with the authentication of the necessary user/operator 
for this report with their password. 

If APROL SQL data is accessed with foreign tools, e.g. SQuirreL, a user/operator which is 
marked as SqlSystemUser must be specified. Either your own or the default 'SqlSystemUser' / 
'SqlSystemOperator' can be used for this purpose 
 

8.2.2 Client connection with ODBC 
This chapter informs you about connecting to an AprolSqlServer with an ODBC-capable client 
program. 

 

8.2.2.1 Installation of the JDBC and ODBC remote driver in Linux 
In Linux, the configuration part is created automatically during the build of the CAE project, and 
is distributed via the download. The manual driver configuration is not necessary. 
 
ODBC Drivers: 
A corresponding driver is necessary for Linux-based ODBC client programs to connect to an 
AprolSqlServer. The drivers are pre-installed and can be found in the following paths: 
32 bit version 
/opt/aprol/lib/SimbaEngine/client/libSimbaClient_unixODBC.so 

64 bit version (Requirement: 64 bit APROL) 
/opt/aprol/lib64/SimbaEngine/client/libSimbaClient_unixODBC.so 
 
The client program only needs the path specification to load the correct driver. This information 
is stored in the 'odbcinst.ini' file. The configuration file is created automatically when a project is 

 
The standard SqlSystemUser and SqlSystemOperator should be deactivated in order to 
secure the queries. It is not possible to change the passwords. 

 
ODBC drivers depend on the system architecture (e.g. 64 bit Windows), and thus 
the compatibility must be taken into account! A 32 bit client program needs the 32 bit 
version of the driver, and a 64 bit program the 64 bit version. 
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generated, so that it does not have to be adjusted manually. This is also available to the target 
systems after a download. 

The 'odbcinst.ini' can be found in the following paths depending on the APROL system: 

Engineering system: 
/home/<Engineering system>/ENGIN/cnf/AprolSqlServer/odbcinst.ini 

Runtime system: 
/home/<Runtime system>/RUNTIME/cnf/AprolSqlServer/odbcinst.ini 

 Manual adjustments are overwritten without a prompt! 

 
odbc.ini configuration file: 
All available data sources are defined in the 'odbc.ini' configuration file, which can be accessed 
by an ODBC-capable client program. The driver version which must be used is also specified. 
The 'odbc.ini' is created during a 'build' of the CAE project. The current engineering system and 
logging server of all respective projects are written in the configuration during this process. 
The file can then be found in the path: 
/home/<Engineering system>/ENGIN/cnf/AprolSqlServer/odbc.ini 

A download must be carried out subsequently, so that the configuration is available on all 
runtime systems. The target path on each runtime system is the following: 
/home/<Runtime system>/RUNTIME/cnf/AprolSqlServer/odbc.ini 

 Manual adjustments are overwritten without a prompt! 

 
Connection establishment with DSN: 
Only the name of the data source (Data Source name) is important for the client program to 
establish a connection with an AprolSqlServer. All other configuration parameters can be 
detected automatically with this information.  
This name is composed as follows: 

1 Engineering system (32 / 64 bit version) 
Engin_<Project name>_32 
Engin_<Project name> 

2 Protocol server (32 / 64 bit version) 
Protocol_<Project name>_32 
Protocol_<Project name> 

You can also see the data source names in the 'odbc.ini'.  It is distinguished as a bracketed 
expression (e.g. [Protocol_SamplesProject_32]). 
 

8.2.2.2 Installation of the JDBC and ODBC remote driver in Windows 
A corresponding driver is necessary, so that JDBC and ODBC-capable client programs in 
Microsoft Windows can connect to an AprolSqlServer. You can install these with the help of the 
Windows installer which is provided. 
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Path of the installer on the APROL DVD: 

/windows_drivers_and_tools/AprolOdbcJdbcDriverSetup.exe  

 
Illustration 106: Input of APROL -specific data. 

Enter the host name of the engineering system or the logging server.  
 

Host name or IP address ... 

<Host name of the logging server> or 
<Host name of the engineering server> 

or 
<Globaler cluster name/IP address> 

The pre-selected port should remain unchanged. 
 

Name of your APROL project <Project name> 

This information is used for the automatic configuration of the ODBC client. The necessary 
Windows registry paths are configured to allow a subsequent connection to the client program.  

A dialog with the necessary APROL-specific settings for the clients is shown at the end if the 
installation. 
Read settings  
The manual adjustment/extension is explained in the following chapter. 
The 'Install.txt' file is in the installation path after the installation and points out the relevant 
documentation. 
 
Configuration of a data source for ODBC: 
You can use the 'odbcad32.exe' ADBC data source administration tool to add or change an 
ODBC data source. 
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Illustration 107: ODBC data source administration tool 

 
The following tools are in a 64 bit Windows environment: 
C:\Windows\SysWOW64\odbcad32.exe (for 32 bit settings) 

C:\Windows\System32\odbcad32.exe (for 64 bit settings) 

 These are two individual programs. 

 
You must execute the 64 bit and 32 bit applications on a 64 bit Windows system, because 
the respective architecture-dependent registry path must be written. This is the only 
possible way to ensure that you can establish a connection to the AprolSqlServer with 
any ODBC-capable client program. 
 
The following tools are in a 32 bit Windows environment: 
C:\Windows\System32\odbcad32.exe 

Additional parameter must be entered so that a connection can be established with the 
APROL-specific properties. For this purpose, select the data source in the 'System DSN' / 
'User DSN' tab, and open the configuration dialog. The options dialog must then be opened and 
the following parameters entered: 
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Illustration 108: Dialog 'Client configuration' 

 

 
Illustration 109: Dialog 'Client configuration / Options' 

 
Key: Value: 
PROJECT <CAE project of the data source> 
SYSTEM Runtime system: aprolsys 

 engineering system <CC-Account of the data source> 
UID User Identification 
PWD UID password 
Default installation path is C:\Program Files\APROL\AprolOdbcJdbcDriver 
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The SSL certificate file is stored in the following directory: 
<installation path>\SSLCertificates\ca.crt 

The 'Use SSL' option must be set according to the AprolSqlServer in the 'Client Configuration / 
Options'! 
 

8.2.3 Client connection via ODBC 
This chapter informs you about connecting to an AprolSqlServer with a JDBC-capable program. 
A corresponding driver is necessary for JDBC-capable client programs to connect to an 
AprolSqlServer. The necessary driver can be found in the same path as the ODBC driver (see 
chapter 'ODBC Driver' or 'Installation of the JDBC & ODBC remote drivers'). 
The installation provides JDBC3 and JDBC4 drivers. 

 
Type 3 driver 
Typ 3 drivers are very suitable for internet protocols in connection with firewalls. 

 

Type 4 driver 
Typ 4 drivers are very suitable for internet solutions, which should use quick network 
protocols. 
B&R recommends the use of type 4 drivers. 

 
A JDBC connection is established via a URL with all necessary parameters and the driver 
specification. You can use the following syntax in a JDBC client program after substituting the 
'<>' tags with the correct values: 
The URL is composed as follows when SSL encryption (default) is activated: 

1 URL with SSL encryption for runtime data 
jdbc:simba://<host name of the logging server>:55503; 
SYSTEM=aprolsys;PROJECT=<project name>; 
UseSsl=1;TrustedStorePath=<install path>\\SSLCertificates\\jdbckeystore; 
TrustedStorePassword=.aprol 

• URL with SSL encryption for engineering data 
jdbc:simba://<host name of the engineering server>:55503; 
SYSTEM=<CC-Account of the engineering system>;PROJECT=<project name>; 
UseSsl=1;TrustedStorePath=<install path>\\SSLCertificates\\jdbckeystore; 
TrustedStorePassword=.aprol 

 
The URL is composed as follows when SSL encryption is not activated: 

• URL for runtime data 
jdbc:simba://<host name of the logging server>:55503; 
SYSTEM=aprolsys;PROJECT=<project name> 

• URL for engineering data 
jdbc:simba://<host name of the engineering server>:55503; SYSTEM=<CC-Account of 
the engineering system>; PROJECT=<project name> 
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The JAVA keystore with the necessary certificates can be found respective of the operating 
system in the following paths: 

• Windows 
<install path>\SSLCertificates\jdbckeystore 

• Linux 
/opt/aprol/etc/jkeystore  

 
The free 'SQuirreL SQL Client' query tool can be found in the 'Tools' KDE menu (http://squirrel-
sql.sourceforge.net) and allows you to establish the primary connection. It is very good for 
showing an overview of the SQL tables which are in the connected data source. 
You can find brief instructions for establishing a connection in the chapter Using SQuirreL as a 
database client. 
 

8.2.4 Connecting via Python and PHP 

The APROL installation already contains the necessary modules for connecting to the 
AprolSqlServer with the scripting languages Python and PHP. 
 

8.2.4.1 Python 
The 'pyodbc' module for SQL data access can be used in Python. 
Detailed information about the pyodbc module can be found on the pyodbc project page 
(https://code.google.com/p/pyodbc/). 
Example: 
Query of the data from the table Alarm in the data source Protocol_SamplesProject. 
#! /usr/bin/python 
# -*- coding: utf-8 -*- 
 
import pyodbc 
cnxn = pyodbc.connect( 
    'DSN=Protocol_SamplesProject;UID=SqlSystemOperator;PWD=.SqlSystemOperator', 
    autocommit=True) 
 
cursor = cnxn.cursor() 
cursor.execute('select * from base.Alarm where ts >= '2012-10-20'') 
row = cursor.fetchone() 
print '[0]:', row[0]          # access by column index 

 

8.2.4.2 PHP 
The PHP odbc module can be used to access SQL data via PHP. 
The path of the odbc.ini file must be made known to the PHP environment in an environment 
variable in order to be able to establish a connection (see example). 

 
Please note that the URL is not allowed to contain spaces, e.g. before or after a 
semicolon. 

http://squirrel-sql.sourceforge.net/
http://squirrel-sql.sourceforge.net/
https://code.google.com/p/pyodbc/
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Detailed information about the odbc module in PHP can be found on the PHP documentation 
pages (http://www.php.net/manual/de/book.uodbc.php). 
Example: 
Query of data in the table Alarm in the data source AprolSqlDemo via a PHP-supported web 
query to a web server. 
 
<?php 
/*Set the enviropnment variable of the AprolSqlServer; 
Path of the odbc.ini*/ 
 
putenv('ODBCSYSINI=/opt/aprol/cnf/AprolSqlServer'); 
 
/*Establishment of the ODBC connection.*/ 
 
$conn = odbc_connect('AprolSqlDemo', 'SqlSystemOperator', '. SqlSystemOperator '); 
 
$sql = 'Select * from base.Alarm where ts >= '2012-10-20''; 
 
$rs = odbc_exec($conn,$sql); 
 
while (odbc_fetch_row($rs)) 
 { 
   //Address the result via index 
   echo odbc_result($rs,6); 
 
   //Address the result vis column name 
   echo odbc_result($rs,'alias'); 
} 
odbc_close($conn); 
?> 

 

8.3 Operating and configuring the AprolSqlServer 
This chapter informs you about configuring and operating the AprolSqlServer, and how to view 
the logging information. 
 

8.3.1 Starting and stopping the service 
It may be necessary to restart the service in order to make a change in the configuration take 
effect (e.g. after the SSL encryption is switched off). 
The service must normally only be stopped, because the 'Monit' process monitoring detects 
stopped processes and restarts them. 
You need the rights of the Linux superuser 'root' to operate the service manually. 
 
The service can be found in the path: 
/etc/init.d/aprolsqlserver 

The following options are available to you: 
/etc/init.d/aprolsqlserver <Option> 

Option Description 

start Starts the service 

http://www.php.net/manual/de/book.uodbc.php
http://www.php.net/manual/de/book.uodbc.php
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Option Description 

stop Stops the service 
restart Stops and starts the service 
status Outputs the current status: 

A2-1 Status: running – The AprolSqlServer is ready. 
A2-2 Status: unused – The AprolSqlServer is shut down. 

Another status overview is available with the APROL system diagnostic manager. 

8.3.2 Port configuration 
The configuration of the AprolSqlServer is read once during start-up. If it is necessary to adjust 
the configuration, the server must be stopped and started an already mentioned. 
The configuration file can be found in the path: 
/opt/aprol/cnf/AprolSqlServer/aprolsqlserver.ini 

 
Illustration 110: 'aprolsqlserver.ini' file  

The standard port for reaching the service is 55503. This information can be found in the 
configuration file, in the category '[Network]', 'ListenPort=55503'. 
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Note about changing the default port number: 

If you must change the port number (Default: 55503) because of any network 
restrictions, the firewall configuration must also be adjusted accordingly. Detailed 
information about this can be found in the manual 'A2 Getting Started', chapter 
Optional Adjustments to the Firewall.  

The port number of the APROL SQL server must also be adjusted. For this purpose 
edit the /opt/aprol/cnf/AprolSqlServer/aprolsqlserver.ini file and then restart the 
AprolSqlServer. This must be done as the Linux user 'root' with the command 
/etc/init.d/aprolsqlserver restart. 

 

8.3.3 Configuration of the connection encryption 
The data transfer between query client and AprolSqlServer is carried out with SSL encryption 
per default.  
The SSL encryption is set in the following file: 
/opt/aprol/cnf/AprolSqlServer/aprolsqlserver.ini 

 

Option Description 

UseSsl 0 : Deactivate encryption  
1 : Activate encryption 

SslCertfile  Certificate 
SslKeyFile  Private key 
 

8.3.4 Logging 
All operation actions are saved in the following log file. 
/var/log/AprolSqlServer.err 

SQL queries which have been made, errors , and warnings are also saved in the APROL 
'System messages' report, which can also be queried via the SQL table 'System messages'.  
More about this in chapter Pre-defined SQL tables. 
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8.4 APROL SQL Tables 
. 

8.4.1 Pre-defined SQL tables 
 
This chapter contains a detailed listing of all pre-defined system tables. 

Table name Description 

Alarm The table contains all the historical information of alarm events, such as 
occurrence, acknowledgement, and leaving of an alarm. A user-defined 
display of the alarm events can be composed by using the data fields. 

CaeUpdate The table contains all the historical information of the logging of the CAE 
database update procedure. 

Changelog The table contains all of the historical information of the logging data of 
all relevant user actions in the APROL engineering environment. 

Compressor The table contains all the historical information of the logging of 
compressed data. The correction of recorded values (assignment of 
substitute values) is also a part of this. 

Download The table contains all the historical information of the logging and 
analysis of all download jobs. 

Parameter The table contains all the historical information of the logging of the 
download / upload jobs of parameter sets in the parameter center. 

SFC The table contains all historical data for the evaluation of declared and 
used SFC control variables for provision and additional functionalities 
(e.g. time monitoring of steps) in SFC programs and SFC function blocks. 
The table also encompasses all the historical information of the logging 
of SFC sequence data. Amongst others, SFC start, init, reset, pause, 
transition reset, and overrun of the maximum retention time. 

Shiftlog The table contains all the historical information of the logging of the shift 
logbook entries. The APROL shift logbook allows the operator to 
electronically record all relevant process control events and eventual 
measures taken. 

Sysconf The table contains all the historical information of the description of all 
relevant configuration changes. For example, configurations for NTP, 
ChronoPlex, or VNC. 

Syssetup The table contains all the historical information of the logging of all 
installations which have been carried out. 

Systemmessage The table contains all the historical information of the logging of all 
relevant APROL system messages. The APROL system messages from 
the GUI applications, background programs, and scripts allow a 
comfortable and flexible evaluation for diagnostic purposes. 

SystemmessageANSL The table contains all the historical information of the logging of all ANSL 
system messages. Possible errors in the ANSL communication with 
(redundant) controllers can be detected quickly and simply with the 
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Table name Description 
system messages. 

Trend The table contains all the historical information for the evaluation of the 
data of the recorded trend events. 

TrendComment The table contains all the historical information of comments made for 
recorded trend events. 

UseractionAlarm The table contains all the historical information of the logging of AuditTrail 
entries for alarm management. Amongst others, alarm 
acknowledgement, release, and locking. 

UseractionClogmodify The table contains all the historical information of the logging of AuditTrail 
entries for modification of the logging data. 

UseractionController The table contains all the historical information of the logging of AuditTrail 
entries for controller management. Amongst others, starting and stopping 
controller tasks, the download of a controller AR-OS version, and moving 
or deleting controller modules. 

UseractionExt The table contains all the historical information of the logging of AuditTrail 
entries for external process control. Amongst others, setting values via 
external applications, and starting and stopping the signal generator. 

UseractionLogin The table contains all the historical information of the logging of AuditTrail 
entries for the security login (i.e. login and logout attempts). 

UseractionParameter The table contains all the historical information of the logging of AuditTrail 
entries for the parameter history (i.e. parameter upload and download). 

UseractionPic The table contains all the historical information of the logging of AuditTrail 
entries for process control. Amongst others, switching operations, 
opening and closing graphic macros and the alarm list, as well as the 
modification of the alarm list filter settings. 

UseractionSFC The table contains all the historical information of the logging of AuditTrail 
entries for SFC interventions. Amongst others, setting the Controlled-
Mode, setting the SFC init, reset, pause, and reset, as well as the tip 
mode and forcing the SFC. 

UseractionSys The table contains all the historical information of the logging of AuditTrail 
entries for system control. Amongst others, starting and stopping the 
APROL system, and starting and stopping applications. 

 
Tabelle: Alarm 
The table contains all the historical information of alarm events, such as occurrence, 
acknowledgement, and leaving of an alarm. A user-defined display of the alarm events can be 
composed by using the data fields. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

ack_text 
(acktext) 

LONGVARCHAR(32767) Acknowledgement text 

ack_ts (ackts) TIMESTAMP Time stamp of the acknowledgement 
alias VARCHAR Alias name of an alarm in source language 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

begin_ts 
(begin) 

TIMESTAMP Time stamp of the arrival of an alarm (on 'leaving'-
events) 

comment LONGVARCHAR(32767) Comment for the alarm 
display VARCHAR(128) Display description 
duration DOUBLE Duration for pending alarm 
end_ts (end) TIMESTAMP Time stamp of the leaving of an alarm (on 'arrival'-

events) 
flags VARCHAR(3) Code of the alarm data record 

[Type][Property][Code] 
Type: 
A=alarm 
M=message 
Property: 
B=Arrival of an alarm/message 
E=Leaving of an alarm/message 
Q=Acknowledgement entry 
L=Alarm locked 
R=Alarm released 
Code: 
1=Alarm does not require acknowledgement 
2=Alarm requiring acknowledgment 
3=Alarm requiring text acknowledgment 

group VARCHAR(64) Alarm group 
host VARCHAR(64) APROL computer name 
ivtext LONGVARCHAR(32767) File name of intervention text 
lockmode SMALLINT UNSIGNED Reason for locking or unlocking  

0 = not available 
1 = by operator interaction in the alarm list or locking 
list 
2 = by operator interaction in a faceplate 
3 = by system or logic 

locktext LONGVARCHAR(32767) Rationale for the locking or unlocking (optional) 
multi INTEGER Multiple occurrence alarm (number) 
priority INTEGER Alarm priority 
project VARCHAR(32) Project name 
pv VARCHAR Name of the process variable 
system VARCHAR CC-Account 
system_inst VARCHAR Runtime system instance of assigned alarm block 
system_name VARCHAR Runtime system name of assigned alarm block 
text LONGVARCHAR(32767) Alarm text 
tr_alias (tralias) VARCHAR Alias name of an alarm in the project language 
ts TIMESTAMP Time stamp of the alarm data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

username VARCHAR Operator account name 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

(user) 
 
Tabelle: CaeUpdate 
The table contains all the historical information of the logging of the CAE database update 
procedure. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

display VARCHAR(128) Display description 
end_ts (end) TIMESTAMP Time stamp of the end of a CAE update 
errors INTEGER Number of errors 
firstname LONGVARCHAR(32767) User's first name 
host VARCHAR(64) APROL computer name 
loglevel (level) INTEGER Log level 
message LONGVARCHAR(32767) Message text 
messagetype VARCHAR(16) Message type: 

error | warning | message | stepBegin | stepEnd 
newaprolrelease VARCHAR(64) APROL release after CAE update 
newdbversion VARCHAR(16) Database version after CAE update 
oldaprolrelease VARCHAR(64) APROL release before CAE update 
olddbversion VARCHAR(16) Database version before CAE update 
start_ts (start) TIMESTAMP Time stamp of the beginning of a CAE update 
stepname VARCHAR(16) Name of a CAE update step 
success BIT Success code of a CAE update 
surname LONGVARCHAR(32767) User's surname 
system VARCHAR CC-Account 
ts TIMESTAMP Time stamp of the CAE update data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

username (user) LONGVARCHAR(32767) Operator account name 
warnings INTEGER Number of warnings 
 
Tabelle: Changelog 
The table contains all of the historical information of the logging data of all relevant user actions 
in the APROL engineering environment. 
Column name 
(Chronolog Attribute) 

SQL-Type Description 

actionsource VARCHAR(16) Action group 
actiontype VARCHAR(32) Action performed 
addasbuiltdatarerestore BIT Carry out backup of as-built documentation 
addcustomerdatarestore BIT Carry out backup of customer data 
addgenerateddatarestore BIT Carry out backup of generated data 
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Column name 
(Chronolog Attribute) 

SQL-Type Description 

application VARCHAR Application name (download) 
aprolrelease VARCHAR(64) APROL release description 
backupfile VARCHAR Name of the backup file 
command LONGVARCHAR(32767) Executed system command 
dbelapsetime BIT Database optimization: 

Remove generation times 
dbinstance BIT Database optimization: 

Remove unreferenced instances 
dbk BIT Carry out restoration of the controller 

address database 
dbofflineref BIT Database optimization: 

Delete invalid offline references 
dbtrash BIT Database optimization: 

Empty trash bin 
dbuserdata BIT Database optimization: 

Delete old user data 
dbver BIT Database optimization: 

Delete old versions 
destination VARCHAR APROL target CC-Account (download) 
display VARCHAR(128) Display description 
dstppname VARCHAR APROL target system. 

Name of the project part (download) 
dsttype VARCHAR APROL target system type (download) 
errors INTEGER Number of errors 
firstname LONGVARCHAR(32767) User's first name 
host VARCHAR(64) APROL computer name 
jobno VARCHAR Job number 
key VARCHAR Unique key of a download 
oldpath LONGVARCHAR(32767) Old path of the project part 
oldversion VARCHAR(32) Old version of the project part 
path LONGVARCHAR(32767) Path to the project part 
project VARCHAR(32) Project name 
pvn VARCHAR Instance name (download) 
restorefile VARCHAR Name of the restoration file 
restorepath LONGVARCHAR(32767) Path of the restoration file 
source VARCHAR(16) APROL source CC-Account (download) 
srcppname VARCHAR APROL source system name (download) 
start TIMESTAMP Time stamp of download start 
success BIT Success code (download) 
surname LONGVARCHAR(32767) User's surname 
system VARCHAR CC-Account 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark (SQL 
only) 

VARCHAR(1) Switch mark for change from daylight saving 
time to standard time  
0 = no switch 
B = hour after switch 
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Column name 
(Chronolog Attribute) 

SQL-Type Description 

username (user) LONGVARCHAR(32767) Operator account name 
usermode VARCHAR User code (engineering user | runtime user) 

outdated 
version VARCHAR(32) Version number of the project part 
warnings INTEGER Number of warnings 
 
Tabelle: Compressor 
The table contains all the historical information of the logging of compressed data. The 
correction of recorded values (assignment of substitute values) is also a part of this. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

average (avg) DOUBLE Average value in the compression time period 
maximum (max) DOUBLE Maximum in the compression time period 
minimum (min) DOUBLE Minimum in the compression time period 
modified BIT Indicator: Value changed 
compression 
(prefix) 

VARCHAR(3) Compression interval 

project VARCHAR(32) Project name 
pv VARCHAR Name of the process variable 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

val DOUBLE Value 
validity DOUBLE Validation 
 
Tabelle: Download 
The table contains all the historical information of the logging and analysis of all download jobs. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

jobno INTEGER Job number 
uuid (key) VARCHAR(64) Unique ID 
level INTEGER Output level 
message LONGVARCHAR(32767) Message text 
project VARCHAR(32) Project name 
pvn VARCHAR Download target 
source INTEGER Download source 

1,2=DownloadManager 
3=ControllerManager 
4=ControllerLoader 
5=System 

ts TIMESTAMP Time stamp of the data record 
ts_switch_mark VARCHAR(1) Switch mark for change from daylight saving time to 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

(SQL only) standard time  
0 = no switch 
B = hour after switch 

type INTEGER Message type 
1=Message 
2=Success 
3=System command 
4=User interaction 
5=warning 
6=error 

 
Tabelle: Parameter 
The table contains all the historical information of the logging of the download / upload jobs of 
parameter sets in the parameter center. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

paramaction 
(action) 

VARCHAR Parameter management action 

at VARCHAR Equipment instance 
connected VARCHAR Connection state 
description 
(desc) 

VARCHAR Description 

dflt VARCHAR Standard value (default) 
display VARCHAR(128) Display description 
enginmode BIT User was engineering user 
firstname LONGVARCHAR(32767) Operator's first name 
fix BIT Value cannot be changed in runtime if 'TRUE' 
host VARCHAR(64) APROL computer name 
maximum 
(max) 

VARCHAR Maximum 

minimum (min) VARCHAR Minimum 
modified BIT Modified 
name LONGVARCHAR(32767) Parameter name 
oldvalue LONGVARCHAR(32767) Old value 
paramset VARCHAR Name of the parameter set 
project VARCHAR(32) Project name 
pvname VARCHAR Name of the process variable 
set BIT Parameter download: 

Parameter value set in Iosys 
Parameter upload: 
Parameter value from the parameter set in the Iosys 

superuser BIT User was APROL super user 
surname LONGVARCHAR(32767) Operator's surname 
template VARCHAR Name of the parameter template 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

tsrc VARCHAR Source of the change(e.g. surface, system) 
type VARCHAR IEC type 
username 
(user) 

LONGVARCHAR(32767) Operator account name 

valid VARCHAR Validity of the value 
val (value) LONGVARCHAR(32767) Current value 
 
Tabelle: SFC 
The table contains all historical data for the evaluation of declared and used SFC control 
variables for provision and additional functionalities (e.g. time monitoring of steps) in SFC 
programs and SFC function blocks. The table also encompasses all the historical information of 
the logging of SFC sequence data. Amongst others, SFC start, init, reset, pause, transition reset, 
and overrun of the maximum retention time. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

begin VARCHAR Start time stamp (init) 
class VARCHAR Data class: 

flow = Sequence data 
control = Control data 
context = Context data 

cmode BIT Status of SFC Controlled-Mode 
controller VARCHAR Controller name or IP address 
cvset BIT Control via the logic (FALSE) or SFCViewer(TRUE) 
duration FLOAT Duration since last activation of the init step 
event VARCHAR(32) SFC event type 
force VARCHAR(16) Force mode: 

active: forced active 
inactive: forced inactive 
off: not forced 

host VARCHAR(64) APROL computer name 
instance VARCHAR(64) SFC object instance 
object VARCHAR(64) SFC object type 
objectname VARCHAR(64) SFC object name 
pause FLOAT Duration of pausing SFC 
project VARCHAR(32) Project name 
projectpath LONGVARCHAR(32767) Project path of the SFC 
sfcname VARCHAR SFC name 
smode BIT The status of control for an SFC step 
system_inst VARCHAR Runtime system instance of assigned controller 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

system_name VARCHAR Runtime system name of assigned controller 
systemvariables BIGINT UNSIGNED Bit-coded specification of the set control variable 
task VARCHAR Task name 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

value LONGVARCHAR(32767) Collection attribute (The meaning of this attribute 
changes according to the value of the 'event' 
attribute): 
The event status to the respective event 

 
Tabelle: Shiftlog 
The table contains all the historical information of the logging of the shift logbook entries. The 
APROL shift logbook allows the operator to electronically record all relevant process control 
events and eventual measures taken. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

category VARCHAR Path specification of the category of a shift logbook 
entry 

confirm VARCHAR Confirmation time stamp 
confirmtext VARCHAR Confirmation text 
confirmuser VARCHAR Operator account name of the confirming operator 
host VARCHAR(64) APROL computer IP 
message LONGVARCHAR(32767) Message of a shift logbook entry 
msgid VARCHAR Unique ID of the data record 
mustconfirm BIT Flag if the confirmation of a shift logbook entry is 

necessary 
parentid VARCHAR Code of the parent data record 
project VARCHAR(32) Project name 
server VARCHAR APROL computer name 
subject VARCHAR Subject of a shift logbook entry 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

type VARCHAR Type of the node(e.g. parent) 
username 
(user) 

VARCHAR Operator account name 
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Tabelle: Sysconf 
The table contains all the historical information of the description of all relevant configuration 
changes. For example, configurations for NTP, ChronoPlex, or VNC. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

aspect VARCHAR(64) AprolConfig aspect 
host VARCHAR(64) APROL computer name 
messagetype VARCHAR(32) Message type: 

info_global = Message 
warning = Warning 
error = Error 

newval LONGVARCHAR(32767) New value 
oldval LONGVARCHAR(32767) Old value 
pid INTEGER Process ID 
rel VARCHAR(64) APROL release description 
script LONGVARCHAR(32767) Name of the writing application with the prefix 'script_' 
system VARCHAR CC-Account 
text LONGVARCHAR(32767) Message text 
timekey VARCHAR UNIX time stamp 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

username 
(user) 

LONGVARCHAR(32767) User name 

 
Tabelle: Syssetup 
The table contains all the historical information of the logging of all installations which have been 
carried out. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

aspect VARCHAR(64) AprolConfig aspect 
host VARCHAR(64) APROL computer name 
messagetype VARCHAR(32) Message type: 

info_global = Message 
warning = Warning 
error = Error 

newval LONGVARCHAR(32767) New value 
oldval LONGVARCHAR(32767) Old value 
pid INTEGER Process ID 
rel VARCHAR(64) APROL release description 
script LONGVARCHAR(32767) Name of the writing application with the prefix 'script_' 
system VARCHAR CC-Account 
text LONGVARCHAR(32767) Message text 
timekey VARCHAR UNIX time stamp 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

username 
(user) 

LONGVARCHAR(32767) User name 

 
Tabelle: Systemmessage 
The table contains all the historical information of the logging of all relevant APROL system 
messages. The APROL system messages from the GUI applications, background programs, 
and scripts allow a comfortable and flexible evaluation for diagnostic purposes. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

application VARCHAR Name of the writing application 
debugid VARCHAR Debug ID 
debuglevel INTEGER Number of the debug level 
display VARCHAR(128) Display description 
host VARCHAR(64) APROL computer name 
job VARCHAR Job number 
last_ts (last) TIMESTAMP Time stamp of the last repeated system message 

entry 
messagetype VARCHAR(32) Message type: 

systemstate_start = APROL system start 
systemstate_stop = APROL system stop 
systemstate_info = APROL system information 
systemstate_error = APROL system error 
systemstate_redu = APROL system redundancy 
info_startup = Application started 
info_shutdown = Application stopped 
info_internal = Internal message 
info_global = Message 
info_hint = Advice 
info_success = Success message 
warning = Warning 
warning_high = High-priority warning 
warning_low = Low-priority warning 
error = Error 
debug = Debugging entry 

pid INTEGER Process ID 
repeated BIT Repeated message (number of occurrences) 
script LONGVARCHAR(32767) Name of the writing application with the prefix 'script_' 
success BIT Success code 
system VARCHAR CC-Account 
text LONGVARCHAR(32767) Message text 
tid VARCHAR(16) Thread ID (multi-threading) 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

uniq VARCHAR ID of a build process 
 
Tabelle: SystemmessageANSL 
The table contains all the historical information of the logging of all ANSL system messages. 
Possible errors in the ANSL communication with (redundant) controllers can be detected quickly 
and simply with the system messages. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

application VARCHAR Name of the writing application 
cpu_name LONGVARCHAR(32767) Name of the CPU 
display VARCHAR(128) Display description 
error VARCHAR Error message 
eventtype VARCHAR(32) Event type 
host VARCHAR(64) APROL computer name 
level INTEGER ANSL level 
messagetype VARCHAR(32) Message type: 

ansl_error = ANSL error 
ansl_info = ANSL message 

modul_name LONGVARCHAR(32767) Module name 
object_id LONGVARCHAR(32767) Object ID 
object_name LONGVARCHAR(32767) Object name 
object_type LONGVARCHAR(32767) Object type 
objecttype VARCHAR Object type 
pid INTEGER Process ID 
system VARCHAR CC-Account 
text LONGVARCHAR(32767) Message text 
tid VARCHAR(16) Thread ID (multi-threading) 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 
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Tabelle: Trend 
The table contains all the historical information for the evaluation of the data of the recorded 
trend events. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

pv VARCHAR Name of the process variable 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

value DOUBLE Value of the process variable 
 
Tabelle: TrendComment 
The table contains all the historical information of comments made for recorded trend events. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

display VARCHAR(128) Display description 
host VARCHAR(64) APROL computer name 
project VARCHAR(32) Project name 
system VARCHAR CC-Account 
text LONGVARCHAR(32767) Comment text 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

username 
(user) 

LONGVARCHAR(32767) Operator account name 

 
Tabelle: UseractionAlarm 
The table contains all the historical information of the logging of AuditTrail entries for alarm 
management. Amongst others, alarm acknowledgement, release, and locking. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

acktext LONGVARCHAR(32767) Alarm acknowledgement text 
action VARCHAR(32) Switching operations carried out by the operator from 

the alarm actions group. 
alias VARCHAR Alarm alias 
display VARCHAR(128) Display description 
enginmode BIT Operator was engineering user 
firstname LONGVARCHAR(32767) User's first name 
alarmgroup 
(group) 

VARCHAR Alarm group of the affected action 

host VARCHAR(64) APROL computer name 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

lockmode SMALLINT UNSIGNED Reason for locking or unlocking  
0 = not available 
1 = by operator interaction in the alarm list or locking 
list 
2 = by operator interaction in a faceplate 
3 = by system or logic 

locktext LONGVARCHAR(32767) Rationale for the locking or unlocking (optional) 
project VARCHAR(32) Project name 
pv VARCHAR Name of the process variables 
superuser BIT Operator was APROL super user 
surname LONGVARCHAR(32767) User's surname 
system_inst VARCHAR Runtime system instance of assigned alarm block 
system_name VARCHAR Runtime system name of assigned alarm block 
text LONGVARCHAR(32767) Alarm text 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

username 
(user) 

LONGVARCHAR(32767) Operator account name 

 
Tabelle: UseractionClogmodify 
The table contains all the historical information of the logging of AuditTrail entries for 
modification of the logging data. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

action VARCHAR(32) Modification of log data 
category VARCHAR Category 
display VARCHAR(128) Display description 
enginmode BIT Operator was engineering user 
firstname LONGVARCHAR(32767) User's first name 
host VARCHAR(64) APROL computer name 
name LONGVARCHAR(32767) Controller variable name 
project VARCHAR(32) Project name 
rdate VARCHAR Time stamp of the change of controller variable values 
reason LONGVARCHAR(32767) Reason for the change of controller variable values 
superuser BIT Operator was APROL super user 
surname LONGVARCHAR(32767) User's surname 
system_inst VARCHAR Runtime system instance of recording block 
system_name VARCHAR Runtime system name of recording block 
text LONGVARCHAR(32767) Changes made to controller variable values 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark VARCHAR(1) Switch mark for change from daylight saving time to 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

(SQL only) standard time  
0 = no switch 
B = hour after switch 

username 
(user) 

LONGVARCHAR(32767) Operator account name 

valid BIT Validity code 
 
Tabelle: UseractionController 
The table contains all the historical information of the logging of AuditTrail entries for controller 
management. Amongst others, starting and stopping controller tasks, the download of a 
controller AR-OS version, and moving or deleting controller modules. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

action VARCHAR(32) Switching operations carried out by the operator 
from the controller actions group. 

class VARCHAR Task class 
connection LONGVARCHAR(32767) Connection parameters 
controller VARCHAR Controller name or IP address 
controlleraddress VARCHAR(64) Controller address 
cycles VARCHAR Task cycles 
destmemtype VARCHAR Target memory (e.g. USERROM) 
display VARCHAR Display description 
duration INTEGER Duration of connection establishment [ms] 
end_time TIMESTAMP Time point of action end 
enginmode BIT Operator was engineering user 
errorcode VARCHAR Error code 
firstname LONGVARCHAR(32767) User's first name 
forceval VARCHAR Forced (force) value 
host VARCHAR(64) APROL computer name 
iotype VARCHAR I/O type 
memtime VARCHAR Memory type 
mode VARCHAR Copy mode for controller (EI mode; overload mode) 
modules VARCHAR CPU module name 
name VARCHAR Controller variable name 
newforcedstate VARCHAR Current force status 
newtime VARCHAR Old time value (upon time changes on the controller) 
newval LONGVARCHAR(32767) New value 
oldtime VARCHAR New time value (upon time changes on the 

controller) 
oldval LONGVARCHAR(32767) Old value 
originalval VARCHAR Original value 
path LONGVARCHAR(32767) Variable name 
pid INTEGER Process ID 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

project VARCHAR(32) Project name 
pv_name VARCHAR Name of the process variable 
res_addr VARCHAR(64) Resulting connection 
sel_addr VARCHAR(64) Selected connection 
size VARCHAR Size of copied data 
sourcememtype VARCHAR Source memory 
start_time TIMESTAMP Time point of action begin 
superuser BIT Operator was APROL super user 
surname LONGVARCHAR(32767) User's surname 
system VARCHAR CC-Account 
system_inst VARCHAR Runtime system instance of assigned controller 
system_name VARCHAR Runtime system name of assigned controller 
task VARCHAR Task name 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

type VARCHAR Type of controller restart 
username (user) VARCHAR Operator account name 
version VARCHAR(32) Version number 
 
Tabelle: UseractionExt 
The table contains all the historical information of the logging of AuditTrail entries for external 
process control. Amongst others, setting values via external applications, and starting and 
stopping the signal generator. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

action VARCHAR(32) Executed external action 
extsetval = Setting a value 
extsgstart = Start of the signal generator 
extsgstop = Stop of the signal generator 

application VARCHAR Name of the writing application 
changed BIT Flag if change carried out 
display VARCHAR(128) Display description 
enginmode BIT Variable set in engineering mode 
firstname LONGVARCHAR(32767) User's first name 
host VARCHAR(64) APROL computer name 
iosys VARCHAR Executing Iosys 
lastval LONGVARCHAR(32767) Last (old) value 
name LONGVARCHAR(32767) Name of the process variables 
parameter VARCHAR Start parameter for external process 
project VARCHAR(32) Project name 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

pv VARCHAR Name of the process variables 
remotehost VARCHAR(64) Remote connection 
sgtype VARCHAR Data type of the data created by the signal generator 

(IosDiagnosticManager) 
sourced BIT Flag if variable is being supplied 
surname LONGVARCHAR(32767) User's surname 
system VARCHAR CC-Account 
system_inst VARCHAR Runtime system instance of changed process variable 
system_name VARCHAR Runtime system name of changed process variable 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

username 
(user) 

LONGVARCHAR(32767) Operator account name 

val LONGVARCHAR(32767) (New) Value 
valid BIT Flag if variable is valid 
 
Tabelle: UseractionLogin 
The table contains all the historical information of the logging of AuditTrail entries for the security 
login (i.e. login and logout attempts). 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

action VARCHAR(32) Switching operations carried out by the operator from 
the authentication actions group. 

device VARCHAR Login method (hardware) 
display VARCHAR(128) Display description 
enginmode BIT Operator was engineering user 
firstname LONGVARCHAR(32767) User's first name 
host VARCHAR(64) APROL computer name 
idle BIT Logout due to operator inactivity 
project VARCHAR(32) Project name 
shutdown BIT Logout due to computer shutdown 
superuser BIT Operator was APROL super user 
surname LONGVARCHAR(32767) User's surname 
system VARCHAR CC-Account 
system_inst VARCHAR Instance of assigned runtime system 
system_name VARCHAR Name of assigned runtime system 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

username 
(user) 

LONGVARCHAR(32767) Operator account name 

 
Tabelle: UseractionParameter 
The table contains all the historical information of the logging of AuditTrail entries for the 
parameter history (i.e. parameter upload and download). 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

action VARCHAR(32) Switching operations carried out by the operator from 
the parameter actions group. 

changed BIT Change flag (parameter changed) 
parametercount 
(count) 

INTEGER Number of parameters 

display VARCHAR(128) Display description 
enginmode BIT Operator was engineering user 
firstname LONGVARCHAR(32767) User's first name 
host VARCHAR(64) APROL computer name 
modcnt INTEGER Number of modified parameters 
paramset VARCHAR Name of the parameter set 
project VARCHAR(32) Project name 
superuser BIT Operator was APROL super user 
surname LONGVARCHAR(32767) User's surname 
system_inst VARCHAR Instance of runtime system changing parameter 

process variable 
system_name VARCHAR Name of runtime system changing parameter process 

variable 
template VARCHAR Name of the parameter template 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

tsrc VARCHAR Source of the request 
commandline = command line call 
surface = GUI call 

username 
(user) 

LONGVARCHAR(32767) Operator account name 
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Tabelle: UseractionPic 
The table contains all the historical information of the logging of AuditTrail entries for process 
control. Amongst others, switching operations, opening and closing graphic macros and the 
alarm list, as well as the modification of the alarm list filter settings. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

action VARCHAR(32) Switching operations carried out by the operator from 
the process graphic actions group. 

active BIT Alarm filter status (active | inactive) 
authfail VARCHAR Reason for failure of authentication in two-man rule 
authmode INTEGER Mode of authentication in two-man rule 
block VARCHAR(128) Block name 
closemacros BIT Graphic macros were closed due to a process graphic 

being closed. 
commituser LONGVARCHAR(32767) Login of a second operator for authentication in two-

man rule 
display VARCHAR(128) Display description 
enginmode BIT Operator was engineering user 
firstname LONGVARCHAR(32767) User's first name 
groupfilter VARCHAR Group of a set group filter 
host VARCHAR(64) APROL computer name 
lastval LONGVARCHAR(32767) Last value 
name LONGVARCHAR(32767) Variable name 
notackfilter BIT A 'logic filter' will be TRUE when an operator uses the 

alarm filter and only filters alarms which are 'not 
acknowledged'. 

picture VARCHAR(64) Process graphic name 
picturedesc LONGVARCHAR(32767) Process graphic description text 
pin VARCHAR Name of the block pin 
priofilter VARCHAR Set priority filter 
project VARCHAR(32) Project name 
pvfilter VARCHAR PC filter regex (regular expression) 
superuser BIT Operator was APROL super user 
surname LONGVARCHAR(32767) User's surname 
system_inst VARCHAR Runtime system instance of assigned graphic block or 

process graphic 
system_name VARCHAR Runtime system name of assigned graphic block or 

process graphic 
text LONGVARCHAR(32767) Executed system call 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

username 
(user) 

LONGVARCHAR(32767) Operator account name 

val LONGVARCHAR(32767) Current value 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

verifycomment LONGVARCHAR(32767) Confirmation comment 
verifytext LONGVARCHAR(32767) Confirmation text  
 
Tabelle: UseractionSFC 
The table contains all the historical information of the logging of AuditTrail entries for SFC 
interventions. Amongst others, setting the Controlled-Mode, setting the SFC init, reset, pause, 
and reset, as well as the tip mode and forcing the SFC. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

action VARCHAR(32) Switching operations carried out by the operator from 
the SFC actions group. 

application VARCHAR Name of the writing application 
display VARCHAR(128) Display description 
enginmode BIT Operator was engineering user 
firstname LONGVARCHAR(32767) User's first name 
host VARCHAR(64) APROL computer name 
instance VARCHAR SFC instance 
objectname VARCHAR(64) SFC object name 
objecttype VARCHAR(64) SFC object type 
project VARCHAR(32) Project name 
superuser BIT Operator was APROL super user 
surname LONGVARCHAR(32767) User's surname 
system_inst VARCHAR Runtime system instance of assigned controller 
system_name VARCHAR Runtime system name of assigned controller 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

username 
(user) 

LONGVARCHAR(32767) Operator account name 

val (value) INTEGER Current value 
 
Tabelle: UseractionSys 
The table contains all the historical information of the logging of AuditTrail entries for system 
control. Amongst others, starting and stopping the APROL system, and starting and stopping 
applications. 
Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

action VARCHAR(32) Switching operations from the system actions group. 
application VARCHAR Name of the writing application 
command LONGVARCHAR(32767) Executed system command 
connectedhost VARCHAR(64) Connected server (download) 
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Column name 
(Chronolog 
Attribute) 

SQL-Type Description 

connectedsystem VARCHAR Connected system (download) 
destination LONGVARCHAR(32767) Download target 
display VARCHAR(128) Display description 
dstppname LONGVARCHAR(32767) Download target (name of the project part) 
dsttype VARCHAR(64) Type of system (download) 
enginmode BIT Operator was engineering user 
errors INTEGER Number of errors which occurred 
firstname LONGVARCHAR(32767) User's first name 
host VARCHAR(64) APROL computer name 
jobno INTEGER Job number 
level VARCHAR Init level with sysinitaprol 
project VARCHAR(32) Project name 
source LONGVARCHAR(32767) Download source 
srcppname LONGVARCHAR(32767) Download source (name of the project part) 
start TIMESTAMP Time stamp download start 
subtarget LONGVARCHAR(32767) Selected sub-target of a download target 
success BIT Success code 
superuser BIT Operator was APROL super user 
surname LONGVARCHAR(32767) User's surname 
system VARCHAR CC-Account 
system_inst VARCHAR Instance of controlled runtime system 
system_name VARCHAR Name of controlled runtime system 
text LONGVARCHAR(32767) Status information about host change (old/new 

project), (old/new computer), (old/new CC-Account) 
ts TIMESTAMP Time stamp of the data record 
ts_switch_mark 
(SQL only) 

VARCHAR(1) Switch mark for change from daylight saving time to 
standard time  
0 = no switch 
B = hour after switch 

username (user) VARCHAR Operator account name 
usermode VARCHAR(64) Code of the user mode (engineering user code) - 

outdated 
warnings INTEGER Number of warnings which occurred 
 

8.4.2 JSON table scheme files 
This chapter informs you about the difference between dynamic and static SQL tables. 
As already mentioned in the introduction, historical data  is saved in the ChronoLog database. 
The data stored here is ordered chronologically and does not have an SQL-conform structure. 
The definition of an SQL table with reference to the corresponding attributes of the ChronoLog 
database is missing. For this purpose, a table scheme file in JSON format 
(http://de.wikipedia.org/wiki/JavaScript_Object_Notation) has been introduced. A JSON file 
describes an SQL table exactly and is read directly by the AprolSqlServer. The file name 

http://de.wikipedia.org/wiki/JavaScript_Object_Notation
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corresponds to the SQL table name. A detailed description about the structure of this file can be 
found in the chapter 'Manual creation of table scheme files'. 
The table schemes can be found in the following path: 
/opt/aprol/cnf/AprolSqlServer/<Table name>.json 

APROL differentiates between dynamic and static table schemes. 

Static table schemes are fixed SQL tables which are already completely available directly after 
the installation. An exact description of all tables can be found in chapter 'Available SQL tables'. 
Dynamic table schemes are project-dependent SQL tables. These tables are first created after a 
generation via the GenLib/Devil process and are distributed via the DownloadManager. They 
encompass PDA and SFC data. 
The following SQL schemes have been introduced in order to clearly differentiate the different 
areas: 

A2-3 base: Static tables 
A2-4 sfc : Dynamic SFC tables 
A2-5 pda : Dynamic PDA tables 

they must be specified in an SQL query and when selecting a table. 'base' is used per default if 
there is no specification. 
Example: 
 SELECT ts FROM sfc.SFC_Test 
 

8.4.3 Manual creation of table scheme files 
  

8.4.3.1 Structure of the configuration file in JSON format 
Test_Schema.json // Table name 
{ 
    'DataSourceHeader': 
    { 
        'Name': 'TestBlock', 
        'Description': 'Test description' 
    }, 
    'DataSourceDefinition': 
    { 
        'IdSchema': 'country:forename/surname/state/city/street', 
        'country': 'GERMANY', 
        'forename': 
        [ 
            'david', 
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            'karsten', 
            'petros', 
            'rufus' 
        ], 
        'state': 'nrw/me', 
        'street': 
        [ 
            '*.12', 
            '*.42' 
        ] 
    }, 
    'TableDefinition': 
    [ 
        { 
            'ColumnKey': 'ts', 
            'ColumnAlias': 'Timestamp', 
            'IecType': 'DATE_AND_TIME', 
        'Description': '1a', 
            'Comment': '1b', 
            'Unit': '1c' 
        }, 
        { 
            'ColumnKey': 'country', 
            'IecType': 'STRING', 
            'SqlType': 'VARCHAR(255)', 
        'Description': '2a', 
            'Comment': '2b', 
            'Unit': '2c' 
        } 
    ] 
}    

 

8.4.3.2 Section 'DataSourceHeader': 
The fields here are only for documentation. The 'Name' field specifies the name of the data 
source, and 'Description' an extensive description. 
 

8.4.3.3 Section 'DataSourceDefinition': 
The data source of the table is defined via ´the ChronoLog identifier here. The standard  
'IdSchema' field specifies the structure of the identifier and names the respective section of the 
key. The naming is arbitrary, but must be unique (no overlapping of identifier and ChronoLog 
field). The amount of data can now be described over definite value assignments of the 
individual sections. For this purpose, the section name is created as attribute and fed with one or 
more values. The prefix of a key can only be made up of one value. Each section which is not 
defined is evaluated as a wildcard. 
The example above describes the table 'Test_Schema' which allows entries with the 
'GERMANY' prefix and contain the first names 'david', 'karsten', 'petros' or 'rufus'. The surname 
is irrelevant (wildcard). Only 'nrw/me' is allowed as 'state' field, and the street must end with the 
house number '12' or '42'. The specification of the town is irrelevant. 
The following ChronoLog identifiers result from this: 

A1-1 GERMANY:david/*/nrw/me/*/*.12 
A1-2 GERMANY:rufus/*/nrw/me/*/*.12 
A1-3 GERMANY:karsten/*/nrw/me/*/*.12 
A1-4 GERMANY:petros/*/nrw/me/*/*.12 
A1-5 GERMANY:david/*/nrw/me/*/*0.42 
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A1-6 GERMANY:rufus/*/nrw/me/*/*0.42 
A1-7 GERMANY:karsten/*/nrw/me/*/*0.42 
A1-8 GERMANY:petros/*/nrw/me/*/*0.42 

A ChronoLog call which is linked disjunctively with this identifier results in the complete amount 
of data. 
 

8.4.3.4 Project substitution 
The automatic substitution of the project specified in the odbc.ini is done by writing the value of a 
section with '$project'. 
... 

        'forename': '$project', 

... 

The project name in the odbc.ini is now specified as a fixed value for the 'Test_Schema' table. 
 

8.4.3.5 Section 'TableDefinition': 
The columns available in the table are defined here. Each '{ }' block corresponds to one column. 
The sorting from top to bottom corresponds to the column sorting from left to right. 
Description of the individual fields: 
ColumnKey: This value refers to the ChronoLog entry. Either one field or previously named 
section in the identifier must be selected here. The value is also used as SQL table column 
name. Mandatory field 
ColumnAlias: An value entered here overrides the ColumnKey value for the SQL table column 
names. 
IecType: Definition of the data record type of all entries in the column in IEC format. 
SqlType: Definition of the data record type of all entries in the column in SQL format. 
Description: Description of the column as meta-information. 
Comment: Comment of the column as meta-information. 
Unit: Unit of the column as meta-information. 
 
Additional information: 
A conversion operation from source to SQL data record types is given with the specification of 
the IecType and SqlType fields. If none or only one of the fields is used, the following rule 
applies: 
only IecType: Specification of the source types. Cast in SQL target type is made implicitly - if 
possible. 
only SqlType: Specification of the source type corresponds to the target type. 
No specification: Source type is transformed to VARCHAR(255) 
Only the columns defined here are available to the SQL statement. 
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8.4.3.6 Example of an SQL select statement: 
SELECT Timestamp, country FROM Test_Schema WHERE Timestamp > '2012-01-
01'; 

 

8.4.3.7 Validation of a table configuration 
The 'SqlTableSchemaValidator' tool is available to validate a JSON table configuration. It checks 
a file for the correct content and returns reasons for errors. 
Example: 
SqlTableSchemaValidator /opt/aprol/cnf/AprolSqlServer/Alarm.json 

8.5 APROL SQL Appendix 
|url=appendixaprolsqlserver.htm 
. 

8.5.1 Driver parameter 
Key: Value: 
PROJECT <CAE project of the data source> 
SYSTEM Runtime system: aprolsys 

 engineering system <CC-Account of the data source> 
UID User Identification 
PWD UID password 
ARKPATH The SQL server supports the well-know arkpath function from ChronoLog, which allows access to a secured ChronoLog 

container. 
TREND_SOURC
E 

The parameter selects the trend data source, i.e. selects the APROL system which is contacted. The parameter can 
adopt the following values: 
protocol: Trend data is read from the logging server. 
local: Trend data is read from the system where the AprolSqlServer is installed. 
default or option not used: The trend data is called from the runtime system where the trends were recorded. 

 

8.5.2 Supported SQL data types 
The following SQL92 data types are supported by the AprolSqlServer.  
The specifications in brackets are optional. If this information is omitted, the default values are 
used (following in pointed brackets). 

 BIT 

 INT 

 INT UNSIGNED 

 TINYINT 

 TINYINT UNSIGNED 

 SMALLINT 
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 SMALLINT UNSIGNED 

 BIGINT 

 BIGINT UNSIGNED 

 REAL 

 DOUBLE 

 FLOAT(size) [default: 53] 

 NUMERIC(size, scale) [default: 38, 0] 

 DECIMAL(size, scale) [default: 38, 0] 

 DATE 

 TIME 

 TIMESTAMP(precision) [default: 6] 

 CHAR(size) [default: 1] 

 VARCHAR(size) [default: 255] 

 

8.5.3 IEC to SQL data type mapping 
The following table contains the assignment of IEC data types to SQL data types, as they are 
used in the table configuration. 
Not all IEC data types have an SQL data type assigned. 

IEC Data type SQL data type 
ANY_BIT INTEGER UNSIGNED 
BOOL BIT 
BIT BIT 
BYTE SMALLINT UNSIGNED 
WORD INTEGER UNSIGNED 
DWORD INTEGER UNSIGNED 
LWORD INTEGER UNSIGNED 
SINT SMALLINT 
INT INTEGER 
DINT INTEGER 
LINT INTEGER 
USINT SMALLINT UNSIGNED 
UDINT INTEGER UNSIGNED 
ULINT INTEGER UNSIGNED 
REAL DOUBLE 
LREAL DOUBLE 
TIME INTEGER 
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IEC Data type SQL data type 
DATE DATE 
DT TIMESTAMP 
TOD TIME 
ANY_NUM DOUBLE 
STRING VARCHAR(32767) 
SSTRING VARCHAR(64) 
LSTRING VARCHAR(32767) 

 

8.5.4 Use of the AprolSqlQueryTool as database client 
We offer you the SQL query tool 'AprolSqlQueryTool' in Linux for the first introduction. It is 
available on engineering and operator systems and can be started via the APROL start menu, in 
the 'Diagnosis' menu item. 
 

8.5.4.1 Description of the user interface 

 
Illustration 111: User interface of the AprolSqlQueryTool 

 

8.5.4.2 Input fields 
Data Source: 
Selects a data source. The list is obtained from the odbc.ini configuration file. A selection 
updates the table overview (see underneath). 
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Statement: 
Input field for the SQL statement to be executed. A history of the last 20 successful statements 
is stored.  
Button [Execute]:  
The execution is started when pressed. 
 
Status icon:  
Signalizes errors or the case of a success. 
 

8.5.4.3 Display areas 
Table overview:  
All tables specified in the data source. The current SQL statement is substituted by the table 
name with a mouse click. If the field is free an SQL statement is generated. 
 
Result table:  
Display of the results of the executed SQL statements. 
 
Log window:  
Display of the activities from the AprolSqlQueryTool. 
 
Status bar  
Signalizes the final state. Error or success is stored with more information. 

8.5.4.4 Main menu 
'Open Configuration File...' menu item:  
Opens the „odbc.ini“ file with kwrite. 
 
'Process Query Jobs...' menu item:  
Opens a modular dialog for processing a query job list (see underneath). The job file must have 
the file extension '.sql_queries' and be in JSON format. The target file is written with the file 
extension '.log' Upon confirmation, the list is processed top-down and a log is written in the 
target file. It is also possible to export the results to one individual file. The job description is 
selected as the name. The checkbox must be set for this. 
 
'Export Result...' menu item:  
Saves the current result table in the format CSV file. Semi-colons are used as separators here. 
 
'Restore Standards' menu item:  
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Sets the layout and statement history. 
 
'Finished' menu item: 
Ends the GUI application and saves the settings. 
 
'APROL Info Licenses' menu item:  

The APROL license dialog is opened. 
 

8.5.4.5 Query job list 
A query job list contains SQL statements which can be processed by the AprolSqlQueryTool. 
The file format is JSON. A job entry must contain an attribute name as unique identifier and is 
valid in the file system (is used eventually as export file name). The actual statement must be 
specified as the respective attribute value.  

 Important: The quotation marks used must be masked with "\"! 

 
Example: 
{ 

"select1": "Select * from base.PDA_PdaReaktor2 where \"ts\" >= '2012-10-03' and \"from\" = 'FT27102'", 
"select2": "Select * from base.CaeUpdate where ts >= '2012-10-02'", 
"select3": "Select * from base.CaeUpdate where ts >= '2012-10-03'" 
} 

 

8.5.4.6 Logging 
The processing of an SQL statement via the input field is recorded in a log file (JSON format) in 
the path: 
/<Engineering system>/ENGIN/cnf/AprolSqlQueryTool/queries.log 
/<Runtime system>/RUNTIME/cnf/AprolSqlQueryTool/queries.log 
Each block contains consecutive numbering. Furthermore, the current time stamp, the 
statement, the runtime, and the number of result lines is logged. In a negative case, the reason 
for the error is written in the file queries.log. 
 

8.5.5 Use of SQuirreL as database client 
The setup of a connection via SQuirreL is described in the following. 
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8.5.5.1 Setup of the database driver 

Illustration 112: Setup of the database driver 
 

Step Description  

1 Select 'Drivers' tab and 'New Driver' menu 
2 Specify name of the driver. 'AprolSqlClientDriver' 
3  Enter URL (replace pointed brackets): 

'jdbc:simba://<host>:55503;RUNTIME=<aprolsys | CC-
Account>;PROJECT=<project>' 

4 Select 'Add' in the 'Extra Class Path' tab. 
Seelct the file '/opt/aprol/lib64/SimbaEngine/client/SimbJDBCCLient.jar' (on 32 bit 
systems: '/opt/aprol/lib/SimbaEngine/client/SimbJDBCCLient.jar') 

5 Press [ListDrivers] button 
The following is displayed in the 'ClassName' field: 
'com.simba.client.core.JDBCDriver' 

6 Finish driver configuration with [OK]. 
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8.5.5.2 Setting up an alias (DB connection alias) 

 
Illustration 113: Setting up an alias (DB connection alias) 

 

Step Description  

1 Select the 'New Alias' menu in the 'Aliases' tab 
2 Specify name of the alias: e.g. 'Connection to pdadevelop01'' 
3  Select driver: 'AprolSqlClientDriver' 
4 Adjust URL: 'jdbc:simba://pda.your-automation.com: 

55503;SYSTEM=aprolsys;PROJECT=SamplesProject'(example) 
5 Select 'Connect at Startup' checkbox 
6 Finish alias setup with [OK] 

 

8.5.5.3 SSL connection via SQiurreL 
The parameters shown in the following illustrations are to be entered for an encrypted 
connection via SQiurreL. The actual values should be entered instead of the placeholders in 
brackets. 
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Illustration 114: SQL access via SQiurreL 

Step Description  

4 Adjust URL: 'jdbc:simba://pda.your-automation.com: 55503;  
SYSTEM=aprolsys;PROJECT=SamplesProject'; 
UseSsl=1;TrustedStorePath=<install path>\\SSLCertificates\\jdbckeystore; 
TrustedStorePassword=.aprol’ (Example) 

 

8.5.5.4 Establish database connection 

 
Illustration 115: Establish database connection 

 

Step Description  

1 Select 'Connection to pdadevelop01' entry in 'Aliases' tab. 
2 Execute the 'Connect...' action 
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Step Description  

3  Establish connection with the [Connect] button (no user or password is necessary). 

 

8.5.6 Note about SQL queries 
. 

8.5.6.1 TOP clause 
The number of lines in the result can be limited with the help of the TOP clause. 
The following example returns the first 10 lines: 
SELECT TOP 10 * FROM base.CaeUpdate; 

 

8.5.6.2 Date and time specifications  
Date and time specifications must be defined in the following format. 

1. Date output 
1.1. Format: '<YYYY>-<MM>-<DD>'  
1.2. Example: '2013-12-31' 

2. Exact date and time 
2.1. Format: 'HH:MM:SS' or 'HH:MM:SS.FFFFFF' 
2.2. Example: '13:49:47' or '13:49:47.081094' 

3. Time stamp specification 
3.1. Format: '<date specification> <time specification>' 
3.2. Example: ' 2013-12-31  13:49:47.081094' 

 

8.5.6.3 Performance observation 
Historical information consist of a data content and a time specification. Each table has the 
column 'ts' which depicts this time specification. We recommend that the 'ts' column is always 
taken into account in SQL statements in order to give the best performance. 
Example: 
 SELECT * FROM base.Trend WHERE ts > ' 2013-12-31' 

 

8.5.6.4 Optimization of SQL queries by the AprolSqlServer 

The AprolSqlServer can speed up 'group by' queries considerably. 

 
In doing so, the following must be noted: 
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1) An accelerated query is only then possible if columns are accessed in the 'group by' query 
where the content is detected by using of the ChronoLog identifier. 
 
Example query: 
SELECT pv from Alarm GROUP BY pv 

In this case, 'pv' is part of the identifier of the corresponding ChronoLog data record. 
2) A performance gain with trend queries is only then possible when the column 'pv' is 

accessed in the 'group by' query. 
 
Example query: 
SELECT pv from Trend GROUP BY pv 

3) Queries can only be accelerated if the 'group by' aggregation is executed before a filter 
command. 
 
Example query: 
Optimization: 
SELECT pv FROM Trend GROUP BY pv HAVING pv LIKE 'Value%'  
 
No optimization: 
SELECT pv FROM Trend WHERE pv LIKE 'Value%' GROUP BY pv 

 

 'DISTINCT' queries cannot be accelerated by the AprolSqlServer. 
Example: 'SELECT DISTINCT pv FROM Alarm' delivers the same amount of results as 
the query in 1). Even so, the processing of the 'DISTINCT' queries takes much longer. 
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9  ReportSpooler 
 
. 

9.1 General information about event-driven report creation 
The ReportSpooler functionality allows an automatic creation of reports (e.g. AuditTrail, shift 
logbook, change control, as well as own customer-specific reports) of pre-defined events or 
points in time. 
The reports created are available in PDF format for making high quality prints. 
Similar to the mechanism for the creation of the As Built documentation in the CAE libraries, the 
program Prince from the company YesLogic, licensed from B&R and delivered on the APROL 
DVD, is used for the creation of the printable PDF files. 

 The license for this program can be seen in the CaeManager under "Help/License 
information". 

Prince converts XHTML documents into the PDF format, and formats thereby according to rules 
laid down in CSS style sheets. Requirement for this is that the source document is in form of a 
local file. 
You have the possibility to incorporate images (PNG or GIF format) into the source document. 
This can also apply to trend diagrams that are created with ChronoChart. 
The program Prince supports CSS rules for page formatting (e.g. Header, footer, control of page 
break), as well as table breaks (Table header, column, footer). 
Having added special CSS rules, this allows a display of the report in the web browser, as well 
as a high resolution printout. 

 An XHTML conform notation is mandatory. Pay attention to the notes in manual "B4 
Project and library documentation". 

 

9.1.1 General procedure for creation of PDF files 
The following image shows a schematic overview of the creation of PDF files via Prince in 
APROL: 
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Illustration 116: Overview of PDF creation in the APROL system 

The reports are created with the help of ChronoLog templates in XHTML format. The documents 
are transferred over the HTTP protocol, and are saved as temporary local files on the logging 
server, because Prince only allows local files as source files. Finally the conversion into PDF 
format is carried out via Prince. 
 

9.2 Configuration of the report creation with the block AprCcTrigReport 

The block AprCcTrigReport is available in the CAE library 'APROL', in the group Reports, for 
the configuration of the event driven report creation. 
With the AprCcTriggerReport block, a report is created upon the occurrence of a trigger event. 
The report can be output to a file on the logging server and/or to a printer. The block configures 
the CC module ReportSpooler. The use of the ReportSpooler block must be configured in the 
scope of the control computer's CC modules. 

 After a trigger has arrived, a triggering of the same block instance is only possible 
when the previous job has been processed. 

Jobs from different blocks are placed in a queue, and processed sequentially. 
Block view: 
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Illustration 117: The AprCcTrigReport block 

 The AprCcTrigReport block can be used in the "APROL" library only in the existing 
form. 

Copying and modifying the block for use in customer libraries is not possible! 

 
Block inputs: 

Name Type Description / Default value Attribute 
(CRDS)* 

trigger BOOL The report creation is triggered by a positive 
edge on this input. 

CRDS 

Url STRING The URL is stated without protocol (http[s]:) 
and server. The ReportSpooler always 
contacts the one configured in the project's 
logging server. If the URL begins with "/", it is 
interpreted as an absolute URL on the logging 
server. cgi programs can be addressed in /cgi-
bin/ with this for example. If the URL begins 
with "/" then it is interpreted as a URL that 
addresses a project template that follows a 
URL's country code (e.g. 001). The 
ReportSpooler prefixes the name of the logging 
server and the path to the project templates 
including the country code (input "AreaCode") 
from the URL that is entered. Please also note 
the example shown in the notes. Constant CGI 
parameters can be attached in both cases. 
Default value: standard/syslog/syslog.clt 

C-DS 

Conversion STRING Possible values: 
"'PDF": Conversion to PDF,  
"PDF pdf2ps": Conversion to PDF, additionally 
to Postscript (if necessary for printing),  
"none": no conversion (e.g. CSV format) 
Default value: PDF 

C-DS 
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Name Type Description / Default value Attribute 
(CRDS)* 

PdfOptions STRING Currently not supported 
Default value: ? 

---S 

File STRING File name under which the report should be 
saved. The reports are saved on the logging 
server in the project specific REPORTS path. 
/home/aprolsys/APROL_DATA/PROJECTS/ 
<project name>/REPORTS. 
Additionally stated path components are newly 
created! If no name is stated, or a valid process 
variable is not connected the report is not 
saved. 
The set outputs from the ReportSpooler, JobId 
and JobCount, can be used to dynamically 
allocate a file name.  
Use the key words $JobCount and/or $JobId as 
part of the key words. They are replaced by the 
respective numerical values. 

C-DS 

Printer STRING Printer name or class (ProtocolServer). The 
printer or the printer class must be configured 
on the logging server in the LINUX printer 
configuration. If nothing is entered here, or a no 
valid process variable is connected, the report 
is not printed. 

C-DS 

AreaCode STRING Language code for the choice of the ChronoLog 
template (is also attached to the URL as CGI 
parameter). 
Default value: 001 

C-DS 

JobOperator STRING Name of the operator who started the report 
creation. Is attached to the URL as CGI 
parameter! 
Default value: system 

C-DS 

from STRING Starting time point of the query time period of a 
ChronoLog template in the form "TT.MM.JJJJ 
hh:mm[:ss]" or "JJJJ-MM-TT hh:mm[:ss]". Date 
or time components can be omitted. Details can 
be found in the APROL documentation 'D2 
System API'.  
Is attached to the URL as CGI parameter! 
Default value: 00:00 

C-D- 

till STRING End time point of the query time period in the 
form "TT.MM.JJJJ hh:mm[:ss]" or "JJJJ-MM-TT 
hh:mm[:ss]". Date or time components can be 
omitted. Details can be found in the APROL 
manual 'D2 System API'. Is attached to the URL 
as CGI parameter! 
Default value: 24:00 

C-D- 
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Name Type Description / Default value Attribute 
(CRDS)* 

Unused_1 STRING Currently not supported 
Default value: ? 

- - - -  

Unused_2 STRING Currently not supported 
Default value: ? 

- - - -  

Unused_3 STRING Currently not supported 
Default value: ? 

- - - -  

 

 The file name can be dynamically allocated with the use of key words, or by 
connecting a process variable. In this case new files are always saved in the file 
system when triggering takes place. 
Please make sure with the appropriate measures that there is always enough 
room on the corresponding partition. 
Details can be found in the APROL documentation "Backup & Recovery", chapter 
Hard-drive management. 

 
Block outputs: 

Name Type Description / Default value Attribute 
(CRDS)* 

Status INT Meaning of the status code: 
0 = "done_ok" : no error upon processing the 
last job,  
1 = "done_error" : Error upon processing the 
last job,  
2 = "idle" : Idle ,  
3 = "canceled": Interruption due to change of 
the process control,  
4 = "timeout" : Obtained no response from 
logging server,  
5 = "active" : Report request being processed 
(no triggering allowed),  
6 = "pending" : Report request in queue (no 
triggering allowed). 

C-DS 

Error INT Meaning of the error code: 
0 = "ok"  
>0 = "Error": See "Error_Text" output for a short 
description. 

C-DS 

StatusText STRING Short status text C-DS 
ErrorText STRING Short error text C-DS 
QueueTotal INT The total number of pending jobs in the global 

queue 
C-DS 

QueuePos INT All jobs are processed one block after the other. 
This output states the current position of this job 
in the global queue.  

C-DS 
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Name Type Description / Default value Attribute 
(CRDS)* 

JobId ULINT The output JobId is an identifier of the job 
currently waiting, or the last job. The counter 
takes all of the trigger events of all of the 
block instances into account.  
The JobId output is held as a remanent variable 
by the Iosys. That means that after a 
ReportSpooler restart, or after a successful 
download, all of the values are preserved 

C-DS 

JobCount ULINT A counter is available on the output JobCount, 
which is incremented with every trigger event of 
this block instance. 
The JobCount output is held as a remanent 
variable by the Iosys. That means that after a 
ReportSpooler restart, or after a successful 
download, all of the values are preserved  

C-DS 

 
Description for the "Attribute" column: 

Attribute Meaning 

C Can be linked 
R Connection required 
D Dynamically configurable 
S System pin   

 

Example for URLs for the creation of APROL standard reports: 

Report type URL 

AuditTrailReport standard/action/overview.clt?id=USERACTION: 
AlarmReport standard/alarm/show_alarm_list.clt?css=standard;... 

...group=filter;alias=filter;pv=filter;prio=filter 
TargetControlReport standard/changecontrol/targetlist.clt 
System messages standard/syslog/syslog.clt 
TrendReport standard/trend/trd_data.clt?project=<Project>&runtimesystem... 

...=<CC-Account>&id=TRD:<PV name>&nmax... 

...=<Max.NumberEvents> 
ProcessDataReport /cgi-bin/IosInOut.pl?lang=<area 

code>&server=<Server>&runtimesystem=<CC-Account>... 
...&port=<Port nr>&pv=<PV name>... 
...&xsl=/opt/aprol/doc/xsl-sheets/<area-
code>/online/Result/iosinouthtml.xsl 
Please pay attention that the URLs here begin with "/"! 
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Report type URL 

CustomerReport customer/<Name of the customer specific template> 
Customer specific ChronoLog templates are stored in the directory 
/home/<CC-Account>/ENGIN/PROJECTS/ <Project 
name>.pgp/WEB/<Language code>/REPORTS/ customer" , 
and are available on the logging server after generation and 
subsequent download! 
 
Further information about the ChronoLog mechanism can be found 
in the APROL documentation "D2 System API". 

 

9.2.1 Configuration and functionality of the ReportSpooler 
In the scope of the configuration of the CC modules the ReportSpooler must be activated, and 
the options -iosys, -restart. -self are to be checked, or configured. 
After receiving a positive edge on the input Trigger, the ReportSpooler gets the values of the 
inputs Url, Printer and File. Thereafter, a report request (HTTP post request) is sent to the CGI 
program AprolCreatereport. The request is rowed in a global queue, which is carried out 
sequentially. 
The ReportSpooler analyses the status, or the returned status text, of the CGI program and 
makes this available on the block outputs Error and ErrorText. The current status of the 
processing requests is shown on the outputs Status and StatusText. 
 

9.2.2 AprolCreateReport 
The CGI program AprolCreateReport is given the URL of the report, a filename, and parameters 
in order to control the conversion, by a client (ReportSpooler). 
The report (created using the ChronoLog mechanism) and all of the necessary files for a display 
(XHTML, CSS, PNG) are obtained with the URL, and saved in a local (temporary) directory. 
The Linux tool wget has been modified for data transfer so that the handling of very large URLs 
(ChronoChart) is also possible. 
Finally, a PDF document is created (if a PDF conversion is desired) using the local files via 
Prince. 
When a printer name has been assigned, the document is sent to that printer. If a filename 
(including path) is assigned, the document is saved there.  
If configured, the report created is sent back to the HTTP client. In any case, a status message 
is sent back to the client that contains information about a successful, or faulty, event. 
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Illustration 118: Overview of event driven report creation in the APROL system 

 

9.3 Workflow and path of action for event driven report creation 
The following overview clearly shows the time sequence of events and the interaction of the 
process control system's components involved in the creation of the report. 
In the overview, the server and operator stations involved are shown separately. 
Depending upon the topology of the process control system, these components can be 
on the same (compact system) or on different computers. 
The numbering in the following table corresponds to the numbering in the schematic overview. 
 

Step Description 

1a / 1b Interaction of the operator in the DisplayCenter (1a) or the control computer task 
(1b) sets process variables in the Iosys, which parameterize the report and start 
the workflow via the trigger variable. 

2 The ReportSpooler adopts the report's parameter and appends the job to the 
end of the queue. 

3 Thereupon, the process variables of the block are set by the ReportSpooler, like 
e.g. the queue position on the "QueuePos" pin. 

4a, 4b The block outputs are visualized by the DisplayCenter (4a) or evaluated by the 
control computer task (4b). 
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Step Description 

5 Upon the start of the job an HTTP post request is deposited to the CGI program 
AprolCreateReport. 

6 Report creation via depositing an HTTP get request of the parameterized URL. 
7 After conversion to PDF format, the report is stored as a file on the logging 

server and / or the report is output on the printer. 
8 HTTP responses about the status, errors in the report creation, and the 

transformation into PDF format are reported. 
9 Setting process variables, which contain the status and error codes and the 

corresponding Texteam block output. 
10a, 10b The block outputs are visualized by the DisplayCenter (10a) or evaluated by the 

control computer task (10b). 

 

 
Illustration 119: Overview of the workflow and path of action 
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9.4 Creation of customer specific reports 
Individual ChronoLog templates are to be created for the creation of customer specific reports, 
which are stored in the directory/home/<CC-Account>/ENGIN/PROJECTS/<Project 
name>.pgp/WEB/<Language>/REPORTS/customer. 

 The creation of customer specific reports requires knowledge about the APROL 
ChronoLog system, as well as basic XHTML and CSS knowledge. 
1. Details about the ChronoLog system can be found in the APROL documentation "D2 
System API" 
2. Basic information about XHTML and CSS can be found in the external 
documentation "SelfHTML" from the APROL documentation manual group X-
AddOns. 

The files that exist in this directory can be called up via the URL http(s)://<Computer 
name>/PROJECTS/<Project name>/<Language>/customer. 
Alternatively, the call can made via the 'Reports / Customer Reports' KDE menu, or via the 
report overview page. 
The web server automatically creates a list of the directories and files that are stored (see 
screenshot), over which it is possible to navigate and open directly. 

 
Illustration 120: Automatically created web server listing 

If an individual start page design is required, or an own menu structure is necessary, then this 
can be stored actively with an index.html, or index.htm, or index.php file as a start page 
in the specified directory. 

 In this case, the above mentioned listing is no longer created automatically by the 
web server, but must be eventually created with a (PHP) script. 

 
The following illustration shows the connection between the XHTML formatted content, the CSS 
rules of the corresponding style sheet, and the resulting layout of the report: 
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Illustration 121: Interrelationship between XHTML formatted content, CSS rules, and resulting layout 

The displayed example shows the creation of header and footer, which are shown on each side, 
as well as the implementation of a consecutive page number. 
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Illustration 122: Display of the generated report in Adobe Reader 

A web form has been designed for the error analysis of the report templates that you have 
created, which can be found in the professional queries ('APROL / Reports / Detail report / 
ChronoLog-ProfiReport' KDE menu).  
For the error-analysis call up the "Creation, PDF transformation and printing reports" entry. 

Here, the ReportSpooler's HTTP request can be manually added. After setting the "with debug 
messages" option, the debug output of the CGI program AprolCreateReport is shown in the 
browser, as well as eventual error messages. 

In the scope of the APROL logging, all of the URLs of all of the ReportSpooler's HTTLP 
requests are recorded. The URL can be copied into the before mentioned form from the 
APROL system messages, for error analysis purposes. 

 Error analysis - step 1: 
Calling the APROL system messages / copy the URL 

 Error analysis - step 2: 
Inserting the URL in the web form 

 Error analysis - step 3: 
Display of the debug output of the CGI program, as well as the eventual error messages 
(e.g. XHTML syntax error) in the browser. 



ReportSpooler 
9-13 

 

9.4.1 Redundancy 

The ReportSpooler supports the APROL process redundancy. 
Furthermore, the following limitations apply: 
If the process control is transferred to a partner during the processing of a request, then the 
status message and eventual error message are not available on the block's outputs. When the 
logging server that is processing the HTTP requests carries on running, the report creation is 
terminated properly. 
All of the requests in the queue are lost with a switching. 
All of the requests are also removed from the queue when the ReportSpooler is terminated (e.g. 
when stopping the APROL system) 
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10  Digital signature of PDF documents 
 
. 

10.1 Basic information about the digital signature 
. 

10.1.1 Motivation and intention 

The digital signature of PDF documents in APROL offers you the following advantages: 

 
Guarantee that the origin of the report is the APROL process control system 

 
Tamper-proof storage and forwarding of reports 

 
Confirmation or commenting the content of the automatically generated report by the 
operator (signing reports) 

 
Identity of the operator that signed the report can be checked 

 

 The content of the data (E.g. the PDF document) is not encrypted by attaching a 
signature, but the possibility is then given to check for subsequent manipulations. 

 

10.1.2 What is signing? 
Electronic signature: 
The electronic signature is a legal term that is defined in the signature law (Law about framework 
for electronic signatures, abrev. SigG). 

 The different forms of electronic signatures are defined in §2 SigG. 

An electronic signature is understood to be data that is linked to electronic information. 
The following can be achieved with this data: 

 
Identification of the person signing, i.e. creating the signature 

 
The possibility to check the integrity of the signed electronic documents 

 
Digital signature: 
The digital signature is the technical implementation of the electronic signature. Basically, an 
encrypted hash value is created with the private key that is contained in the certificate. 
It is possible to recognize if changes have been made to the data after the signature was made 
by re-creating a hash value and comparing it with the value that was created originally. It is 
although not possible to recognize which changes have been made. 
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10.1.3 What do digital signatures in APROL serve for? 

A PDF file can be created optionally for all of the APROL reports that are in HTML form and 
can be displayed in the web browser; by means of which a printout is then made possible. 

All of the reports that are created in PDF format by the APROL system obtain a digital 
signature per default, and are thus protected from subsequent manipulation. 

The signature is made with the APROL system certificate of the server on which the report 
was created. These signatures are referred to as certification signatures in the following. The 
APROL process control system is ensured as the origin of the report with this signature. 

The PDF document can be additionally signed with a personalized user or operator certificate. 
The person signing confirms the content of the document with this signature, whereby, the 
purpose of the signature must be given. 
These signatures are referred to as approval signatures in the following. 

 A function to attach electronic signatures to self-created PDFs is available in the 
APROL web portal (Reports / Sign Document). Apart from signing APROL reports, it 
is now possible to attach a digital signature to documents which were created with 
external tools. 
I.e. Reports created with Jaspersoft studio can be signed retrospectively. Jaspersoft 
studio allows the creation of custom-made reports with a connection to the APROL 
data via a JDBC data source querying the AprolSqlServer data. 
 
The functionality also allows the 'countersigning' of a report which has been signed 
beforehand. 

Changes that have been made to the content are made clearly visible with integrity check in 
Adobe Reader, because of the PDF document signature. The identity of the person signing is 
also verified. 
In this way, a tamper-proof storage and forwarding of reports (E.g. historical process data) is 
guaranteed. 
 
 

10.1.4 What is asymmetric encryption? 
Basis of the digital signature is the asymmetric encryption. It is a cryptographic process whereby 
each of the communication partners possesses a key pair which is made up of a secret part 
(private key) and a non-secret part (public key). Asymmetric crypto-graphical systems are also 
therefore referred to as public key process. 
In contrast to this, symmetrical crypto-graphical systems use one mutual (secret) key for the 
communicating partners. 
 
The asymmetric encryption process is implemented as follows when creating PDF signatures in 
APROL: 
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Private key for creation of a digital signature 
A so-called digital fingerprint is calculated from the PDF document via hash function (E.g. 
MD5 check sum). A unique signature can be created for the PDF document with the 
private key and the fingerprint. Thus, only the fingerprint is encrypted when signing and not 
the document. 
 
The signature and the certificate, which contains the public key, are attached to the PDF 
document.  

 
Public key for checking the digital signature 
The public key from the signed PDF document is used to decrypt the signature (Result: 
digital fingerprint). Parallel to this, the digital fingerprint of the original document is re-
calculated. 
If the fingerprint from the signature and the original document are the same, then there 
have been no subsequent changes since the signature was made. 

 
Detailed information can be found in the following schematic overview! 
 

 
Illustration 123: Schematic display of the signing in APROL 

 

10.1.5 What is a certificate? 
A certificate (Here: X.509 format) is composed of the following components: 
1) Identity of the owner (E-mail address, name, ...) 
2) Public key of the owner 

3) 
CA signature, i.e. 
Signature created by the certification authority about the identity of the owner and the 
owner's pubic key. 

4) 
and an optional CA certificate  
Certificate of the certification authority including their identity and public key for checking 
the CA signature 
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10.1.6 In which format are certificates saved? 
Certificates can be saved in many different file formats. 

The APROL certificates are saved according to the PKCS#12 standard in files with the suffix 
'*.p12'. The standard format is used in order to save private keys together with the respective 
certificate in a password protected manner. 

 PKCS stands for Public Key Cryptography Standards and describes a series of crypto-
graphic specifications. 

 

10.1.7 What is a certification authority? 
A certification authority (Abbreviation CA) is an organization that supplies signed digital 
signatures.  
A certification authority can by a special company, or an institution or department within a 
company. It is also possible that public organizations or government agencies serve as 
certification authorities, e.g. the Federal Network Agency in Germany. 
 

10.1.8 What is the time stamp server used for? 
Digital documents can be given a certified time stamp. 
It is thus possible to determine when a document was created or signed. This is the way that the 
time point of the original unchanged data is detected. A subsequent forward or back-dating of 
content is ruled out in this way. 
A pre-requisite for using a time stamp is that the issuing company or institution can also be 
trusted. Companies or institutions which offer time stamps (ZSA) are referred to as 
Timestamping Authority (TSA). 

The use of a time stamp server is supported in APROL.  
 

10.2 How do I create digital signatures in APROL? 

10.2.1 What are certificates used for in APROL? 

Certificates are used for the following purposes in APROL: 

 
As a root certificate when creating personalized user and operator certificates 

 For digital certification (Certification signature) of PDF documents by the APROL system 

 
For personal digital signatures (E.g. approval signature) of PDF documents by operators 
and users 
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For the establishment of secure HTTP connection (https) when communicating with the 
web server 
(Not a part of this description) 

 
LDAP certificate 
SSL connection to the LDAP server 
(Not a part of this description) 

 

10.2.2 Which certificates are available in APROL? 

The following certificates are available for the digital signature in APROL: 

Certificate type Description 

Root certificate All of the certificates that are created for APROL are derived from 
the APROL root certificate. The APROL root certificate is 
solely created by B&R. 
The private key (File: 'ca.key') and the certificate (File: 'ca.crt') are 
stored in separate files in the directory /opt/aprol/etc during 
the APROL installation. 

System certificate Each PDF file is signed with the system certificate per default 
(Certification signatures). 
The APROL system certificate is solely created by B&R. 
The system certificate (File: 'APROL_SYSTEM.p12') is stored in the 
/opt/aprol/etc directory during the APROL installation. 

User certificate This certificate is for attaching a user's personal signature. 
They are created in the user management and contain the identity 
of the engineering user (especially that of their login). The 
certificates are saved in 'P12' format in the CAE database. 
 

Operator certificate This certificate is for attaching an operator's personal signature. 
It is created in the OperatorManager. They contain the operator's 
identity (especially that of the login). 
The certificates are saved in 'P12' format in the CAE database. 

 
The root certificate is pre-configured as being a trustworthy certification organization in Firefox, 
Konqueror, and Adobe Reader on the APROL servers. 

 

10.2.2.1 How are certificates used for the digital signature in APROL? 

The following overview shows the use of certificates for signing PDF documents in APROL: 
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Illustration 124: Use of the certificates in APROL 

 
Use of the APROL system certificate: 
Each PDF file from an APROL report that is in HTML format and can be displayed in the web 
browser is signed per default with this certificate. 
This signature (Certification signature) is added to the PDF document per default when 
pressing the [Print] or [Sign document] buttons. 

 The APROL system certificate is based on the APROL root certificate, and can be 
replaced by an external certificate!  

I.e. It also remains based on the APROL root certificate if an external root certificate is 
used for the operator / user. 

 
Use of the APROL root certificate: 
The APROL root certificate is used for creating user certificates in the user management and 
operator certificates in the OperatorManager.  
Use of the user certificate: 
User certificates are stored in the CAE database and are available on the engineering server. 
The user certificate is read from the CAE databank when a user creates an authorization 
signature (via [Sign] button). 
Detailed information about the creation of user certificates and signing can be found in chapter 
Creating a user certificate and How are PDF documents signed in APROL? 

 Certificates from external certification organizations (external certificates) can also be 
used instead of the user certificate that is based on the APROL root certificate. 

 
 
Use of the operator certificate: 
Operator certificates are stored in the CAE database. They are adopted in the 'access' database 
during the build process. They are transferred to the logging server and all operator stations via 
a download. 
The operator certificate is read from the CAE databank when an operator creates an 
authorization signature (via [Sign] button). 
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Detailed information about the creation of user certificates and signing can be found in chapter 
Creating an operator certificate and How are PDF documents signed in APROL? 

 Certificates from external certification organizations (external certificates) can also be 
used instead of the operator certificate that is based on the APROL root certificate. 

 

10.2.2.2 Can certificates from an external certification authority be used? 
Certificates that originate from external certification authorities (free or commercial) can also be 
used for the digital signatures in APROL. 

Pre-requisite for this is that these certificates are in the '*.p12' format and are stored in the file 
system of the APROL server (E.g. in the directory /home/<CC-
Account>/ENGIN/EXCHANGE/). 

 

 They are entered automatically into the certificate list of the web browser, depending on 
the external certification authority, and must be exported from there to the APROL 
server. 

An external certificate can only be imported in the engineering environment (User management 
or OperatorManager). 
If the external certificate is already in the CAE database (I.e. has been imported), a security 
query takes place to avoid the unintended overwriting of the existing certificate. 
 

10.2.3 How are certificates for users and operators created? 
The following chapter describes the creation of a user certificate in the user management. 
The procedure for the creation of an operator certificate is basically the same, and therefore only 
the differences will be made clear. 
 

10.2.3.1 Creating a user certificate 
A user certificate is created in the 'User management / Master data tab'. 
The 'Signing is possible' checkbox specifies if the selected user is allowed to sign a document 
with an existing certificate. 
Then, the buttons for creating and managing the certificate are made sensitive.  
The mandatory fields of the certificate creation are checked with the respective validators to see 
if the entries are missing or incomplete. 
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Illustration 125: Mandatory fields for the creation of a user certificate 

After all necessary entries have been made, the same-named dialog can be opened with the 
[Create certificate] button, which is now sensitive. 
Enter the validity period for the certificate and allocate a certificate password. The certificate 
password that is entered here is only used for the digital signing of PDF documents. The 
password should not be the password of the APROL user because of security purposes. 

 
Confirm the entries with [Create certificate]. The created certificate is then displayed. 
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Illustration 126: Input of validity period and password 
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Illustration 127: Display of the created user certificate 

The following functionalities can be used after a user certificate has been created: 
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 Show certificate: 

 

 
Delete certificate: 
An existing user certificate is deleted after the confirmation of an additional security query. 

 Import certificate: 
The import of certificates makes it possible to adopt certificates which have a secret 
password. It is thus not necessary that a central certification authority of an engineering 
user must be made with the certificate password being specified.  
If a certificate has already been created for the user that is logged in, a security query 
takes place to avoid the unintended overwriting of the existing certificate. 

 
Export certificate: 
An existing user certificate can be exported to the file system of the engineering server in 
'*.p12' format. 

 

10.2.3.2 Creating an operator certificate 
An operator certificate is created in the 'OperatorManager / Master data tab'. 
In addition to the user certificates, the default validity period for operator certificates can be 
preset in the 'Project properties', in the 'Runtime (1/2)' tab. The settings made there do not 
influence the validity of any existing operator certificates. 
The procedure in the engineering environment is the same as the before mentioned 
procedure for creating user certificates. 
    Information about creating operator certificates in the runtime system and the return to 

the engineering environment can be found in chapter How is it possible to create an 
operator certificate on a running system and make it available for signing? 
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10.2.4 How are PDF documents signed in APROL? 

 
Illustration 128: Schematic representation of the signature creation in APROL 

 

10.2.5 Which inputs are necessary for the creation of a signature? 
By making a personal signature, the person signing confirms that they have taken notice of the 
content. A special reason for the signature (E.g. 'Authorization') can also be made in the 
'Reason' field. 
 

The 'Sign documents and reports' form can be opened in all APROL reports via the 'Sign 
Document' toolbar button. 
Specify if this is with a user or operator certificate by selecting the respective radio button. 
Enter the user / operator name, the certificate password, the reason, and the location into the 
form. 

 The corresponding master data is faded in automatically after the user / operator name 
and certificate password have been entered, and the [Apply] button has been pressed. 
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Illustration 129: Necessary input for the creation of a digital signature. 

If all of the necessary information has been specified, the creation of the digital signature can be 
carried out via the [Sign] button. 

 
Illustration 130: Creation of a digital signature 

The PDF document is then created, with the APROL system certificate and the personal 
signature of the selected user / operator, on the server which was contacted. 

 The position for displaying the signature can be set with the 'Visible signature on the first 
page...' checkbox. 
The setting of the page orientation (portrait / landscape) must be set to the orientation in 
the source document, i.e. the PDF being signed. 

The orientation in the APROL reports is 'landscape' per default. 

The PDF document is then transferred to the browser, which starts the Adobe Reader in order to 
display it. 
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Illustration 131: Display of the signed PDF document in the Adobe Reader 

The person that has signed must check the content of the document at this point. 
The document must then be saved to the file system; otherwise there will be no backup 
copy of the document. 
 
The validity of the certificate signature and the signature is explained in further example. 



Digital signature of PDF documents 
10-15 

 
Illustration 132: Validity of the certificate signature and the signature 

 

 The standard directory '/home/<CC-Account>/<RUNTIME | ENGIN>/REPORTS/' is 
suggested for saving the signed PDF file.  

 
 
 

10.2.6 What is the difference between certifying and signing in Adobe 
Reader? 

The most digital signatures are authorization signatures. Signatures that certify an Adobe PDF 
document are called certification signatures. Only the first signee of a PDF document (normally 
the author) can insert a certification signature. A certification signature confirms the content of 
the document. Additionally, it allows the signee to specify the changes that are allowed for the 
document in the scope of the certification. Changes to the document are shown in the 'Signature' 
window. 
Source: http://help.adobe.com 
 
Implementation in APROL: 
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The certification signature is made by the APROL system (via 'System certificate'). 
(Confirmation of the content, author is the APROL system). 

The original state is ensured with the certificate signature. 
 
The personal authorization signature is made by the user / operator by using the user / operator 
certificate. 
The original state after approval is ensured with the approval signature. The identity of 
the person signing can also be verified. 
 

10.2.7 How can an operator certificate be created retrospectively? 
An operator certificate can be created during runtime if the creation of an operator password in 
an engineering environment is not desired because of security or secrecy reasons. It is thus 
possible to create a certificate in which only the respective operator knows the password.  
In the same way, the certificate can be renewed with a new password when a certificate 
password has been spied out. 

 Changing the password of a certificate is only possible by creating the certificate again! 

Use the following procedure to create a personal certificate for an operator on a running system 
and make it available for signing: 

Step: Description 

1 Create a new operator certificate in the runtime environment. 
If the OperatorManager was started in the runtime environment, the new certificate 
will be saved in the '*.p12' format in the file system. 

2 The certificate must be transferred to the file system of the engineering server 
(eventually via external medium) in the directory /home/<CC-
Account>/ENGIN/EXCHANGE/, for example. 

3 On the engineering server, the new certificate must be imported to the CAE 
database with the OperatorManager. 

4 It is adopted automatically in the database for web access ('access' database) 
during the build process. 

5 The certificate is distributed to all operator stations and the logging server with a 
download. 

 

10.2.8 When is a signature displayed as being valid by the Adobe Reader 

The signatures on an APROL server are marked as 'valid' per default, as the APROL root 
certificate is entered into the list of trusted certificates during the APROL installation. 

An overview of the valid certificates in the Adobe Reader can be found via the 'Document / 
Manage Trusted Identities' menu item. 
All of the certificates in the Adobe Reader (including the validity period) are listed after selecting 
the 'Display / Certificates' entry. 

The APROL root certificate (APROL Root CA) is present in the list. 
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You can find detailed information about the APROL root certificate via the [Show Certificate] 
button. 

 
Illustration 133: Display of the valid certificates in the Adobe Reader 

 
The APROL root certificate can be imported into a non-APROL server in the following 
manner: 
Step: Description 

1 Transfer the APROL root certificate from the APROL server (from the 
/opt/aprol/etc/ca.crt directory) to an external medium. 
Copy the root certificate to the non-APROL server. 

2 All of the following steps are to be carried out in the Adobe Reader on the 
non-APROL server. 
 
Edit the trusted identities. 
Menu (Adobe 10): 'Edit / Protection / Manage Trusted Identities'. 
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Step: Description 

3 

 
Illustration 134 

Select the 'Certificate' entry in 'Display'. 
Confirm with the [Add Contact] button.  
Select the APROL root certificate. 
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Step: Description 

4 

 
Illustration 135 

Confirm with the [Trusted] button. 
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Step: Description 

5 

  
Illustration 136 

Activate the following checkboxes: 'Use this certificate as trustworthy root' and 
'Certified Document'. Confirm the entry with [OK]. 
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Step: Description 

6 

 
Illustration 137 

Import the contact ([Import] button). 
7 

 
Illustration 138 

The import process is now finished. 
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Step: Description 

8 

 
Illustration 139 

The APROL root certificate is now in the list of trusted certificates. 
 

10.2.9 Can certificates be declared invalid? 
In the case of the self-created user and operator certificates, it is not possible to withdraw by 
creating and distributing a list for blocking certificates (English: Certificate Revocation List, Abbr.: 
CRL). 
 

10.2.10 What do I do when the password for a user / operator certificate is 
known by a third-party? 

If a user's or operator's password has been spied out by a third-party, a new user or operator 
password must be created and made available via the method already described. 

10.2.11 How safe is the APROL signature? 
The APROL signature is a so-called 'Advanced electronic signature' (An electronic signature that 
allows the possibility of checking the authenticity and originality of the data that is signed by it). 
Features of an 'Advanced electronic signature': 

 
Protects the signed document from changes 

 Uses signature keys 

 Is linked to the key owner 
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It is not a 'Qualified electronic signature' 
The presence of the private key on all operator stations and the logging server limits the security 
of the signature. Thus, the access to the APROL servers must be made restrictively. 
 

10.2.12 How do I sign with a private certificate (present on an external 
medium)? 

There is the basic possibility to use an external certificate, which is not in the APROL CAE 
database but on an external medium, for example. It must be in 'P12' format. 
For this purpose, select 'Use of a local certificate file' from the 'Certificate' drop-down list in 
the 'Sign documents and reports' form and press the [Select certificate] button. 

 The local certificate will only be used to sign the current document and will not be saved 
permanently! 

 

 
Illustration 140: Use of a 'local certificate' 

10.2.13 How do I configure the time stamp server? 
In order to be able to adopt a certified time stamp when creating an approval certificate, the 'Use 
an external time stamp server' option must be selected in the project properties ('Runtime 1/2' 
tab). 
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Illustration 141: Setting of the time stamp server in the project properties 

Example for a (free) time stamp server: 
URL:http://Zeitstempel.dfn.de/ 

 
Procedure: 
A query is sent from the APROL server to the configured URL at the time of creating the 
signature, and contains the hash value of the document. The time stamp server detects the 
actual time, signs the time and hash value of the document, and sends this signature back 
together with its certificate. The signature and certificate are written together in the PDF 
document.  
The time stamp server uses its own certificate to sign the time stamp. This must be confirmed as 
being trustworthy one time when opening the PDF document with the Adobe Reader. As a 
result, time stamps from this time server will be marked as trustworthy in all further documents. 
 

 If a time stamp server is being used, then it must be ensured that the configured time 
stamp server can be reached via HTTP from the APROL server where the signature 
was created. Otherwise the personal approval signature will not be created! The 
document then only contains the APROL system signature with the time stamp of the 
APROL server where the signature was created. 

 
The parameters of the used time stamp server are entered in the dialog: 

Input field: Short description: Default value: 

TSA-URL URL with which the time stamp server 
can be reached. 

'http://zeitstempel.dfn.de'  
Neither authentication nor the 
specification of a TSA policy is 
necessary for this provider.  

TSA user User name for authentication on the 
time stamp server. 
This field should only be filled out 
when the provider of the time stamp 
server requires authentication. 

no entry 
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Input field: Short description: Default value: 

TSA password Password for authentication on the 
time stamp server. 
This field should only be filled out 
when the provider of the time stamp 
server requires authentication. 

no entry 

TSA password 
repetition 

Password repetition for authentication 
on the time stamp server. 
This field should only be filled out 
when the provider of the time stamp 
server requires authentication. 

no entry 

TSA policy (OID) Optional specification of a Policy 
Object ID which is sent with the 
request to the time stamp server. 
This field should only be filled out 
when the provider of the time stamp 
server requires this. The necessary 
value is supplied by the provider. 

no entry 
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11  TranslationManager 
 
The TranslationManager offers you optimal support in translating efficiently and comfortably. 
With this tool, which is integrated into APROL, you create translations for the visualization, for 
the alarm system, and for the APROL system software. 

 

Detailed information about the localization of XLS and CLT files (for reports) can be 
found in chapter Translating xsl and clt files. 
Detailed information about the localization of KDE menus can be found in chapter 
Translating KDE menus for APROL. 
Detailed information about inputting Chinese characters can be found in chapter 
Tools for entering Chinese characters. 
Detailed information about the language switching and the GNU gettext mechanism 
can be found in chapter Detailed information about language switching. 
Detailed information about language switching via gettext in the Python API can be 
found in manual 'D2 System API', chapter Localization with gettext in the Python API. 

 
Use the TranslationManager for translations and profit from automatic plausibility checks, and a 
high degree of consistency in the translations of the respective target language. This provides 
you with the professional creation of international text. 
The TranslationManager saves you navigating manually to the necessary PO files, as also the 
time-consuming generation and installation of the MO files. These actions are automatically 
carried out with a click of the button, whereby the corresponding context (e.g. alarm text or 
visualization text) is taken into account. 
The simple handling, as well as many supporting details, makes the TranslationManager an 
indispensible tool for creating translations in APROL.  

 
You will especially regard the following highlights in practice: 

 clear list view of the PO entries 

 quick, uniform translation of identical source strings in different PO files (high 
consistency) 

 Display of translation suggestions  

 Group translations 

 Error recognition and marking 

 functional support with searching, replacement, sorting, amongst others 

 Evaluation of translations made / to be done 

 direct generation and installation of the translations 

 simple import / export in CSV format for editing in OpenOffice or Excel 

 quick division of the translations to several translation teams via import / export 
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The following demonstration shows how quick and easy the translation of alarm text is carried 
out: 
1. In an opened project in the CaeManager, choose "Extras/Translate alarm text". 
2. Carry out the desired translations, whereby you can directly accept the translation 
suggestions that are made. 

 
Illustration 142: Translating 

3. Generate and install the MO files using the toolbar, or with "Edit/Generate and install the 
translations". 

 
Illustration 143: Generate and install the MO files 

The translated alarm text is available after the control computer task has been built, and a 
download to the target system. 
 

11.1 Launching the TranslationManager 
 

 In order to start the TranslationManager you need the "TranslationManager: Start" 
user right. 
To be able to use the context oriented launching of the TranslationManager for alarm 
and visualization text, the 'Prepare translation of alarm and visualization text' runtime 
option must be set in the project properties / 'Localization' tab. You can choose the 
desired target language, for which the corresponding PO files are created, in the 
respective combo box. 
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Illustration 144: Prepare project specific translations of the alarm and visualization text 

Depending upon the area of application, you can start the TranslationManager separately or 
directly out of the CaeManager, for example to translate visualization text for a certain project. 
The TranslationManager can be used in the following context: 

 alarm: Localization of alarm text 
(This context is solely available in the engineering environment). 

 visualization: Localization of visualization text 
(This context is solely available in the engineering environment). 

 aproltr: APROL translation environment for localizing the APROL system software 
(provided with the installation of the APROL translation developer package from the 
Language DVD) 

 
The context is automatically detected when the TranslationManager is started. You also have 
the possibility, 
- to choose a certain context for the start of the application (see command line level), and 
- to change the context in the TranslationManager ('New session' or 'Load session' in the 
'Session' menu). 
The status line informs you, amongst others, about the current context and the set target 
language. 

 
Illustration 145: Context display with tool tip in the status line 

By stating the context, the necessary processes for generating and installing the MO files are 
defined. 
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You can start the TranslationManager in the following ways: 
1. 'Extras' menu in the CaeManager 
You can start the TranslationManager in context directly out of the CaeManager, where the 
corresponding PO files are automatically loaded. 
In an open CAE library you call up the TranslationManager, to translate visualization text from 
this library, with "Extras/Translated visualization text". 
In an open project, you can load both visualization text and alarm text for translation with the 
"Extras" menu. 

 
Further notes about the translation from visualization and alarm text can be found in 
chapter Translation with the TranslationManager. 

 
2. KDE menu 
Furthermore, you can start the translation tool manually via "Language/TranslationManager" in 
the KDE menu. Thereby, the PO files are automatically opened. Apart from that you can open it 
in context with 'Session / New session' or 'Session / Load session', or you can selectively 
load PO files with 'File / Open'. 

 
Detailed information about translation sessions can be found in chapter Translation 
sessions. 

 
3. Command line level 
You can also start the TranslationManager from the command line. In this manner, this 
translation tool is also available to you in the runtime environment. 

Please use the TranslationManager command to start the application, or the 
AprolStartTranslationManager command. 
You can tailor the start behavior to meet your needs with additional launching options, and 
control the automatic loading of certain PO files/compendiums. Amongst others, the following 
launching options are available to you for the TranslationManager: 

Option Description 

-compendium <file name> Reference to the compendium that should be loaded at the 
start of the application. 
Example: 
TranslationManager -compendium /home/<CC-
Account>/ENGIN/PROJECTS/<Project name>.pgp/po/ 
de/<File name>_po_Compendium 



TranslationManager 
11-5 

Option Description 

-context 
<alarm|visualisation|aproltr> 

With this option, all of the necessary files for this context are 
automatically loaded, meaning for the 
- Context alarm: ALARM.po from the set language in the 
project properties 
- Context visualization: VISU.po from the set language in 
the project properties 
- Context aproltr: all of the PO files concerning the language 
environment, e.g. in /home/aproltr/TRANSLATE/fr/ 
 
A project must always be stated when using the alarm and 
visualization context. The target language and path of the 
PO files are detected automatically using the project and 
the context. 
 
The -file option can be used to explicitly load PO files in the 
context of aproltr. 
 
Example: 
TranslationManager -context alarm -project Demoprojekt  

-file <PO file> With this option, one PO file is loaded after the start of the 
application. If several files should be loaded, use a wildcard 
filter or the -filelist option. 
When using wildcards, the path/file name must be within 
quotation marks. 
 
Example: 
TranslationManager -file 
"/home/engin2/ENGIN/PROJECTS/Demoprojekt.pgp/ 
po/fr/AL*.po" 

-filelist "<PO file1; PO file2; ...>" With this option, several PO files are loaded after the start 
of the application. The list of files must be placed within 
quotation marks, the file names must be separated by a 
semi-colon. 
The -filelist option is ignored when using the -context option. 

-import <CSV file> With this option, a CSV file is imported after the start of the 
application. 
Example: 
TranslationManager -import /home/engin2/tmp/alarm1.csv 

-openall This option loads all PO files in the current directory and up 
to two directories deeper. This allows quick access to all 
relevant PO files. The search depth can be changed with 
the -scandepth option. 

-opensession This option opens a saved session with the respective PO 
files. The session files are searched for in the 
ENGIN/cnf/TranslationManager/user directory. 
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Option Description 

-project <Project name> With this option, a project is chosen after the start of the 
application. The query dialog for the choice of the project 
can be suppressed when using the -context option in 
combination with the -project option. 

-scandepth This option defines the search depth for the -openall option. 
 

11.2 Basic functionalities 
. 

11.2.1 Translation sessions 
 
A translation session is a user specific composition of files, which are necessary for the 
translation in the TranslationManager. It contains 
- a list of PO files 
- a certain context (alarm, visualization, aproltr) 
- an optional compendium. 
A session can be saved and loaded again at a later stage ("Session" menu). Thus, specific 
editing of certain PO files is accelerated and simplified. 
In the context "Translation of the alarm text" for example, the PO file is loaded with respect to 
the chosen project and the chosen target language in the project properties. 
You configure the session with "Session/Session options." 

 
Illustration 146: Session options 

Enter a description for this session in the Settings tab. This description is available in the context 
display tool tip of the status line (see chapter Opening the TranslationManager). Here, you can 
also save the directory path to the necessary PO files, and the names of the files that are to be 
used. In the context of the alarm text, the chosen project is also displayed. 
The automatic display of translation suggestions accelerates the translation work and 
simultaneously increases the consistency of the translations. An external compendium can be 
optionally linked. For this purpose choose a compendium file for this session in the Compendium 
tab. This compendium then gives you additional translation suggestions. 
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 Additional information about this can be found in the chapter Compendiums. 

 

11.2.2 Compendiums 
 
A further increase in efficiency and higher consistency of translations can be met with the use of 
compendiums. These can be loaded with the 'Session / Session Options / 'Compendium' tab' 
menu. 
 

11.2.3 CSV import / export 
The loaded PO files can be exported into a CSV (CSV=comma separated values) file for editing 
with external tools (e.g. Excel). The exported data can be quickly divided, for example, and 
made available to different translation teams. After the editing has taken place, the data can be 
imported. 
The "Export" and "Import" functions are available in the "File" menu. Change to the desired 
directory in the dialog that opens, and enter the name of the CSV file to be saved, or choose a 
CSV file to be imported. The /home/<CC-Account>/ directory is opened per default for the 
import/export. 
 

 When exporting and subsequently importing, all of the additional information 
contained in the PO file, such as header and format information (e.g. #, python), etc. 
are lost. Only the "fuzzy" status is exported and reset with the import. Apart from that 
a standard header is used for the import. 

The CSV file is built according to the following scheme: 
"<Text domain>","<Status>","<Ambiguity>","<Original text>", "<Translation>" 
The following values are possible for the translation status: 
1: translated 
2: un-clear (fuzzy) 
3: not translated 
The character set for the CSV file is Unicode (UTF-8). Commas are used as field separators. 
If the PO file which was exported is loaded during the import, then an attempt is made to ascribe 
or import the changes that have been made in the translations to the loaded PO file. If an 
original text from the CSV file is found in the text domain that is loaded, then this translation is 
replaced by the CSV file. The entry is marked as modified with the following symbol when the 
translation has been changed with the variation from the CSV file. 

 
Illustration 125 
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11.3 Translation with the TranslationManager 
 
With the TranslationManager, you can create quick and comfortable translations for 
visualization text, alarm text, as well as for the APROL system software. The creation of the 
necessary PO files is based on the Linux gettext mechanism. 
In preparation, please activate the "Prepare translation of the alarm and visualization text" option 
for the respective project in the project properties, Runtime options tab. You also set the desired 
target language for the translation there (see chapter Launching the TranslationManager). 
From a project, you call up the TranslationManager in context with the "Extras" menu (e.g. 
"Translate alarm text"). The necessary files for the set target language are automatically 
detected and loaded. 
From an open CAE library, you can start the TranslationManager for translations of this library's 
visualization text. For this purpose choose "Translate visualization text" in the "Extras" menu 
and select the desired target language for the translation in the subsequent dialog. 

 
Illustration 147: Choice of the target language in the context of a CAE library 

The TranslationManager shows you the file name with the source/target strings in the "Nr./Text 
domain" column, whereby a tool tip delivers additional information about the directory path. 
 
A library with the following path/file name is created per default for the visualization text: 
/home/<CC-Account>/ENGIN/LIBRARIES/<CAE library name>/po/<Local code>/<Library 
name>_VISU.po 
Manually loading files is possible as follows: 

Menu item Description 

"File/Open" Loading PO files 
"File/Import" Loading CSV files 
"Session/Load session" Loading a saved composition of files (PO files and 

eventually compendiums) 
"Session/Load compendium" Loading a compendium 

In order to remove an open text domain from the TranslationManager, please select one of the 
domain's entries and choose "Remove file". In this way, this text domain (e.g. ALARM.po) is 
removed with all of its entries. 
You can switch between the tree view and the flat view with "View/Tree structure" or with the 
toolbar. In order to increase the clarity, several text domains with the same original text are 
grouped together in a branch that can be expanded in the tree view. By editing the root element 
(n domains), the mass translation of all sub text domains is possible. 
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Illustration 148: Text domains in the tree view 

In the flat view for example, the context specific sorting of multiple original text (e.g. sorting 
according to ALARM.po, VISU.po) is also possible. The multiple occurrence of the same original 
text is marked in the tool tip, and in the "Ambiguity" column. 
 

11.3.1 Status information 
The intuitive operation of the TranslationManager is additionally supported by clear symbols. 
You get an instant overview of the current state of the translation both in the "Status" column, 
and in the status line of the application. This affects the status of the individual translations and 
the status of all of the loaded text domains in total. 

11.3.2 Editing the PO files 
 
By double-clicking on the desired line, this entry is opened in the "Translate" dialog. 
 

 

It is not necessary to close this dialog to be able to edit other original text in the opened 
"Translate" dialog. You can load the desired text in the open dialog with the buttons 
within the dialog, and with the many navigation possibilities in the main window. 

 

 
Illustration 149: Working in the "Translate" dialog 

The actual status of the translation is displayed to you with the symbols mentioned before. 
If you want to use the original text as basis for the translation, please press [Copy original text]. 
You can directly confirm the copied text, or edit it in the "Translated text" field. 
The consistency of the translation can be considerably raised with the use of translation 
suggestions. The translation suggestions are shown from all of the original text in the open files 
(PO and compendium), which correspond or are similar to the chosen text. You can limit the 
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number of translation suggestions shown with the Fuzziness for suggestion field (in the main 
window of the TranslationManager). You do not have to close the "Translate" dialog to do this. 
The change in fuzziness has an immediate effect on the suggestion display. 

 
Illustration 150: Limitation of the translation suggestions with the fuzziness 

The suggested text is shown directly as the translation by selecting a translation suggestion, 
which in turn can be applied as it is, or edited. 
You adopt the translation displayed with [Apply]. The dialog is additionally closed with [OK]. 
Modified entries are marked with the following icon: 

 
Illustration 151 

The changes are only adopted permanently when the file is saved ("Save all", "Save as", or 
"Save all as" in the "File" menu). 
 

11.3.2.1 Navigation 
After translating an original text you can navigate quickly and specifically to further entries. For 
this purpose please use the 'Go to' menu, or the respective buttons in the main window, or 
directly in the 'Translate' dialog. 

 
Illustration 152: Quick navigation to the desired entry 
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11.3.2.2 Sorting 
A further aid for the specific translation of original text is the sort function. By clicking the column 
heading, all of the entries are sorted according to that column (e.g. according to status or original 
text). 
 

11.3.2.3 Find / Replace 
Both searching for original text and/or translations, and the replacement within translations is 
possible in the TranslationManager. For this purpose please choose "Search" or "Search and 
replace" in the "Edit" menu. 

 
Illustration 153: Text search 

 

 If you want to carry out a fuzzy search, then please set this in the search options in 
the "Search" dialog. The fuzziness for the translation suggestions is not taken into 
account in the search. In this way it is possible to tailor both the search and the 
suggestions without one overwriting the others settings. 
An activated fuzzy search is signalized by a yellow background in the input field. 

 
You can comfortably fine-tune the search with the options in this dialog. 
In the "Search and replace" dialog you can also tailor the search for translations, and apply 
replacements selectively or globally to the places found. 
The original texts are also saved in the CAE database (library or project). Because only the 
translations are edited in the PO files, and not the source of the original text, searching and 
replacing is solely possible in the translations. 
 

11.3.2.4 Syntax checks 
In order to increase the precision of the translations, the TranslationManager supports you with 
an automatic syntax check. In this manner you are not only made aware of 
- surplus blanks at the beginning or 
- deviant punctuation marks at the end of a translation 
but also for example of a changed order of C arguments. 
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Syntax errors are signalized in the "Translate" dialog in the following way: 

 
Illustration 154 

You obtain detailed information in the tool tip. 
You can also show these detailed information for the selected entry in the main window of the 
TranslationManager. You can hide or show the syntax warnings with "View/Show warnings". 
 

11.3.3 Visualization text 
You can translate visualization texts in the engineering system into another target language, and 
make them available to the display in the runtime system. Translated visualization texts are 
shown in the DisplayCenter in the translated language at runtime. Thereby, the following entries 
from language switching are taken into account: 

 in libraries: 

 Default values on the input pins of a graphic block 

 Text in graphic blocks 

 Constants in the configuration dialog of the widgets 

 Static tool tips in the graphic blocks 

 Strings within the Python code of a graphic block 

 Dynamization type "Text list" 

 in projects: 

 Text in the process graphic 

 Graphic blocks in CFCs and hyper macros 

 Constants in the widget configuration dialog in process graphics 

 

 
Detailed information about language switching via gettext in the Python API can be 
found in manual 'D2 System API', chapter Localization with gettext in the Python API. 

 
During a 'Build all (Project)', the compendium /home/<CC-Account>/ENGIN/PROJECTS/<Project 
name>.pgp/po/<Local Code>/libraries_compendium.po is created from the translations in the 
linked CAE libraries, and offers you translation suggestions for the CAE project. 

 Translations that have been made for the CAE libraries automatically flow into the CAE 
project when graphic blocks are used from the CAE libraries that have already been 
translated. Thus, translations should always be made first in the context of the CAE 
libraries. 
You can carry out changes and extensions of the translations within the context of the 
project. These changes are not ascribed to the CAE libraries. 

 
You carry out the localization in the visualization in the following manner: 
1. Start the TranslationManager from a library's context via 'Extras / Translate Visualization 
Text' and choose the target language. 
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 A "Build (Library)" must be carried out in the CAE library after having activated the option 
for the first time, or after having changed the target language, in order to create the 
respective PO file. 

 
2. Do the translation (see chapter Editing the PO files) and save the PO file 
 
3. Change into the project and choose the target language in the project properties (see chapter 
Launching the TranslationManager) 
 
4. Carry out a "Build all (Hardware)" for the control computer to 
- create the PO files for the configured target language 
- create the "libraries_compendium.po" compendium from the PO files of the libraries used 
in directory /home/<CC-Account>/ENGIN/PROJECTS/<Project name>.pgp/po/<Local code>/ 
 
5. Start the TranslationManager via "Extras/Translate visualization text" and create the 
translations 
 
6. "Edit/Generate and install the translations" 
 
7. Download to the target systems 

 
Further information about this can be found in the manual "B3 CAE Library 
Engineering", chapter Localization of the visualization. 

 

 
Illustration 155: Schematic sequence of the localization of the visualization 
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11.3.4 Alarm texts 
Projected constant text in the alarm blocks (AprCcAlarm, AprCcAlarmBasic) can be translated 
into an alternative language during the project engineering. These translated texts are displayed 
and recorded in the runtime system at runtime. 
The following alarm data are subject to the language switching: 

 I/O constants on the alarm block instances' TEXT input (alarm text to be shown) 

 I/O constants on the alarm block instances' ALIAS input (description for the message 
system) 

 
The alarm bocks that are placed both in the CFC and in the hyper macros are taken into 
account. 

 
Illustration 156: Configuration of the I/O constants in the placed instance of an alarm block 

 

 Naturally only constant text and its translation can be taken into account during the 
language switching. Dynamically generated alarm text is not subject to the language 
localization. 

 
The localization of the alarm data is carried out in the following steps: 
1. One-time configuration of the target language in the project properties (see chapter Launching 
the TranslationManager) 
 

 A "Build (Hardware)" for the control computer must be carried out in the CAE project after 
having activated the option for the first time, or after having changed the target language, 
in order to create the respective PO file. 

 
2. Start the TranslationManager via "Extras/Translate alarm text", and creation of the 
translation (see chapter Editing the PO files) 
 
3. "Edit/Generate and install the translations" 
 
4. Download to the target systems 
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Illustration 157: Localization of the alarm text workflow 

In the runtime system the alarm text is recorded by the AlarmServer in the projected language 
and (when present) in the translated language. The translated language must correspond to the 
configured target language in the Project properties/Runtime options. Under these conditions, 
the AlarmServer provides the projected and the translated text to both the DisplayCenter and 
the AlarmReport. The display of these texts depends on the language of the runtime application 
that is started. 
Which language is set for the DisplayCenter, or the AlarmReport, is detected during runtime. 
The display of the data takes place after the following evaluation: 

set language  
= 
translations target language 

set language  
≠ 
translations target language 

- Display in the translated language 
(Fallback to the projected language in case of 
missing translation) 
- Display of the projected text in the tool tip 

- Display in the projected language 
- Display of the translated text (if available) in 
too tip 

 

 
Illustration 158: Display of the translated alarm text in the DisplayCenter (original text in tool tip) 

The projected text and also the translated text (if available) are shown in the alarm properties. In 
order to show the alarm properties choose "Properties" in the shortcut menu of the alarm event. 
 
In the AlarmReport, you can manually control the display of the original and translated text with 
CGI parameters in the URL. For this purpose the following parameters are available: 
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Parameter Description 

usetr=y - Display in the translated language 
(Fallback to the projected language in case of missing translation) 
- Display of the projected text in the tool tip 

usetr=n - Display in the projected language 
- Display of the translated text (if available) in too tip 

checktr=y - Display in the projected and translated language 
- Display is "blank" when the translation does not exist! 

 

 
Illustration 159: Use of the checktr=y parameter 

 

11.3.5 Translation of the APROL system software 

In order to optimize the multilingual application of APROL even further, you can carry out 
translations for the text in the graphical user interfaces of the process control system, and 
integrate it into the software. 

In order to localize the APROL system software, which is mostly done by translations offices, 
there is the separate translation environment "aproltr" available. You set up the environment with 
the Language DVD, whereby a new Linux user with the name "aproltr" is created. The directory 
/home/aproltr/TRANSLATE/ is created for this user, containing further language-dependent sub-
directories (de/, en/, fr/, ..). The Language DVD also supplies the language packages for 
APROL. 

The following language packets are available to you on the Language DVD: 

 
Chinese  

 
French 

 
Italian  

 
Dutch  

 
Polish  

 
Rumanian  

 
Russian  

 
Slovakian 
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Spanish  

 
Czech 

 
Hungarian  

 Norwegian 

 Finnish 

 Turkish 

 Lithuanian 

 Portuguese 

 Danish 

 Latvian 

 Swedish 

 

 
APROL-Translation-devel package to handle translations for APROL 

 

 
Please pay attention to chapter Content of the Language DVD and Creation of the 
translation environment. 
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12  Language localization 
 

.  
Detailed information about the localization of languages in APROL and the KDE 
environment, and also language switching can be found in the chapter 
TranslationManager. 

 

12.1 Installation requirements 

The source language of APROL for translation is English. 

The responsible technical office handles, manages, and passes the translation on to the end 
customer. 
The following packages must be installed: 
AutoYaST DVD for Linux: 
 The following special selections: 
  APROL AutoYaST Chinese basic system 
  APROL AutoYaST Russian basic system 
APROL installation DVD: 
  APROL Installation 
 
The following packages must also be installed: 
 

 
APROL Language for AutoYaST (at least version 3.0-0) DVD with additional packages 
for foreign language support. 

 

12.2 Contents of the APROL Language DVD 

The number of supported languages is being extended constantly (e.g. in APROL R 3.6-08 
there were 20 languages available on the APROL language DVD). 

 
Information about extensions to the localization can be found in the manual 'A1 
Release Notes'. 

 
The desired selection can be selected with YaST and installed. 

Installing the APROL Language DVD as well as the "APROL AutoYaST Chinese basic 
system" for Chinese or the "APROL AutoYaST Russian basic system" for Russian 
allows the following: 
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- KDE can be switched to the foreign language, and X11 fonts (Xterm output) become available 
in the foreign language. 
- APROL can be switched to the foreign language. 
- Language files (po files) can be translated and installed so that the translation results can be 
checked. 
- The language-specific XSL and CLT files can be generated and installed after the po files, 
which are responsible for the XSL and CLT area (diagnostics, Audit Trail, reports, etc.), have 
been translated.  
 
Remark:  
This two-step procedure is necessary since it's not possible to dynamically switch languages at 
runtime. Instead, language-specific XSL and CLT files are used. 
- An input tool becomes available specifically for entering Chinese characters (Simplified 
Chinese). 
 

 Installing the "APROL AutoYaST Chinese basic system" provides the Chinese input 
tool "fcitx". 
In a Chinese language environment, however, a different tool – "xcin" – is enabled 
and opened up by default when starting KDE. 
Please refer to the instructions in the chapter Working with the fcitx tool in order to 
enable the 'fcitx' tool for a given system (Engineering, runtime, operator, translation 
developer 'aproltr'). 

 

12.3 Creating a translation environment 
Carry out the following steps to create a translation environment: 
 
Step Description 

1 Install "APROL-Translation-devel". 
2 Change to the "/home/aproltr/TRANSLATE/" directory. 
3 Run "make newLanguage LANGUAGE=<Local name>". 

 
About step 1: 
A new Linux user named "aproltr" is created when installing "APROL-Translation-devel" with 
YaST. A "TRANSLATE" subdirectory containing all of the pot language files is generated in this 
user's home directory. This includes all of the source identifiers. 
The POT files have the following contents (example: CaeManager.pot): 
 ... 
  #: CaeManager.cc:219 
  msgid "&Working area"  
  msgid "" 
  ... 
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The msgid entries show all of the strings or source strings to be translated. 
About step 2: 
-·Switch to the "/home/aproltr/TRANSLATE/" directory. 

 
About step 3: (Example for Dutch) 
 
- Run "make newLanguage LANGUAGE=nl". 
 
The environment for a translation is created under /home/aproltr/TRANSLATE/nl. This is where 
the blank po files (created from the pot language files) are stored. 
 

12.4 Translation steps 
The translation encompasses the following areas: 

 po files 

 xsl /clt files 

 Project-specific engineering data 

 

12.4.1 Translating po files 
Large parts of language-specific descriptions in the caedb are subject to language switching 
using the po mechanism. 
The corresponding po files are listed in the following: 
Hardware catalog: CAEDB_AprolHwc.po 
Driver descriptions: CAEDB_AprolPnkMod.po 
Gateway rules: CAEDB_AprolRules.po 
APROL system information: CAEDB_AprolSystem.po 
User rights: CAEDB_UserRights.po 
SysInfo: CAEDB_sysinfo.po 
Engineering tips: CAEDB_Tipps.po 

 
The following steps are necessary to translate po files: 

Step Description 

1 Edit po files. 
2 Execute "make". 
3 Execute "make install". 
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About step 1: 
All po language files are in Unicode format (UTF-8). This is the encoding system that is able to 
support most international languages. The format is easy to internationalize, and it provides the 
first opportunity for combining several languages since all of the languages are stored in a single 
encoding. 
Once the po files have been generated, the translation can then be maintained using a suitable 
editor (e.g. kwrite or kbabel + a Chinese input tool). 
The translations are to be entered in msgstr (compare this with chapter Creating a translation 
environment, Step 1 ). 
 
Remark:  
TRANSLATE presently contains the current B&R-created po files for Chinese and Russian 
(subdirectory "zh_CN" for Simplified Chinese and "ru" for Russian). 
 
About step 2: 
A "make" must be carried out under /home/aproltr/TRANSLATE after the translation has been 
finished. 
This converts all of the po files to binary (stored as GMO files in the PO area as well as an MO 
file for the local "Installation" under po/LC_MESSAGES). 
A check file is also stored in the po area (e.g. zh_CH.check) where all un-translated strings and 
entries identified as fuzzy are listed. 
Fuzzy entries ("unsharp" or imprecise translations) result when a change has been made in the 
source area (pot file) so that during the "make" (merging the new pot file with the language-
specific po file), the translation made is no longer current or it's identified as needing revision. 
Fuzzy entries are simply ignored and not put into the GMO or MO files. For this reason, any 
existing fuzzy entries must be deleted after the translation takes place! 
Example: 
CaeManager: Translation string "Display/Hide user specific working versions" must be edited! 
changecontrol_clt: Translation string "Audit Trail" missing! 
About step 3: 
These binary files are installed when a "make install" is carried out (files stored as mo files under 
/opt/aprol/share/locale/zh_CN/LC_MESSAGES). 

The translation can then be checked. 

 Restarting applications in order to check the translations is mandatory. 

Note about ALT + letter code entries: 
ALT + letter codes (shortcuts) are identified by an ampersand "&". The ampersand comes right 
before the actual shortcut character, as shown in the following example: 
msgid "&Close" 
msgstr "XXX (&C)" – where "XXX" is the translation. 
The ALT + letter character of the source string ("C" in this case should also be entered in the 
target string in parentheses. This makes it possible for users and operators who are not familiar 
with the foreign language to still be able to operate APROL (In the previous example: closing 
the application ('Close' menu item) by using the [ALT] + [C] keys).  
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12.4.2 Translating xsl and clt files 
(APROL menus: Diagnose and Reports) 
Since xsl and clt files do not effect language switching at runtime, but are available in language-
specific form whereby the translations are also given as po files (*_xsl.pi, *_clt.po), the language-
specific xsl and clt files must still be generated with a "make" after these po files are translated. 
This is illustrated as follows. 
The "XSL" and "CLT" subdirectories contain the xsl and clt source files and are located below 
the "TRANSLATE" directory level. The language-dependent xsl and clt files are generated by 
patching the source xsl and clt files (PccTr(xxx) entry patched) with the respective translation 
gotten from the accompanying mo language files. 
Example: 
After entering / changing a translation in 
/home/aproltr/TRANSLATE/zh_CN/systeminfo_xsl.po,  
a first 'make' needs to be carried out in this directory. 

This generates the systeminfo_xsl.gmo binary data in the current directory and installs it as  
/home/aproltr/TRANSLATE/zh_CN/LC_MESSAGES/systeminfo_xsl.mo  
(necessary because the translation is taken from the 'locally' installed language file when 
generating the accompanying language-specific XSL file). 
If a second "make" is then carried out in /home/aproltr/TRANSLATE/, then the language-specific 
file (./086/systeminfo/systeminfo.xsl) will be generated under /home/aproltr/TRANSLATE/XSL. 

 A "make clean" must definitely be carried out before the second "make"! 

This results from the source file ./systeminfo/systeminfo.xsl by the respective translation's patching 
of all Pcctr entries (taken from the mo language file mentioned above). 
Excerpt (a line with a language-specific entry) from systeminfo.xsl (source file and language-
specific target file):  
./systeminfo/systeminfo.xsl:<title><xsl:text>PccTr("System information")</xsl:text></title> 

./086/systeminfo/systeminfo.xsl:<title><xsl:text>Chinese translation</xsl:text></title> 
A subsequent "make install" in /home/aproltr/TRANSLATE also installs the XSL and CLT areas 
in addition to the mo language files (/home/aproltr/TRANSLATE/zh_CN/*.gmo is installed as 
*.mo in /opt/aprol/share/locale/zh_CN): 
XSL files in /home/aproltr/TRANSLATE/XSL/086 are installed in /opt/aprol/doc/xsl-sheets/086. 
CLT files in /home/aproltr/TRANSLATE/CLT are installed in /opt/aprol/doc/clt/086. 
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Illustration 160: Overview of the translation mechanism for XSL files 

 

12.4.3 Translating KDE menus for APROL 

In Linux 9.3, the APROL KDE menu tree is put together using the following files: 
/etc/xdg/menus/aprolmain.menu       Merging of aprol.menu 
Home directory of the Engineering/Runtime/Operator System: 
<home-dir>/.config/menus/aprol.menu: 

   Definition of the APROL menu tree in XMS structure 

The following are integrated:  
/opt/aprol/share/desktop-directories/*.directory  

(definition of the sub-menus in the APROL KDE tree) and  
/opt/aprol/share/applications/*.desktop  
(definition of the menus in the APROL KDE tree). 

To translate the APROL KDE menu into the desired target language, the desktop files and 
directory files need to be edited and expanded. 
Example: AprolStartOperatorManager.desktop: 
# KDE Config File 
# Important: This is an UTF-8 file 
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# and must be edited in an UTF-8 environment. 
[Desktop Entry] 
Encoding=UTF-8 
GenericName=Starts OperatorManager 
GenericName[zh_CN]=Starts OperatorManager 
GenericName[de]=Starts OperatorManager 
GenericName[en_US]=Starts OperatorManager 
Name=OperatorManager 
Name[zh_CN]=XXXXXXX 
Name[de]=OperatorManager 
Name[en_US]=OperatorManager 
Exec=AprolStartOperatorManager 
Icon=/opt/aprol/doc/html/Icons/operatormanager.png 
Path= 
Type=Application 
Terminal=0 
TerminalOptions= 
X-KDE-SubstituteUID=false 
X-KDE-Username= 
Categories=X-APROL-ENGIN;X-APROL-RUNTIME 
To e.g. guarantee Chinese language support (zh_CN), 
the following entries have to be made: 
GenericName[zh_CN]=Starts OperatorManager 
Name[zh_CN]=XXXXXXX 
 
The Chinese name is to be entered under Name[zh_CN] (it appears as a menu entry in the user 
interface). 

not the actual "description" should be entered in GenericName[zh_CN], otherwise APROL 
can only be operated by the users/operators who understand the country's language. The 
English name (OperatorManager in this case) should be entered instead. 
In Linux 8.x, the description (GenericName) appeared as a tool tip. In Linux 9.x, it's a bit 
different: It can only be made visible if the program bar has been configured so that the 
description is also displayed, and is then shown in brackets. 
Remark: The program bar can be configured so that either only the menu name (Name entry) 
can be displayed, or the name and the description (GenericName entry) in brackets, or the 
description can be displayed with the name in brackets (right-click on program bar, Set up 
program bar, Menus, K-Menu, Menu entry format: Only name, Name (description), Description 
(name)). 
Directory files can be edited and the language-specific entry can be made in the same way. 
Example: aprol-print.directory 
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[Desktop Entry] 
Icon=/opt/aprol/doc/html/Icons/printer.png 
Name=Print 
Name[de]=Druck 
Name[en_US]=Print 
Name[zh_CN]=XXX 
Until now, there has been no mechanism for managing and re-circulating these files. 
Remark: Working with kmenuedit here is quite complicated and isn't being taken into 
consideration for that very reason. 
 

12.4.4 Translating within the caedb 
(project-specific data or B&R libraries) 
It is definitely possible to create translations to the target language within the CaeManager or to 
export the language-dependent parts of a caedb area in an ASCII file using the "tbio" database 
tool to make translation in this file more effective with an editor (e.g. kwrite) and then bring it 
back that way (to the caedb and the APROL source when using B&R libraries). 

 
B&R libraries (APROL, DCS, IEC61131, ISO10628, SYSTEM, SYSTEM_RIO, and STANDARD) 
and the "SampleTrigRec" library (examples for using customer-specific logging blocks) contain 
language-specific "descriptions" that are stored in special fields in the form <Field 
Name><Lang> depending on the type of description (short description, normal description, 
comment, note, URL entries for HTML help pages, etc.). 

<Field Name> describes the type of description (currently: caption, comment, desc, hints, info, 
introduction, maindesc, reference, rem, restrictions, short, text, url). <Lang> defines the country 
code (001 for English, 049 for German, 086 for Chinese, etc.). Example: desc049. 
 
Exporting and – after the translation is performed – importing using the "tbio" database tool is 
explained using as example with the "Standard" library and the target language Chinese 
(country code 086). 
The exact path of the area being exported must be specified for the export function (here: 
\L\L/STANDARD). In addition, the "-g" option specifies the country code of the target 
language to be exported. 
 
The tbio call looks like this for the export: 
tbio –S ”” /home/engine/ENGIN/caedb -x '\L\L/STANDARD' -g 086  > caedb_export_libSTANDARD.txt 

Remark:  
The results of the export are redirected to an ASCII file (caedb_export_libSTANDARD.txt). This 
only contains the language-specific parts of the Standard library as shown in the example below. 
If there is already an entry in the target language, it will be output; otherwise an English or 
German entry will be output (i.e. search order: 001, 049, ... , first hit is output). Each line is 
commented accordingly when exporting with "tbio", as can be seen from the following excerpts: 
// desc086: original entry. 
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\L\L/STANDARD\G/Zeitbausteine  ( 

   desc086 = "already existing Chinese translation" 

) 

// no attribute named "desc001", using "desc049". 

\L\L/STANDARD\INTERN\GlobalVar  ( 

   desc086 = "Global variables in the library" 

) 

// no attribute named "desc001", using "desc049". 

\L\L/STANDARD\OS\controller/m68k/V0232  ( 

   desc086 = "No specific aspects for this OS version in this library." 

) 

// using "desc001". 

\L\L/DCS\B/DcsHmAdj\V3.0\FP-CODE\IB/95  ( 

   desc086 = "Desired value on locking" 

) 

After the export, the translation can take place in this ASCII file (i.e. the English entries which 
are usually available are translated to the target language). 
Re-importing to the caedb database is also done with tbio: 
tbio  caedb -S localhost -i –m caedb_export_libSTANDARD.txt 

The "-m" option (merge mode) merges imported translations with existing translations (in the 
caedb); the imported translation overwrites one already present in the caedb. 

 When using a B&R library, the ASCII file must also be put back into the APROL 
source files. 

 

12.5 Testing the translation 
Switching to the "th" test language or country code "099" is only done for testing reasons. For 
this reason the accompanying language files (/opt/aprol/share/locale/th/*.mo) are delivered with 
APROL. You receive a source identifier (English) which is prefixed with a Unicode special 
character. If necessary, this checks whether  
- An identifier shown in the user interface actually is used after the language switching takes 
place (Unicode special character must be displayed) 
- The display is actually Unicode-capable (character must be correctly displayed). 
Internal note: Globally switching to "th" (AprolSelectLanguage 099) is currently not possible. 
The application must therefore be explicitly started in an xterm with the language specified. 
Example: AprolStartCaeManager -languageCode 099 
 

12.6 Tools for entering Chinese characters 
There are a number of different input tools available (xcin, scim/skim, fcitx, etc.). These are 
referred to as "An X Input Method Server for Chinese". 
Detailed information to the KDE fonts used: 
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Name: ttf-arphic-20001125-589 

Summary: Chinese TrueType fonts by Arphic Technology 
(only license in this package) 
Example of a font: AR PL KaitiM GB,12,-1,5,50,0,0,0,0,0   
 
Name: ttf-arphic-gkai00mp-20001125-589 
Summary: "AR PL KaitiM GB" Chinese TrueType font by Arphic Technology 
Name: ttf-founder-simplified-0.20040419-6    
Summary: Simplified Chinese TrueType fonts made by Beijing Founder Electronics    
Example of a font: FZSongTi,20,-1,5,50,0,0,0,0,0 
Detailed information about the X11 fonts used: 
rpm package "ifntchia", X11 font for Simplified Chinese (GB2312.1980), in bdf-format 
(guob16.bdf      GB2312 + GB8565-88 by Koichi Yasuoka), 
can be determined by entering the "xslfonts" command: 

 These fonts only support the medium setting of xterm! 
 
Known problem: Not all characters are displayed correctly! 
Please use xiterm instead of xterm (Internationalized Terminal Emulator for X11) so 
that all Chinese characters are displayed correctly! 

 

12.7 Working with the fcitx tool 
 
a) Set up the environment and start fcitx: 
 export LC_CTYPE="zh_CN.UTF-8" 

 The "UTF-8" extension is mandatory. Otherwise characters entered e.g. in the 
DisplayEditor are not saved correctly! 

 
export XMODIFIERS="@im=fcitx" 

export XIM=fcitx 

export XIM_PROGRAM=fcitx 

export GTK_IM_MODULE=fcitx 

export QT_IM_MODULE=fcitx 

 
Start fcitx in this environment: The input tool opens up. 
 
Remark: 
If this environment should always be active for aproltr or activated when KDE starts, then it 
must be added to one of the scripts that is loaded automatically when the X-Windows system is 
started (e.g. ~/.xinitrc or ~/.xsession. The "~/.xim" file is the best in SuSE Linux). 
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Creating the .xim file in the home directory with the entries listed above (setting the environment 
variables for fcitx) now enables "fcitx" for the current system. 
If the graphic KDE is started in a Chinese language environment for this system, the "xcin" 
input tool is no longer started automatically (otherwise enabled by default), depending on the 
default setting under /etc/X11/xim.d/xcim.  
The 'fcitx' input tool is started manually (e.g. on the command line by entering the command 'fcitx 
&'). 

 This environment must be able to be configured for the Engineering, Runtime, and 
Operator systems so that library function blocks can be described in the foreign 
language with the CaeManager. 

Entering Chinese characters 
 "Ctrl + Space" activates the input tool or opens up the input window for Chinese characters. 
Pressing "Ctrl + Space" again closes the tool and "normal" input is possible again. 
 
b) Start the TranslationManager (or a KDE editor such as kbabel, kwrite) in the environment set 
under (a) to edit the PO language files, or start the CaeManager to enter Chinese characters 
(entering project descriptions, library descriptions, etc.). 
 

 The fcitx environment is necessary since this is the only way for the KDE editor to 
establish a "connection" to the "X Input server" for entering Chinese characters. 

 
Digression: 
The "APROL search engine" allows you to search the product documentation, the B&R 
hardware documentation, library documentation, and customer-specific project documentation. 
This search engine is integrated into the APROL language switching system and is capable of 
handling several languages. 

The descriptive texts for the APROL database listed in the language switching chapter are 
kept within a Vset (special APROL-internal data structure) in a field with the field name 
descxxx (where xxx stands for the country as the country code) and a corresponding field value. 
 
Translations in the caedb (project-specific data or B&R libraries) 

The output language of APROL is English. If the environment is started in a different language 
and translation hasn't taken place yet for it, the places where translations can be made are 
marked with a blue bar. The entry in the fallback English language is shown within the field with 
the accompanying country code. 
 

12.8 Detailed information about language switching 
The GNU gettext mechanism is used to switch languages. The language information is kept in 
"reference tables" (identifiers in the source language (English) and in the target language). 
These are files that are stored in the "GNU message catalog" format (.mo file extension). 
A separate .mo file is kept for each binary program (application, etc.), shared library, script 
(Bash, Perl, Python), and product-specific part of the CAE database. 
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Examples: 
 
CaeManager + corresponding shared libraries: CaeManager-mo , as well as PccCaeExpl.mo 
PccCaePrj.mo . 
 
CAE database: CAEDB_AprolHwc.mo  CAEDB_AprolPnkMod.mo  CAEDB_AprolRules.mo  
CAEDB_AprolSystem.mo  CAEDB_UserRights.mo  CAEDB_sysinfo.mo  CAEDB_Tipps.mo 
 
Scripts: AprolConfig: AprolConfig.mo 
XSL and CLT area: *_xsl files 
 

These files are located in the /opt/aprol/share/locale/<Local code>/LC_MESSAGES 
directory. 
 
They are accessed at runtime (GNU gettext mechanism). 

<local code> stands for the 'local code' of the target language (e.g. en for English, de for 
German, zh_CN for Chinese (Simplified Chinese), etc.). 
 

12.9 Technical notes (internal) 
All identifiers that are handled using the .po language mechanism are identified in a special way 
in the CAE database: 
E.g. desc_tr = TR("English identifier"), info_tr=TR("xxx"), etc. 
When the CAE database is generated using the .imp files, identifiers indicated in this way are 
parsed from the imp files with the xgettext tool and applied to the corresponding .pot file. 
The actual translation of the text output (e.g. menu or message texts) in an application is done in 
ASCII files that are identified by the extension ".po". The PO extension stands for "portable 
object". The files are based on PO templates that have the extension .pot. 

These templates are generated automatically when the executable programs or libraries are 
generated (compiled), and they contain all of the identifiers to be translated from the 
application's source code. Calling the GNU tool xgettext determines which texts in the source 
code are intended for language switching and enters them into the POT file belonging to the 
application. 
 
The POT files thus form the uniform template for all translations that should be generated for the 
applications. The PO files for the different languages are derived from the POT files. 
The appropriate translations are assigned to the application strings in the PO files. An individual 
PO file is thereby assigned to exactly one language and one application as a reference table. 
The machine-readable binary files (with the .mo extension) are generated from the PO files 
using the "msgfmt" GNU tool. These are files that the application accessed when the language is 
switched. The task of generating these binary files is taken over from the translator by a "make" 
script. 
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The MO files are located in the  
/opt/aprol/share/locale/<language>/LC_MESSAGES  
directory after the installation. The identifier <language> provides the code for the selected 
language.  
(e.g. de for German, en for English) 
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13  Database for parameter management 
 
. 

13.1 General information about the database for parameter management 
 
. 

13.1.1 General information about the database structure 
All of the necessary data in the runtime system for parameter management (e.g. for uploading 
and downloading parameter sets) are stored in the rational SQL database MySQL™. 

 Please note the special information about licensing in chapter Licensing information. 

The basic database concept guarantees a secure distinction between the data created in the 
APROL system (engineering system or runtime system), and the data imported via an open 
interface. 
Thus, a change of internally created data via the SQL interface, or a manipulation of 
external data in the parameter is suppressed due to security reasons. 
The MySQL max server serves as the database management system, which uses tables of the 
type 'innodb'. 

A database with the same name is created for each APROL runtime system in the scope of 
the database management system, in the /var/lib/mysql/ directory. 
 
Each database created contains: 

 
Eight tables for the engineering system's parameter data, as well as the parameter sets 
created in runtime. 

 
three tables for connection of external systems  
(labeled with the suffix '_EXT') 

 
The following users are set up for each database per default: 

Database user: Password: 

doku_<Name of database> .doku 
ext_<Name of database> .extern 

The assigned passwords can be subsequently changed as follows: 
mysqladmin -u <Database user> -p.doku password '<New password>' 

The user 'doku_<Name of database>' has read-only access for all of tables in this database. The 
user 'ext_<Name of database>' is furthermore allowed to insert, change and delete data in the 
table for external connections. 
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13.1.2 Description of the table structure 
The following conventions apply to the description of the table structure: 

 
Table names are displayed in capital letters and are bold 

 
Primary keys are displayed with bold 

 
Foreign keys are displayed with italics 

 
Note the relationships and dependencies that are displayed in the overview. 
DESCRIPTION 
D_ID LangCode DescText 
INT(11) 
NOT NULL (A) 

INT(11) 
NOT NULL 

TEXT 
NOT NULL 

The 'DESCRIPTIONS' table contains all descriptions of the individual items of equipment, 
parameters, templates, and parameter sets. The 'D_ID' field contains a unique identification for 
the description. In the 'LangCode' field a numerical country code is used to identify the language 
of the description text in the 'DescText' field. A certain description in a given language can 
therefore be queried with the combined primary keys (D_ID, LangCode).  
A reference to the corresponding description is stored in the in the 'D_ID' field in the tables 
'EQUIPMENT', 'PARAMETER', 'TEMPLATE' and 'PARAMSET'. 
 
EQUIPMENT 
E_Instance E_Name Deleted D_ID 
VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

TINYINT(4) 
NOT NULL 

INT(11) 

 
The 'EQUIPMENT' table contains all defined system components. The instance name in the 
'E_Instance' field is used as the primary key. The name of the equipment is stored in the 
'E_Name' field. The 'Deleted' field is used internally to mark deleted system components, to 
which pre-defined templates refer to, and for this reason cannot be deleted. 
PARAMETER 
P_Name E_Instance Data type Min Max 
VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

VARCHAR(30) 
NOT NULL 

TEXT TEXT 

 
PARAMETER (continuation) 

DefaultValue Unit isConst Deleted StrictRange D_ID 
TEXT 
Not NULL 

VARCHAR(30) TINYINT(4) 
NOT NULL 

BOOL 
NOT NULL 

TINYINT(4) 
NOT NULL 

INT(11) 

The 'PARAMETER' table contains all defined parameters. The primary key here is the 
combination of the name of the parameter in the 'P_Name' filed and the instance name of the 
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equipment. The 'E_Instance' field is a reference to the same named field in the 'EQUIPMENT' 
table. 
The 'Datatype', 'Min', 'Max', 'DefaultValue' and 'Unit' fields contain the attributes of the 
parameters, as they were output in engineering. The default value in 'DefaultValue' is stored in 
the database as a TEXT type in order to offer the greatest flexibility. This value is internally 
converted by means of the data type in the 'Datatype' field. The 'TINYINT' type flag in the 
'isConst' field states if it is a matter of a parameter (isConst = 0) or a system constant (isConst = 
1). The 'Deleted' field is used, as by the equipment, to mark parameters that are still referenced 
as deleted. 
The 'StrictRange' field mirrors the 'Strict check of parameter values' option in the project 
properties. 
 
TEMPLATE 
T_Instance T_Name modified AprolUser D_ID 
VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

BIGINT(20) 
NOT NULL 

VARCHAR(255) INT(11) 

 
TEMPLATE (continuation) 

Persist 
TINYINT(4) 
NOT NULL 

 
The 'TEMPLATE' table uses the unique instance description of the template in the 'T_Instance' 
field for the primary key. The name of the template is stored in the 'T_Name' field. The 'Modified' 
field contains a UNIX time stamp, which gives the time point of the last change. The name of the 
APROL user that made the last change to the template is stored in the 'AprolUser' field. The 
'Persist' flag is only used internally, and marks the template as a remanent data set. 
PARAMSET 
PS_Name T_Instance AprolUser modified RO D_ID 
VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

BIGINT(20) 
NOT NULL 

TINYINT
(4) 
NOT 
NULL 

INT(1
1) 

 
PARAMSET (continuation) 

Confirmed 
TINYINT(4) 
NOT NULL 

The parameter sets are stored in the 'PARAMSET' table. A combination of the parameter set 
name ('PS_Name' field) and the corresponding template instance description.  
The 'T_Instance' field is a reference to the same named field in the 'TEMPLATE' table.  
The 'Modified' field contains a UNIX time stamp, which gives the time point of the last change. 
The name of the APROL user who made the last change is entered in the 'AprolUser' field. 
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The 'RO' field is used internally to differentiate between parameter sets created in the 
engineering system (RO = TRUE) and parameter sets created in the runtime system (RO = 
FALSE).  
Parameter sets which have the value of the 'RO' field = 'TRUE' cannot be changed in the 
runtime system as they are then deleted upon a download from the engineering system, and 
subsequently newly transferred from the engineering system. 
The 'Confirmed' field is not used. 
 
TEMPLATE_PARAMS 
T_Instance P_Name E_Instance Fix 
VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

TINYINT(4) 
NOT NULL 

 
All of the parameters belonging to a template are saved in the 'TEMPLATE_PARAMS' table. 
The composition of the templates is defined by references to entries in the 'PARAMETER' table 
('P_Name' and 'E_Instance'), and templates from the 'TEMPLATE' table (referenced by 
'T_Instance'). 
The value in the 'Fix' field for the parameter templates is stipulated in the project engineering. If 
the value of the 'Fix' field = 'TRUE' then the value of this parameter is not allowed to be changed 
in the runtime system. 
PARAMSET_PARAMS 
T_Instance PS_Name P_Name E_Instance Value 
VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

TEXT 
NOT NULL 

 
PARAMSET_PARAMS (continuation) 
Fix 
TINYINT 
NOT NULL 

Analog to the 'TEMPLATE_PARAMS' table, all of the parameters of a parameter set are 
referenced in the 'PARAMSET_PARAMS' table. 
The 'T_Instance' and 'PS_Name' fields refer to exactly one parameter set from the 
'PARAMSET' table. The 'P_Name' and 'E_Instance' fields refer to one parameter in the 
'PARAMETER' table. 
The 'Value' field contains the value of the parameter within the parameter set. 
The value in the 'Fix' field for the parameter templates is stipulated in the project engineering. If 
the value of the 'Fix' field = 'TRUE' then the value of this parameter is not allowed to be changed 
in the runtime system. 
The parameter sets (created in runtime) from a changed template (in engineering) remain in 
their original composition by saving a parameter set's parameter once again. Changed template 
can be marked in the ParameterCenter by comparing the parameter contained in a parameter 
set with the parameters of the corresponding template. 
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PARAMSET_EXT 
PS_Name T_Instance User modified D_ID Confirm

ed 
VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

VARCHAR(25
5) 

BIGINT(20) 
NOT NULL 

INT(11) TINYINT
(4) 
NOT 
NULL 

 
PARAMSET_PARAMS_EXT 
T_Instance PS_Name P_Name E_Instance Value 
VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

VARCHAR(255) 
NOT NULL 

TEXT 
NOT NULL 

 
DESCRIPTION_EXT 
D_ID LangCode DescText 
INT(11) 
NOT NULL 

INT(11) 
NOT NULL 

TEXT 
NOT NULL 

 
VERSION 

VERSION_ID 
INT(11) 
NOT NULL 

 
The 'PARAMSET_EXT', 'PARAMSET_PARAMS_EXT' and 'DESCRIPTION_EXT' tables 
(labeled by the '_EXT' suffix) serve to connect external systems. 
Data can be inserted with these tables, as long as the database user has the respective rights. 

 The database user 'ext_<Name of the database>' has the necessary rights. The 
corresponding password is: '.extern'. 

The 'VERSION' table contains the curretn version of the table layout in order to be able to react 
to possible changes. 
 
The structure of the external table is extensively identical to the corresponding internal tables.  
Only the 'RO' field in the 'PARAMSET' table and the 'Fix' field in the 'PARAMSET_PARAMS' 
table are not contained in the corresponding external table. 
In order to insert data into the external table, the fields marked as foreign key must refer to 
existing entries in the internal table. 
Thus when inserting a parameter set for example, the entry in the 'T_Instance' field must exist in 
the field with the same name in the 'TEMPLATE' table. 
 
The same applies for all fields in the external 'PARAMSET_PARAMS_EXT' table (Exception: 
'Value' field). 
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Furthermore, the values of a parameter ('Value' field) in the 'PARAMSET_PARAMS_EXT' table 
must be within the min. and max. values that are stipulated in the 'Min' and 'Max' fields in the 
'PARAMETER' table. 
The names of the external parameter sets, which are set by the 'PS_Name' field in the 
'PARAMSET_EXT' table, must be different to the names that are in the internal 'PARAMSET' 
table. 
If the name of a parameter set is used twice then the name in the internal table has priority. That 
means that the entry from the internal 'PARAMSET' table is displayed in the ParameterCenter. 
The description about the external parameter sets should be stored in the 'DESCRIPTION_EXT' 
table, whereby a valid country code and a unique identifier must be assigned. 

 Details can be found in the description about the 'DESCRIPTION' table. 

The identifier is entered in the 'D_ID' field of the 'PARAMSET_EXT' table in order to allocate the 
description to the parameter set. The country code is detected internally from the system 
settings, and considered for the display. 
 

13.1.2.1 Diagram 'Dependencies' 
The 'Dependencies' diagram shows all tables as ellipses. 
A foreign key dependency is displayed in the form of arrows between the ellipses. The names of 
the key fields are thereby incorporated in the corresponding arrows. 
Example: 
The arrow displayed between 'PARAMSET' and 'TEMPLATE' with the labeling 'T_Instance' says 
that the 'T_Instance' field from the 'PARAMSET' table refers to the corresponding field in the 
'TEMPLATE' table.  
The intended order for inserting data records is made clear with the diagram. If a parameter set 
is to be inserted then first of all the description in the 'DESCRIPTION_EXT' table must take 
place. Subsequently, the parameter set must be entered in the 'PARAMSET_EXT' table. 
Thereafter, the respective parameters can be inserted in the 'PARAMSET_PARAMS_EXT' 
table. The latter pre-requisites the existence of the parameter used being in the 'PARAMETER' 
table. 
 

13.2 General information about replication 
The MySQL replication is set up in AprolConfig, 'Management' tab, in the 'MySQL' aspect. 
A cross-replication is set up, in which each server serves as both master and slave. 
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Illustration 161: Setup of the MySQL replication in AprolConfig 

Using this configuration aspect, a MySQL database replication can be created and tested for 
parameter sets on redundancy runtime servers. The respective fields must be filled with the host 
names and the 'root' passwords of both computers involved. 
The configured runtime master can be entered in the 'Replication reference host' field and the 
configured runtime slave in the 'Replication partner host' field when a replication is set up for the 
first time. 
If there is an inconsistent database then the computer that is not effected by the error must be 
entered in the 'Replication reference host' field because the reference database with the 
consistent state is there. This can also be the server which is normally the slave. This sort of 
error state may be the complete crash of a redundancy partner, or a hard-disk crash with 
subsequent new installation. 
In the above mentioned cases (First-time installation or in case of errors), the [Initialize and 
start replication] button must be pressed after inputting the parameters. Inputting a false host 
name, or especially specifying the master as 'Replication reference host' when it was the one 
that had the hard-disk crash, can lead to a complete loss of data. For this reason, the data that 
was entered in the fields is not saved but must be entered each time that AprolConfig is started. 
It is possible to test a replication with the [Test replication] button before a first-time installation 
or during running operations. A test database is used for this purpose, so that the proper 
parameter database is not affected by the test. 
Project-spanning configuration leads to a loss of replication: 

 If runtime systems from two different CAE projects are on one control computer, the 
parameter management replication cannot be set up correctly on the control computer 
(with the 2 redundancy partners). 
A MySQL replication can only be set up between 2 control computers. Therefore, the 
replication between control computer 1 and 2, and the subsequent replication between 
control computer 2 and 3 leads to a loss of the first replication. 
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13.2.1 Additional information 
After the configuration has been completed, the following threads are running in each of both 
database management systems. 

 
A master thread which writes each data change in binary lof files (Bin-Log files). 

 
A slave I/O thread which monitors the master and collects changes in the binary log files. 

 A slave SQL thread which transfers the 'collected' data from the so-called 'relay log files' 
to the database management system. 

 

13.2.2 AprolConfigParameterManagement 
 
The 'AprolConfigParameterManagement' script serves to configure the database management 
system for parameter management and supports the following options: 
-install Checks if a MySQL installation exists, if the 'default-user' has been 

created, and if a root password has been specified. 
-deinstall Deletes all existing MySQL RPMs. 

-create <system name> Creates a MySQL database with the name <system name>, including 
the tables which are necessary for the parameter management. 

The database-specific users doku_<system name> and 
ext_<system name> are also created. 

If a database with the same name already exists, a message is output 
and no further action is taken. 

-delete <system name> Deletes the specified MySQL database <system name> from the 
database management system. 

-update Carries out all '-install' option steps and then a '-create' for all runtime 
systems. 

 

13.3 Backup 
The 'BuRMySQLBackup' script performs a backup and restoration of single MySQL databases. 
During the backup, the script writes a file for each table from the database which is specified in 
the '-system' option and stores them in the '-basedir' option directory. 
<system name>_<timestamp>_<table name>.txt 

When restoring, the timestamp which is in the file name <system 
name>_<timestamp>_<table name>.txt must be given in the '-restore' option. By doing 
so, the corresponding backup files of the individual database tables can be identified. 
 

 
The content of the database specified in the '-system' option is deleted during a 
restoration, i.e. the data is not merged. 
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The script is executed as follows in order to create a backup: 
BuRMySQLBackup -backup -hostname <server name> -system <system name> -
basedir <directory> 

 
The script is executed as follows in order to carry out a restoration: 
BuRMySQLBackup -restore -timestamp <timestamp> -hostname <server name> 
-system <system name> -basedir <directory> 

 

 The MySQL Linux user must have write permission for the directory which is specified in 
the '-basedir' option, because it actually creates the backup. 

This is a 'hot backup', i.e. the backup is created while the system is running. 

 

13.4 Purge BinLog-Files 
The 'PurgeMySQLBinlogs' script deletes Bin-Log files which are no longer necessary in a 
controlled manner. 
The script is called like this: 
PurgeMySQLBinlogs --slave=<slave name> --target=<target file> 

 
The 'PurgeMySQLBinlogs' script is started on the master (i.e. the server on which one is) and 
specifying the slave (i.e. the replication partner). 

A file name is specified in the '--target' option and obtains the suffix '_<timestamp>.tar.bz2' 
automatically. Copies of the deleted Bin-Log files are stored in the archive. If this is not 
necessary, the '--no_backup' option can suppress this. 
 
The script aborts if the replication is not carried out correctly or the replication partner cannot be 
contacted. The former can be avoided with the '--force_r' option, and the latter with the '--
force_s' option. 

 

 
The Bin-Log files sould only be deleted with the 'PurgeMySQLBinlogs' script in order to 
ensure that the MySQL replication still functions. 

 

 The binary log contains all instructions which update or could have updated data (e.g. a 
DELETE instruction without the respective data record). The instructions are saved in the 
form of 'events' which describe the changes. Furthermore, the binary log also contains 
information about how long the execution of the datachanging instruction was. 

 

13.5 Diagnostics 
. 
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13.5.1 BuRMySQLToolbox 
The BuRMySQLToolbox serves to manipulate the database. Information about the database can 
also be entered. 
 
Example: 
The '-show_master_status [-hostname <host name>]' option shows if the master 
thread is running. 

The '-show_slave_status [-hostname <host name>]' option shows if the slave I/O / 
slave SQL threads are running. 
 

 It is possible to check if the configured replication is running properly with this. 

 

13.6 Information about licensing 

When using the APROL parameter management, special license conditions need to be taken 
into consideration for MySQL applications. 
Please note that the entire MySQL-specific source text of the server, the mysqlclient library and 
client, as well as the GNU readline library are subject to the conditions outlined in the GNU 
General Public License. 

The commercial use of MySQL in the context of the APROL ParameterManagement is 
therefore only permitted with a valid MySQL license. 
Please make sure that your APROL license also has a valid MySQL license. If you are unsure 
whether your APROL system has a valid MySQL license, then you are obligated to refer to the 
conditions of your APROL license. In this case, contact your respective APROL sales office. 

Also note that a MySQL license is required on each machine where the MySQL server is 
running. There is no limitation regarding the number of MySQL servers that can run on a 
machine, or regarding the number of clients that can be connected simultaneously to a server 
running on this machine! For this reason, you need a MySQL license for each control computer 
in the process control system when using the APROL parameter management. That means 
that two licenses are needed when using a redundancy system with two control computers. 
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14  Authentication via LDAP / Active Directory Server 
 
A separate openLDAP server or Active Directory Server can be optionally used for the 
authentication of an engineering user or an operator. 
The Lightweight Directory Access Protocol (LDAP) is an application protocol that is derived from 
the network technology. It allows the query and modification of a directory service (that is a 
hierarchical database distributed over the network) via an IP network. 
The Pluggable Authentication Modules (PAM) are a software library, which provides a general 
programming interface (API) for authentication services. 

 Basic information about LDAP and PAM can be found under http://en.wikipedia.org 

The users / operators that are defined in the APROL user management or OperatorManager 
are awaited as configured users on the LDAP server. They are authenticated with their 
password that is stored in the LDAP server. 

The assignment of rights for the process control system is made solely in APROL. 

The LoginServer must always be active. If the LoginServer is stopped on purpose, or due to a 
crash, then it is not possible to authenticate another user and the automatic logout according to 
the idle time is no longer carried out. Stopping the LoginServer on purpose, or in the case of it 
crashing, does not impede the operation of APROL in any way. Even when the 
LoginServer is stopped, the user that is already logged in remains so and it is possible for them 
to work with their allocated rights. 
An openLDAP server can be installed on any Linux computer in the network, as long as it can 
be reached by the APROL servers that use LDAP for authentication. It is recommended that 
the openLDAP server is installed on a runtime server because the presence of an engineering 
system is not necessary for a running system, and an operator station may not always be 
available. 
An Active Directory Server can be installed on any Windows computer in the network. 
If engineering users are to be authenticated via LDAP, then the LDAP client must be set up on 
each engineering server. 
If operators are to be authenticated via LDAP, then the LDAP client must be set up on each 
operator station. 
Decide on which computer you would like to install the server and to which extent the 
authentication should take place (engineering users / operators). 
In the following you will find a guideline for the openLDAP and Active directory servers. 
Optional steps are pointed out at the beginning of the respective chapter. 

This applies: (S) = Server, (C) = Client, (A) = APROL 
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Illustration 162: LDAP Client configuration (Linux) 

Basic procedure for an openLDAP server: 

Step: Chapter 

1 (S) How is an openLDAP server set up in Linux with YaST2?  
(Chapter: 14.5.1) 

2 (S) How is an openLDAP server configured?  
(Chapter: 14.5.3) 

3 (S) How is the default password policy adjusted?  
(Chapter: 14.5.3.1) 

4 (S) How is a minimum database structure set up?  
(Chapter: 14.5.3.2) 

5 (S) How is an LDAP query user set up for the openLDAP server?  
(Chapter: 14.5.3.3) 

6 (S) How is an Active Directory Server (ADS) configured in Linux?   
(Chapter: 14.5.6) 

7 (S) User management openLDAP  
(Chapter: 14.6) 

8 (S) How is a user created on the openLDAP server?  
(Chapter: 14.7.4) 

9 (C) Connecting APROL to the openLDAP / Active Directory Server  
(Chapter: 14.9) 

10 (S) How is the PAM-LDAP module configured for use with the openLDAP server?  
(Chapter: 14.9.3) 

11 (S) How is the security of the connection between an APROL server and an 
openLDAP server increased?  
(Chapter: 14.10.1) 

12 (S) How is the certificate that is necessary for the SSL connection to an openLDAP 
server created?  
(Chapter: 14.10.2) 
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13 (S) How are unencrypted connections to the openLDAP server suppressed?  
(Chapter: 14.10.3) 

14 (C) How is the SSL encryption activated on the APROL server?  
(Chapter: 14.10.4) 

15 (C) How is the security of the SSL connection increased?  
(Chapter: 14.10.5) 

16 (A) How is the LDAP authentication configured for the engineering system in the 
CaeManager?  
(Chapter: 14.11.1) 

17 (A) How is the LDAP authentication configured for the runtime system in the 
CaeManager?  
(Chapter: 14.11.2) 

18 (A) How is the complexity check for passwords activated for the local 
authentication?  
(Chapter: 14.11.2.1) 

 

 
Illustration 163: LDAP Client configuration (Windows) 

Basic procedure for an Active Directory server: 

Step: Chapter 

1 (S) How is an Active Directory server installed?  
(Chapter:  14.5.2) 

2 (S) How is an Active Directory server configured?  
(Chapter: 14.5.5) 

3 (S) How is an Active Directory Server (ADS) configured in Linux?   
(Chapter: 14.5.6) 

4 (S) User management on an Active Directory server  
(Chapter: 14.8) 

5 (S) How is a user created on an Active Directory server?  
(Chapter: 14.8.1) 
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6 (S) Password policies / Account policies on an Active Directory server?  
(Chapter: 14.12) 

7 (S) How is the maximum number of passwords that are saved in the history 
specified?  
(Chapter: 14.12.1.1) 

8 (S) How is the maximum age of a password specified?  
(Chapter: 14.12.1.2) 

9 (S) How is the minimum length of a password specified?  
(Chapter: 14.12.1.3) 

10 (S) How is the complexity check for new passwords activated?  
(Chapter: 14.12.1.4) 

11 (S) How is the maximum number of false logins configured?  
(Chapter: 14.12.1.5) 

12 (C) How is an APROL server connected to an Active Directory server?  
(Chapter: 14.9.4) 

13 (C) How is the PAM-Kerberos module configured for the connection to an Active 
Directory server?  
(Chapter: 14.9.4.2) 

14 (A) How is the LDAP authentication configured for the engineering system in the 
CaeManager?  
(Chapter: 14.11.1) 

15 (A) How is the LDAP authentication configured for the runtime system in the 
CaeManager?  
(Chapter: 14.11.2) 

16 (A) How is the complexity check for passwords activated for the local 
authentication?  
(Chapter: 14.11.2.1) 

 

14.1 Breakdown of the placeholders in the LDAP examples 
The examples in this chapter contain the following placeholders and have the following 
meanings:  

Place holder Used in example 

<Domain name> my-domain 

<Top Level Domain Name> com 
<IP address> 10.49.83.107 
<First name> Max 
<Last name> Mueller 
<Country> Germany 
<City> Essen 
<Department> Development 
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<Host name> tcz400.my-domain.com 

 
Please adjust the basis DN to your own domain. 

 

The domain name of your network is a suggestion for a descriptive basis DN. However, 
you can also choose any other identifier. The basis DN is detected automatically from 
the name of the computer (domain). The following basis DN results from the domain 
'my-domain.com' in our example: 

dc=my-domain,dc=com 

 

 

The order of the parameters in the shell commands must be adhered to strictly 
(e.g. with 'ldapdelete', the order of the parameters is 
ou=<Department>ou=<City>ou=<Country>). 

 

14.2 Use of the B&R example configurations 

The '*.ldif' configurations that are delivered in /opt/aprol/etc/LDAP/server or 
/opt/aprol/etc/LDAP/client only serve as example configurations. 

 'LDIF' is the abbreviation for LDAP Data Interchange Format. 

It is in any case necessary to adjust the configuration to suit your company's and policy's 
needs. 
The use of an example configuration allows setting up and using an LDAP server directly, whilst 
using a simple inetOrgPerson scheme. 
 

 

When executing an LDAP command, e.g. ldapadd, it must be noted that the command 
is called either from the same directory in which the LDIF files are stored or that the 
absolute path of the LDIF files is specified. 

'root' rights are not necessary for the execution of LDAP commands. 

 

14.3 Which benefits arise from the use of an LDAP server for the 
authentication on an APROL server? 

Depending on the LDAP server being used, the authentication can be extended and configured 
on the server with the following functions: 
 
Pre-warning time upon expired password: 
A pre-warning time can be optionally set for the 'password expires' function, so that when 
logging in, a warning dialog points out that the password will expire in 'n' days / minutes. 
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Illustration 164: Pre-warning time upon expired password 

 
Password expires: 
If a rule with 'password expires' has been allocated to the LDAP user and the password has 
expired then a new password is demanded when logging in the next time and the login is then 
carried out. 

 
Illustration 165: Notification for an expired password 

 
Grace logins after password expiry: 
A number of so called 'grace logins' can be configured optionally when using the 'password 
expires' function. They allow the possibility to log in with the old password again even though it 
has expired. 

 
Illustration 166: Grace logins after password expiry 

 

14.4 How does the behavior of the APROL authentication process 
change when using an LDAP server? 

Course of the authentication process in APROL: 

 

The script 'AprolStartLoginServer' must definitely be used when starting the 
LoginServer manually from the command line. 
The LoginServer is not allowed to be started with the 'LoginServer' command because 
it does not supply the necessary runtime environment. 
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If an LDAP server is used for authentication, a check is made to see if the user has already 
been created in the APROL user management. 
Afterwards, a check is made to see if the user exists in the LDAP server. 

Subsequently, there is a comparison of the password stored in the APROL LoginServer 
(Security Login Dialog) and the LDAP server password. 

 
Illustration 167: LDAP authentication 

If the LDAP server cannot be contacted, or the user has not been configured in this server, then 
a fallback for authentication with the password stored in the APROL user management is 
offered. 

 
Illustration 168: Fallback to APROL system authentication 

 

 
Thus the LDAP server is not a 'single point of failure', i.e. an operation is still 
guaranteed when the LDAP server is temporarily not available. 

 

 

Passwords that have been changed directly in the LDAP server (and which can also be 
changed via the LoginServer) are available on all operator stations without having to 
carry out a download. 
For this, it is necessary that the LDAP server can be reached, so that there is no 
fallback to the APROL authentication. 

 
 The connection to the LDAP server is monitored by the LoginServer and the connection 

status is refreshed every 5 minutes. 
The status is in the information area of the control panel (tray) and can be refreshed as 
desired with the 'Check availability of the LDAP server' context menu. 

 

14.5 Installation and configuration of an LDAP server / Active Directory 
Server 

. 
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14.5.1 How is an openLDAP server set up in Linux with YaST2? 

Pre-requisite for the use of the openLDAP server is the installation of the APROL R 3.6-04 
and the corresponding AutoYaST DVD. 
The following RPM packages are installed automatically in this case. 

 openldap2-2.4.20-0.5.1.x86_64.rpm 

 yast2-ldap-server-2.17.35-0.2.1.x86_64.rpm 

 yast2-ca-management-2.17.17-0.2.34.noarch.rpm 

The openLDAP server is configured in the example as follows: 

In the password expiry guidelines, the period for the validity of the passwords (password 
expires) is specified (here: 30 days). 
The allowed amount of usage of passwords that have expired (grace logins) is set to the value 3. 
A query user is also created, that is used in the configuration of the LDAP client during the 
authentication over LDAP at a later stage. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 
The configuration of the LDAP server takes place in the YaST control center. 
The following configuration is made when starting the configuration of the LDAP server for the 
first time with the 'LDAP server' icon. 

 
Illustration 169: Configuration of the LDAP server 

Navigation: YaST2 / Network Services / LDAP Server /General Settings  
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Start LDAP server Yes 

Start LDAP server / Log into an SLP daemon Enabled 

Firewall Settings / Open firewall port 
(identical to the APROL default settings) 

Enabled 

Firewall Settings / [Firewall Details] / Network interfaces Select interface 

Confirm with [Continue]  
 

 

The LDAP client configuration is made easier by logging the LDAP server into an SLP 
daemon. 
The Service Location Protocol (SLP) is a protocol to find network services in a TCP/IP 
based network. 

 Basic information about SLP can be found under http://en.wikipedia.org 

 
Choose server type 

 
Illustration 170: Choice of the LDAP server type 

Navigation: YaST2 / Network Services / LDAP Server / General Settings / Select server type 
This is an independent server Enabled 

Confirm with [Continue]  
 

 
Illustration 171: TLS settings 

Navigation: YaST2 / Network Services / LDAP Server / General Settings / Select server type / TLS settings 
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Confirm with [Continue]   
 
Create new database: 

 
Illustration 172: Database basic settings 

Navigation: YaST2 / Network Services / LDAP Server / General Settings / Select server type / TLS settings / New database 

Database type hdb 

Basis DN dc=<Domain Name>,dc=<Top Level Domain 
Name> 

Administration DN cn=Administrator 

Appended Basis DN activated 

Password of the LDAP administrator <Password> 

Directory for database /var/lib/ldap 

Use this database... activated 

Confirm with [Continue]  
 
The 'Administrator_DN' is used for the administration of the LDAP database at a later stage. The 
password set here can be changed again at a later stage via 'YaST / Network Services / LDAP 
Server / Databases / <Domain hdb entry>'. 

 

The domain name of your network is a suggestion for a descriptive basis DN. However, 
you can also choose any other identifier. 
The basis DN is detected automatically from the name of the computer (domain). The 
following basis DN results from the domain 'my-domain.com' in our example: 

dc=my-domain,dc=com 

 

 
The basis DN should be unique, when taking all of the LDAP servers in the network 
(segment) into account. 

 

 

The abbreviation 'hdb' stands for Hierarchical Data Base. HDB is a Berkeley database 
with a hierarchical structure and is based on 'bdb'. 

The abbreviation 'bdb' stands for Balanced Tree Data Base. 
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A summary of the server configuration is shown in the following dialog: 
Start configuration 
Start LDAP server: Yes 
Register with the SLP service: Yes 
 
Initialize the database with the following parameters 
Database ending:dc=my-domain,dc=com 
Administrator-DN:cn=Administrator,dc=my-domain,dc=com 

Overview dialog 

Navigation: YaST2 / Network Services / LDAP Server / General Settings / Select server type / TLS settings / New database / Confirmation 
dialog 
Content of the overview dialog check 

Confirm with [Finish]  
 

Testing the openLDAP server after the setup has taken place: 
On the command line on the LDAP server  

ps aux | grep slapd  
Output: 
ldap     21677  0.0  0.3 245716 15196 ?        Ssl  Mar30   0:01 /usr/lib/openldap/slapd -h ldap:// 
ldaps:// ldapi:// -F /etc/openldap/slapd.d -u ldap -g ldap -o slp=on 

 

Next configuration step:  
Chapter How is an openLDAP server configured?  
(Chapter: 14.5.3) 

 

 

14.5.2 How is an Active Directory server installed? 

 
An Active Directory Server should be installed according to the Microsoft installation 
instructions. 

The configuration for the use with APROL is now carried out. 

Next configuration step: 
Chapter How is an Active Directory Server configured?  
(Chapter: 14.5.5) 

 

 

14.5.3 How is an openLDAP server configured? 
After the LDAP server has been set up successfully, the configuration of the LDAP server must 
be called up once more via the 'LDAP server' icon.  
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Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

A mask for the configuration of other LDAP server options now appears. 

 
Illustration 173: Start configuration 

Navigation: YaST2 / Network Services / LDAP Server /Start configuration 
 

Start LDAP server Yes  

LDAP Enabled 

LDAP over SSL (ldaps) Deactivated 

LDAP over IPC Enabled 

Open firewall port Enabled 

Select 'Schema files' entry in the navigation  
 
At first, the configuration without 'SSL' is described here. 

 

Further information about using SSL can be found in chapter Extended security with 
use of SSL / TLS  

(Chapter: 14.10) 
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.  

The 'LDAP over IPC' option (in 'Protocol listener') is not allowed to be turned off 
because otherwise it will not be possible to make another configuration using 
YaST again. 
If the option is turned off, then it can be turned on manually  via the following 
configuration file: 
/etc/sysconfig/openldap 
The following entry must be made here: 
OPENLDAP_START_LDAPI=yes 

All further basic settings do not have to be adjusted. 

 

 
The 'Protocol Listener / LDAP' setting uses port 389. The 'Protocol Listener / LDAP over 
SSL' setting uses port 636. 

 
So called scheme files are used for the data storage and specification of the available fields 
when managing users in directory service servers. An LDAP scheme describes the list of 
possible types of entries (object classes) together with the attributes linked to them. 
An object class can have mandatory attributes and optional attributes. 
Example configuration: 
scheme 
core 
cosine 
dnszone 
inetorgperson 
rfc2307bis 
ppolicy 

 
Add scheme. 

 
Illustration 174: Select and add scheme file 

Navigation: YaST2 / Network Services / LDAP Server /Scheme files 

[Add] Select ppolicy.schema file 

Select 'Databases / dc=<Top Level Domain Name>,dc=<Top Level 
Domain Name>' entry in the navigation  
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The specifications for the schemes can be adopted. Custom scheme files can also be added. 
 
Databases 
The dc=my-domain,dc=com default database that was set up at the beginning can be found 
here. 
Password policy configuration: 

 
Illustration 175: Password policy configuration 

Navigation: YaST2 / Network Services / LDAP Server / Databases /dc=<Top Level Domain Name>,dc=<Top Level Domain Name> 
Activate password policy activated 

Continue with [Edit Policy] 
 How is the default password policy adjusted?  
(Chapter: 14.5.3.1) 

 

 

 
This password policy is the default policy that is used when a user has not been 
allocated any other rights (over the 'pwdPolicySubentry' attribute). 

 

14.5.3.1 How is the default password policy adjusted? 
After entering the administrator password, policies such as password aging policies (password 
expires) and password change policies can be set via [Edit Policy]. 

 

This chapter deals with the creation of the default password policy. A detailed 
description can be found in chapter How is a password policy created manually on an 
openLDAP server?  

(Chapter: 14.7.3) 
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Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 
Password change policies: 

 
Illustration 176: Password Change Policies 

Navigation: YaST2 / Network Services / LDAP Server / Databases /dc=<Top Level Domain Name>,dc=<Top Level Domain Name> / [Edit policy] 
/ Password Change Policies 
Only accept checked passwords activated 

Minimum length of the password 8 

Continue with the 'Password expiration rules' tab  
 

 The password that is demanded is that of the LDAP administrator 'Administrator'. 

Password aging rules 

 
Illustration 177: Password expiration rules 
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Navigation: YaST2 / Network Services / LDAP Server / Databases /dc=<Top Level Domain Name>,dc=<Top Level Domain Name> / [Edit policy] 
/ Password expiration rules 
Maximum age of the password 30 

Time point of warning before password expiry 2 

Allowed usability of expired passwords (grace logins) 3 

Continue with the 'Lockout policies' tab  
 
Lockout policies: 

 
Illustration 178: Lockout policies 

Navigation: YaST2 / Network Services / LDAP Server / Databases /dc=<Top Level Domain Name>,dc=<Top Level Domain Name> / [Edit policy] 
/ Lockout policies 
Number of bind errors before password locking 3 

Back to the previous dialog with [OK]  
Navigation: YaST2 / Network Services / LDAP Server / Databases /dc=<Domain Name>,dc=<Top Level Domain Name> 

Finish configuration with [OK]  
 

Next configuration step:  
Chapter How is a minimum database structure set up?  
(Chapter: 14.5.3.2) 

 

 

14.5.3.2 How is a minimum database structure set up? 
A database structure is necessary to manage the LDAP users in the LDAP database. A 
minimalistic structure will be imported in this example. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 
Adding a structure: 
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In the command line  
vi struktur.ldif Adjust manually 

dn: cn=Administrator,dc=<Domain Name>,dc=<Top Level Domain Name> 
objectClass: organizationalRole 

cn: Administrator 

dn: CN=Users,DC=<Domain Name>,DC=<Top Level Domain Name> 
objectClass: top 

objectClass: inetOrgPerson 

cn: Users 

sn: Users 

dn: ou=<Country>,dc=<Domain Name>,dc=<Top Level Domain Name> 
objectClass: organizationalUnit 

ou: <Country> 

dn: ou=<City>,ou=<Country>,dc=<Domain Name>,dc=<Top Level Domain Name> 
objectClass: organizationalUnit 

ou: <City> 
dn: ou=<Department>,ou=<City>,ou=<Country> 
,dc=<Domain Name>,dc=<Top Level Domain Name> 
objectClass: organizationalUnit 

ou: <Department> 

In the command line 

General syntax: 
ldapadd -h <IP address> -x -W -D cn=Administrator,dc=<Domain 
Name>,dc=<Top Level Domain Name> -f struktur.ldif 

Example: 
ldapadd -h 10.49.83.107 -x -W -D cn=Administrator,dc=my-domain,dc=com -
f struktur.ldif 

Configuration finished  
 

Next configuration step:  
Chapter How is an LDAP query user set up for the openLDAP server?  
(Chapter: 14.5.3.3) 

 

 

 

1) The password that is demanded is that of the LDAP administrator 'Administrator'. 
2) The hierarchical tree structure is called a Directory Information Tree (DIT) and depicts 
the entire namespace held by a server. The hierarchy of the company is illustrated in 
the database of the openLDAP server by the Directory Information Tree. 
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14.5.3.3 How is an LDAP query user set up for the openLDAP server? 
The openLDAP server does not allow any anonymous queries (per default). LDAP clients 
therefore need an LDAP query user to carry out queries on the LDAP server. 
The LDAP query user needs its own password policy in order to avoid that the password of 
the LDAP query user becomes invalid (password expires). If the LDAP query user was to use 
the default password policy then its password must be changed regularly and would result in 
having to adjust all of the LDAP clients. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 
At this point, the parameters should be adjusted to suit your own needs. 

In the command line  
General syntax: 
ldapadd -h <IP address> -x -W -D cn=Administrator,dc=<Domain 
Name>,dc=<Top Level Domain Name> -f ldap_query_user_ppolicy.ldif 

Example: 
ldapadd -h 10.49.83.107 -x -W -D cn=Administrator,dc=my-domain,dc=com -
f ldap_query_user_ppolicy.ldif 

Next configuration step:  
Add LDAP query user 

 

 

The LDAP query user that is used later for the configuration of the APROL client 
authentication is then added: 
Add LDAP query user. 
In the command line  

General syntax: 
ldapadd -h <IP address> -x -W -D cn=Administrator,dc=<Domain 
Name>,dc=<Top Level Domain Name> -f ldap_query_user.ldif 

Example: 
ldapadd -h 10.49.83.107 -x -W -D cn=Administrator,dc=my-domain,dc=com -
f ldap_query_user.ldif 

Next configuration step:  
Allocate a new password to the 'LDAP Query' user 
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Assigning a password policy: 
The pwdPolicySubentry attribute is used to allocate a user a password policy other than the 
default. The value that is entered is the complete path of the password policy that is to be used. 
In this case, the password policy used is LDAP-Query User Policy and is only allocated to the 
LDAP query user. For this reason, the ldap_query_user.ldif LDIF file contains the 
following entry: 
pwdPolicySubentry: cn=LDAP-Query User Policy,dc=my-domain,dc=com 

 
Allocate a new password to the 'LDAP Query' user: 
In the command line  

General syntax: 
ldappasswd -h <IP address> -x -W -S -D cn=Administrator,dc=<Domain 
Name>,dc=<Top Level Domain Name> "cn=LDAP Query,cn=Users,dc=<Domain 
Name>,dc=<Top Level Domain Name>" 

Example: 
ldappasswd -h 10.49.83.107 -x -W -S -D cn=Administrator,dc=my-
domain,dc=com  
"cn=LDAP Query,cn=Users,dc=my-domain,dc=com" 

Configuration finished  
 
Then, the (new) password that is to be set for the 'LDAP Query' user is asked for twice and the 
'Administrator' user's LDAP password afterwards. 
 

Next configuration step: 
Chapter How is an Active Directory Server (ADS) configured in Linux?   
(Chapter: 14.5.6) 

 

 

14.5.4 How is the connection to an LDAP server tested? 
It is possible to test the access to the LDAP server with the following command. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 

In the command line  
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General syntax: 
ldapsearch -h <IP address> -p <Port> -s sub -D 
"cn=Administrator,dc=<Domain Name>,dc=<Top Level Domain Name>" -b 
"DC=<Domain Name>,DC=<Top Level Domain Name>" " cn=Administrator " -W 

Example: 
ldapsearch -h 10.49.83.107 -p 389 -s sub -D "cn=Administrator,dc=my-
domain,dc=com" -b "DC=my-domain,DC=com" " cn=Administrator " -W 

Configuration finished  
 

 
The LDAP password that is queried when using the ldap* commands is the password of 
the LDAP administrator that has been set up. 

 
In the example, the following is output when the LDAP server access was successful:  
# extended LDIF 
# 
# LDAPv3 
# base <DC=my-domain,DC=com> with scope subtree 
# filter: cn=Administrator 
# requesting: ALL 
# 
 
# Administrator, my-domain.com 
dn: cn=Administrator,dc=my-domain,dc=com 
objectClass: organizationalRole 
cn: Administrator 
 
# search result 
search: 2 
result: 0 Success 
 
# numResponses: 2 
# numEntries: 1 

 

14.5.5 How is an Active Directory server configured? 
Kerberos is a distributed authentication service (network protocol) for open and insecure 
computer networks (for example, the internet). Microsoft uses Kerberos as the standard protocol 
for authentication in Windows 2000/2003 based networks and for the Windows 2000/XP clients. 
In contrast, the respective PAM module is installed in Linux (pam_krb5). 

 Basic information about Kerberos can be found under http://en.wikipedia.org 

The following points must be ensured for an existing Active Directory Server: 
First name, last name, and login name of the users and operators. 
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1) The Distinguished Name (DN) of a user must be unique. Because the user names 
are managed in directories in the Active Directory Server, the pair of values (first name, 
surname) must therefore be unique. 
2) The tuple first name, last name, and also the login name must correspond to the 
entry in the APROL user management or OperatorManager. 
3) The login name (uid) in the Active Directory Server is only allowed to exist once. 
There is no plausibility check in the LDAP server! 

 

 

Login name (uid) 
A double 'uid' could come about, for example, when there is a name change (e.g. due to 
marriage). It is possible to duplicate the LDAP user with a new name but to oversee the 
uniqueness of the uid. 

This cannot happen in the APROL system because there is a check for this. 

The policies for the users and operators correspond to those from APROL (with respect 
to the fallback mechanism). 

 

A password change in the OperatorManager only takes effect after a download to the 
operator stations. 
If the LDAP connection is damaged the login is still guaranteed as fallback with local 
APROL authentication. 

 
Kerberos time synchronization. 

 

Time synchronization on all affected computers is mandatory when using Kerberos. 

The NTP time synchronization can be configured via AprolConfig on the APROL 
servers. 

 

Next configuration step: 
Chapter How is an Active Directory Server (ADS) configured in Linux?   
(Chapter: 14.5.6) 

 

 

14.5.6 How is an Active Directory Server (ADS) configured in Linux? 
The 'Apache Directory Studio' (ADS) can be reached via the 'Tools' KDE menu, and allows the 
complete analysis and configuration of the openLDAPv3 or Active Directory Server. This tool is 
also suitable for the import / export of LDIF files, so that the use of the command line for creating 
new users in the LDAP server is obsolete. 

 

A user's password that was exported with the APROL OperatorManager or user 
management cannot be checked directly in the editor of the Apache Directory Studio via 
the [Verify] button. Instead, the password can be tested directly with the connected 
LDAP server via the [bind] button. 

As an alternative to using the ADS, there is the possibility of using the not so comfortable 
configuration via YaST or via a manual configuration. 
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In order to use the ADS, a connection must be made to the LDAP server. 

 
Illustration 179: Configuration of the connection to the LDAP server (step 1/3) 

Navigation: ADS / View 'Connections' / Context menu 'New Connection' (step 1/3)  
Connection name <Any description> 

Host name <Host name> 

Port 389 

Encryption methods No encryption 

Check the configuration and reach-ability of the LDAP server with 
[Check network parameters].  

Confirm with [Continue]  
 

 
In order to establish a secure connection via SSL, the port and the encryption method 
must be adjusted (and the LDAP server must be configured for SSL connections). 

 

Port 636 

Encryption methods SSL encryption (ldaps://) 

 



Authentication via LDAP / Active Directory Server 
14-23 

 
Illustration 180: Configuration of the connection to the LDAP server (step 2/3) 

Navigation: ADS / View 'Connections' / Context menu 'New Connection' (step 2/3) 
Authentication methods Simple authentication 

Bind DN or user cn=Administrator,dc=my-
domain,dc=com 

Bind password <Password> 

Save password Disabled 

Test the configuration with [Check authentication]. 
This can only be done when the 'Save password' checkbox is activated 
temporarily. 

 

Confirm with [Continue]  
 

 The specified 'Bind DN' must be the Administrator! 

 

 
We do not recommend saving the password, in order to avoid that non-authorized 
employees access the LDAP directory! 

 

 

Information about 'Creating a connection via SSL': 
If the certificate is custom-made and not from a certification organization, then a warning 
will be output when it is checked. If the certificate can be trusted, then 'Always trust this 
certificate' can be chosen and confirmed with [OK]. This warning only appears with 
invalid certificates that are not trusted. 
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Illustration 181: Configuration of the connection to the LDAP server (step 3/3) 

Navigation: ADS / View 'Connections' / Context menu 'New Connection' (step 3/3) 
Specify Basis DN with Root DSE activated 

Max. number 1000 

Max. search time (s) 0 

Finding the Basis DN activated 

Find activated 

Reference handling Follow references manually 

Use 'ManageDsaIT Control' during the browsing Disabled 

Open sub-entries during the browsing Disabled 

Search page by page Disabled 

Open operational attributes during the browsing activated 

Confirm with [Finish]  
 

 

If the 'Open operational attributes during the browsing' field is activated, then additional 
information is shown in the object properties. E.g. The name of the allocated LDAP 
password policy is shown in the view of the 'pwdPolicySubentry' attribute for a user. 

 

Next configuration step for an openLDAP server: 
Chapter User management openLDAP  
(Chapter: 14.6) 

 

 

Next configuration step for an Active Directory server: 
Chapter User management on an Active Directory server  
(Chapter: 14.8) 
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14.6 Transfer of the APROL user data to the LDAP server 

In earlier APROL releases, user and operator data had to be exported interactively from the 
APROL user management and the OperatorManager in the form of LDIF files. An interactive 
import of these LDIF files in the LDAP server was also then necessary, i.e. via the 
ApacheDirectoryStudio (ADS). 

APROL R 4.0 simplifies the transfer of user and operator data into an LDAP server which has 
been configured for this purpose. The 'AprolJobDispatcher' takes over the job of importing the 
data into the LDAP server. 

 

An interactive export of the LDIF file is still possible! 
Compare chapter How is an APROL system pre-configured for an LDIF export? and 
How is an LDIF file imported in the openLDAP server with Apache Directory Studio? 

 

14.6.1 Configuration of the AproljobDisplatcher for the transfer of user 
data to the LDAP server 

We recomend that you configure the LDAP server on the same hardware as the APROL 
logging server in order to import the APROL user data automatically. The description of the 
LDAP server configuration can be found in chapter How is an openLDAP server configured? 

One 'AprolJobDispatcher' can be found on each APROL system as of APROL R 4.0. The 
'AprolJobdispatcher' which is on the logging server does not need any further configuration. The 
'Job-Dispatcher' configuration aspect (in AprolConfig) must be activated on each APROL 
server which is involved. The 'AprolJobDispatcher' makes its job directory and the jobs therein 
avaiable. Each 'AprolJobDispatcher' looks regularly for jobs there. 
The 'AprolJobDispatcher' which is on an engineering system needs the host name of the logging 
server. Start AprolConfig for this purpose and select the 'Job-Dispatcher' configuration aspect. 
Enter the fully qualified host name (FQHN) of the loggin server in the 'Host name' field. The 
'Server path' field should not be changed. 
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The following illustration shows the recommended configuration: 

 
Illustration 182: Schemativ overview of the JobDispatcher LDAP configuration 

14.6.2 Transfer of the LDAP data from the user management and 
OperatorManager 

Ensure that you are logged in with the CC-Account of an engineering user and have the 
APROL rights to edit users and operators. 

Start the user management (e.g. in the 'Extras / User Management' CaeManager menu). You 
have the possibility to transfer one or more users to the LDAP server. Select the 'Transfer to 
LDAP Server' entry in the context menu of the selected user(s). The user data is then exported 
in LDIF format and a job is generated for the 'AprolJobDispatcher'. The job is stored in the job 
directory as a file. The 'AprolJobDispatcher' which is on the computer where the LDAP server is 
running processes the job file and forwards the job to the LDAP server. This then imports the 
user data. 
Parallel to this, it is possible to transfer the operator data of a project via the OperatorManager 
(e.g. 'Extras / OperatorManager' menu in the CaeManager). Then select the 'Transfer to 
LDAP Server' entry in the context menu of an operator group or operator. 
The process is recorded in a ChronoLog report. You can recognize a misconfiguration of the 
user data in this way. The report can be shown after the transfer with the [Show] button. The 
responsible logging server must be specified upon opening for the first time. 

 
The OperatorManager is opened in the Runtime system from the KDE menu or the 
corresponding desktop icon. 

 

14.6.3 Functionality of the AprolJobDispatcher mechanism 

The new 'AprolJobDispatcher' components have been introduced to APROL R 4.0. They take 
over the job of automatically importing the LDIF file to the LDAP server. Generally, the 
'AprolJobDispatcher' can take on jobs and assign them to an executing instance, depending on 
the job type. 
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The 'AprolJobDispatcher' needs a 'client' and 'job recipient' as participants. The jobs are handed 
over to the configured job directory and have a specified file format. 

 

An NFS directory with the respective rights for client and job recipient is necessary for 
the job transfer, because of security reasons. 
The NFS directory is created with AprolConfig on the computer which is specified as 
being the server. 

The 'AprolJobDispatcher' checks the job directory for new jobs in regular intervals. These are 
evaluated one after the other and assigned to the corresponding job recipient. 
The following illustration shows the relationship between the components 'client', 'job 
recipient', 'JobDispatcher', and 'job directory'. 

 
Illustration 183: Schematic display of the function of the AprolJobDispatcher 

 

14.6.4 Security 
A job is a file which is transferred and executed in the network on a control level. It is therefore 
necessary to secure jobs against unwanted infiltration and manipulation. 
An unwanted manipulation of a job (code injection) is prevented with a reliable integrity 
check. Each job is checked with a unique checksum for this purpose. 
Each job is signed with an APROL internal SSL certificate and can therefore not be created 
with any other tools, and cannot be executed without a registered target process. It is also not 
possible to tarn and execute a process as a job (trojan). 
The NFS mechanism also prevents other processes, apart from the JobDispatcher, to write in 
the directory. 
The generation of reports (logging) also ensures a good amount of transparency. The activities 
of individual jobs can be recognized with more ease and are easier to follow. 
 

14.7 User management openLDAP 
This chapter describes the user management via the command line and alternatively via YaST. 



D1 System Handbuch 
14-28 

 

1) The Distinguished Name (DN) of a user must be unique. Because the user names 
are managed in directories in the openLDAP Server, the pair of values (first name, 
surname) must therefore be unique. 
2) The tuple first name, last name, and also the login name must correspond to the 
entry in the APROL user management or OperatorManager. 
3) The login name (uid) in the openLDAP Server is only allowed to exist once. There is 
no plausibility check in the openLDAP server! 

 

 

Login name (uid) 
A double 'uid' could come about, for example, when there is a name change (e.g. due to 
marriage). It is possible to duplicate the LDAP user with a new name but to oversee the 
uniqueness of the uid. 

This cannot happen in the APROL system because there is a check for this. 

 

Next configuration step (Recommended): 
Chapter How are additional password policies created on an openLDAP server 
with the Apache Directory Studio?  
(Chapter: 14.7.1) 

 

Next configuration step (Alternative): 
Chapter How are additional password policies created on an openLDAP server 
with YaST?  
(Chapter: 14.7.2) 

 

Next configuration step (Alternative): 
Chapter How is a password policy created manually on an openLDAP-Server?  
(Chapter: 14.7.3) 

 

 

14.7.1 How are additional password policies created on an openLDAP 
server with the Apache Directory Studio? 

The 'Apache Directory Studio' can be reached via the 'Tools' APROL-KDE menu. There are 2 
possibilities at this point:  
You can either  
copy and modify the default policy (recommended), or  
carry out an export / import of the default policy as LDIF file. 
Method 1: Copy the default policy (recommended) 
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Illustration 184: Copy existing policy 

Navigation: KDE Tools / ADS / LDAP Browser 'Default Policy' / Context menu 'Copy DN' 
 

 

 
Illustration 185: Insert a copy of the default policy 

Select the basis DN entry. 
Navigation: ADS / LDAP Browser 'Basis-DN' / Context menu 'Insert Entry' 
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Illustration 186: Resolution of the name conflict when inserting 

Navigation: ADS / LDAP Browser 'Basis-DN' (place for inserting) / Context menu 'Insert Entry' / Copy strategy 
Rename entry and continue activated 

RDN attribute cn 

RDN Name <New Policy Name> 

Continue with [OK]  
 
Select the 'cn' attribute (default) in the 'RDN' field and enter the new name of the policy. 
Navigation: ADS / LDAP Browser '<New Policy Name>' / Tab 'cn=<New Policy Name>...' 
Change / Adjustment of the attribute 

 
A description of the attributes can be found in the context menu of the respective 
attribute, via 'Open Scheme Browser / Attribute Type Description'. 

 

 
Illustration 187: Information about the attributes in the ADS help 



Authentication via LDAP / Active Directory Server 
14-31 

 
Detailed descriptions about the options can be found in chapter  

How is a password policy created manually on an openLDAP-Server? 

Configuration step finished  
 

Next configuration step: 
Chapter How is a user created on the openLDAP server?  
(Chapter: 14.7.4) 

 

 
Method 2: Export / import of the default policy as LDIF file (alternative) 

 
Illustration 188: Exporting the password policies as LDIF file 
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Illustration 189: Settings for LDIF export  

Navigation:  ADS / LDAP Browser 'Default Policy' / Context menu 'Export, Export LDIF' / LDIF Export 
 

Connection <Connection name> 

Search basis cn=Default Policy,dc=<Domain 
Name>,dc=<Top Level Domain Name> 

Filter (objectClass=*) 

Opened attribute <empty> 

All user attributes activated 

Operational attribute Disabled 

Controller Disabled 

ManageDsaIT Disabled 

Sub-entries Disabled 

Search page by page Disabled 

Scope: Sub-tree selected 

Limits / Max. Number 1000 

Limits / Max. Search Time (s) 0 

Alias Differentiation Finding the Basis DN 
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Find  activated 

Reference handling: Follow references 
automatically 

selected 

Continue with [Continue]  
 

 
Illustration 190: Settings for LDIF export 

Navigation:  ADS / LDAP Browser 'Default Policy' / Context menu 'Export, Export LDIF' / LDIF Export 

Select target file /home/<CC-Account>/ENGIN/EXCHANGE/<New 
Policy Name>.ldif 

Continue with [Finish]  
 
Edit / Adjust the LDIF file 
In the command line  

vi /home/<CC-Account>/ENGIN/EXCHANGE/<New Policy 
Name>.ldif adjust manually 

dn: cn=<New Policy Name>,dc=<Domain Name>,dc=<Top Level Domain Name> 
cn: <New Policy Name> 

objectClass: pwdPolicy 

objectClass: namedObject 

pwdAttribute: userPassword 
pwdCheckQuality: 2 

pwdExpireWarning: 129600 

pwdFailureCountInterval: 300 

pwdGraceAuthNLimit: 3 

pwdInHistory: 5 
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pwdLockout: TRUE 

pwdLockoutDuration: 120 

pwdMaxAge: 172800 

pwdMaxFailure: 1 

pwdMinAge: 86400 

pwdMinLength: 8 

pwdMustChange: TRUE 

pwdSafeModify: TRUE 

Configuration step finished  
 

 
Detailed descriptions about the options can be found in chapter  

How is a password policy created manually on an openLDAP-Server? 

 

Next configuration step (Then continue from here): 
Chapter How is an LDIF file imported into the openLDAP server with Apache 
Directory Studio?  
(Chapter: 14.7.5.3) 

 

 

Next configuration step: 
Chapter How is a user created on the openLDAP server?  
(Chapter: 14.7.4) 

 

 

14.7.2 How are additional password policies created on an openLDAP 
server with YaST? 

As an alternative to the manual method, a new password policy can also be created with YaST. 
The default password policy will always be used if the user does not have another password 
policy assigned. 
It is not possible to enter less than a minimum password length of 6 characters when entering a 
new LDAP password because of security reasons (limited by the PAM-LDAP module). This 
limitation has priority over the password policies that can be configured for the LDAP server. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 
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Illustration 191: Configuration LDAP client 

The creation of an additional password policy is not necessary. 

Navigation:  
YaST2 / Network Services / LDAP Client 

 

Continue with [Extended Configuration]  
 

 
Illustration 192: Advanced Configuration 

Navigation: YaST2 / Network Services / LDAP Client / [Extended configuration] / Administration settings 

Continue with [Insert]  
 

 
Illustration 193: Name of the password policy object 

Navigation: YaST2 / Network Services / LDAP Client / [Extended configuration] / Administration settings / Insert 
Name of the password policy object <Name> 
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Continue with [OK]  
 

 
Illustration 194: Password rules configuration 

Navigation: YaST2 / Network Services / LDAP Client / [Extended configuration] / Administration settings / Insert 
Either accept default settings or set desired policies 

 
Detailed descriptions about the options can be found in chapter  
How is a password policy created manually on an openLDAP-Server? 

Continue with [OK]  
 

Next configuration step: 
Chapter How is a user created on the openLDAP server?  
(Chapter: 14.7.4) 

 

 

14.7.3 How is a password policy created manually on an openLDAP-
Server? 

A password policy allows the openLDAP administrator to define rules for a user's password. This 
password policy can be allocated to selected users. 
The default password policy will always be used if the user does not have another password 
policy assigned. 
These rules contain, amongst others, the following specifications: 

 maximum password age, 

 minimum password age, 

 minimum password length, 

 maximum amount of erroneous login attempts with subsequent blocking of the user, 
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 Specification of the demanded complexity of a new password, 

 

 

The ppolicy scheme must be loaded into the openLDAP server. Detailed information 
can be found in chapter How is an openLDAP server configured?  

(Chapter: 14.5.3) 

 
Password policies are prepared by copying and adjusting the file that is in LDIF format and then 
importing into the LDAP server. 
The placeholders must be filled out with definite value in this case. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 
Manual creation of a password policy: 
The creation of an additional password policy is not necessary. 
In the command line 

 

cp default_user_ppolicy.ldif new_user_policy.ldif 

vi new_user_policy.ldif adjust manually 

dn: cn=<New Policy Name>,dc=<Domain Name>,dc=<Top Level Domain Name> 
cn: <New Policy Name> 

objectClass: pwdPolicy 

objectClass: namedObject 

pwdAttribute: userPassword 
pwdCheckQuality: 2 

pwdExpireWarning: 129600 

pwdFailureCountInterval: 300 

pwdGraceAuthNLimit: 3 

pwdInHistory: 5 
pwdLockout: TRUE 

pwdLockoutDuration: 120 

pwdMaxAge: 172800 
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pwdMaxFailure: 1 

pwdMinAge: 86400 

pwdMinLength: 8 

pwdMustChange: TRUE 

pwdSafeModify: TRUE 

In the command line  

General syntax: 
ldapadd -h <IP address> -x -W -D cn=Administrator,dc=<Domain 
Name>,dc=<Top Level Domain Name> -f new_user_policy.ldif 

Example: 
ldapadd -h 10.49.83.107 -x -W -D cn=Administrator,dc=my-domain,dc=com -
f new_user_policy.ldif 

Configuration finished  
 
Content of the default_user_ppolicy.ldif with configured policies: 
dn: cn=Default User Policy,dc=my-domain,dc=com 
cn: Default User Policy 
objectClass: pwdPolicy 
objectClass: namedObject 
pwdAttribute: userPassword 
pwdMustChange: TRUE 
pwdCheckQuality: 1 
pwdExpireWarning: 86400 
pwdGraceAuthNLimit: 3 
pwdInHistory: 5 
pwdMaxAge: 2592000 
pwdMinAge: 864000 
pwdMinLength: 8 
pwdSafeModify: TRUE 

These policies show, amongst others, the following points: 
The user is informed that their password is expiring one day before the password loses its 
validity 
An expired password can be used 3 times before the user account is locked 
Limits the validity of the user password to 30 days 
Specifies the minimum password length as 8 characters 
The period is normally specified in [s]. 
Another password policy can be assigned to a user with the pwdPolicySubentry attribute. If the 
attribute is not specified, the automatically created 'Default Policy' is used when the 
openLDAP server is set up. 
 

Next configuration step: 
Chapter How is a user created on the openLDAP server?  
(Chapter: 14.7.4) 

 

 
Explanation of the attributes: 
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Attribute: Default: Description: 

pwdExpireWarning 129600 Pre-warning time [s] before expiry of the 
password 

pwdFailureCountInterval 300 
Time [s] after which the counter for invalid 
entry of the password is reset (see 
<pwdMaxFailure>) 

pwdGraceAuthNLimit 3 Number of 'grace logins' for which a login with 
an old password is made possible. 

pwdInHistory 5 'n' number of old passwords that exclude a 
repetition of the same password 

pwdLockout TRUE Activate lock after several <pwdMaxFailure> 
invalid passwords 

pwdLockoutDuration 120 Locking period [s] upon several invalid 
passwords and activated lock 

pwdMaxAge 172800 Validity [s] of the password (password expires) 

pwdMaxFailure 3 Number of invalid inputs that eventually lead to 
a locking of the account 

pwdMinAge 86400 Minimum time [s] after which the password 
must be changed for the first time 

pwdMinLength 8 Minimum password length in characters 

pwdMustChange TRUE 
Necessity to change the password when 
logging in for the first time 
This entry is not evaluated 

pwdSafeModify TRUE The authentication with the old password must 
be carried out when setting a new password 

pwdCheckQuality 2 Activation of the password quality check 

 

 
A more detailed description of the attributes can be found in: 

'http://www.zytrax.com/books/ldap/ch6/ppolicy.html#pwdpolicyattributes' 

 

14.7.4 How is a user created on the openLDAP server? 
 

Next configuration step: (recommended) 
Chapter How is a user created on the openLDAP server with Apache Directory 
Studio?  
(Chapter: 14.7.5) 

 

 

Next configuration step: (alternatively) 
Chapter How is a user created manually on the openLDAP server?  
(Chapter: 14.7.6) 
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14.7.5 How is a user created on the openLDAP server with Apache 
Directory Studio? 

In APROL, the users created in the user management, and the operators that are managed in 
the OperatorManager can be exported as LDIF files and then imported into the LDAP system. 
The import via the Apache Directory Studio (ADS) GUI is described here. 
 

 

The LDIF files that are exported from the APROL user management / 
OperatorManager are base-64 coded, so that a normal display in plain text is not 
possible. 

 

 

It must be noted that the password that is assigned in APROL user management / 
OperatorManager is also in the LDIF files that are exported from APROL, and is also 
used as the start-up password for the authentication via LDAP. This password can be 
changed, depending on the password policy, when the user logs in for the first time. 

 

Next configuration step: 
Chapter How is an APROL system pre-configured for an LDIF export?  
(Chapter: 14.7.5.1) 

 

 

14.7.5.1 How is an APROL system pre-configured for an LDIF export? 
The LDAP server properties must be configured before an export of the users / operators is 
carried out. 
The dialog in the 'Runtime Options / Operator Authentication' tab, in the project properties, is 
used to configure the runtime environment. For the engineering system, the configuration is 
made in 'Extras / Global Engineering Options'. In these dialogs, it is also possible to select the 
template for the creation of the LDIF files. 
 
LDAP server properties for the user export 

 
Illustration 195: LDAP server properties for the user export 

Navigation:  CaeManager / Extras / Global Engineering Options / LDAP Server Properties 
 

Basis DN dc=<Domain Name>,dc=<Top Level 
Domain Name> 

Basis DN for users ou=<Organization unit> 
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User template Path is already entered 

Confirm with [OK].  
 

 

Basis DN for users: 
Users that are exported from the user management are created in the directory 
specified here when importing them into the LDAP directory. 

 
LDAP server properties for the operator export 

 
Illustration 196: LDAP server properties for the operator export  

 
Navigation:  CaeManager / Chose project / Context menu 'Properties' / 'Runtime Options' tab / LDAP Server 
Properties  

Basis DN dc=<Domain Name>,dc=<Top Level 
Domain Name> 

Basis DN for users ou=<Organization unit> 

User template Path is already entered 

Confirm with [OK].  
 

 

Basis DN for operators: 
Operators that are exported from the OperatorManager are created in the directory 
specified here when importing them into the LDAP directory. 

 

Next configuration step: 
Chapter How are users and operators exported from the APROL system in LDIF 
format?  
(Chapter: 14.7.5.2) 

 

 

14.7.5.2 How are users and operators exported from the APROL system in 
LDIF format? 

The LDAP user policies can be named in the master data of the users and operators.  
The policy with the name 'Default Policy' is used per default as it is always available after the 
installation of an openLDAP server. 
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1) The Distinguished Name (DN) of a user must be unique. Because the user names 
are managed in directories in the Active Directory Server, the pair of values (first name, 
surname) must therefore be unique. 
2) The tuple first name, last name, and also the login name must correspond to the 
entry in the APROL user management or OperatorManager. 
3) The login name (uid) in the Active Directory Server is only allowed to exist once. 
There is no plausibility check in the openLDAP server! 

 

 

Login name (uid) 
A double 'uid' could come about, for example, when there is a name change (e.g. due to 
marriage). It is possible to duplicate the LDAP user with a new name but to oversee the 
uniqueness of the uid. 

This cannot happen in the APROL system because there is a check for this. 

Preparation of a user for the LDIF export 

 
Illustration 197: Preparation of a user for the LDIF export 

Navigation:  CaeManager / User management / Detail view of the user 
 

LDAP: Allow local authentication activated 

LDAP Password Policy Default Policy 

Confirm with [OK].  

 
Preparation of an operator for the LDIF export 

 
Illustration 198: Preparation of an operator for the LDIF export 

Navigation:  OperatorManager / Edit operator / Master data 
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LDAP: Allow local authentication activated 

LDAP Password Policy Default Policy 

Confirm with [OK].  

 
User export 

 
Illustration 199: Selection of the file name and target directory 

Navigation:  CaeManager / Extras / User management / Select user / 'Export for LDAP Server (LDIF)' context menu  
File name <Select file name> 

Confirm with [Save]  
 
Operator export 

 
Illustration 200: Selection of the file name and target directory 

Navigation:  OperatorManager / Select operator / 'Export for LDAP Server (LDIF)' context menu 
 

File name <Select file name> 

Confirm with [Save]  
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Next configuration step: 
Chapter How is an LDIF file imported into the openLDAP server with Apache 
Directory Studio?  
(Chapter: 14.7.5.3) 

 

Next configuration step: 
Chapter Connecting APROL to the openLDAP / Active Directory Server  
(Chapter: 14.9) 

 

 

14.7.5.3 How is an LDIF file imported into the openLDAP server with Apache 
Directory Studio? 

The are the following possibilities to start the import wizard in the ADS: 

 
'Connections' view 
Connections view / Select connection / Import > LDIF Import from the context menu 

 
'LDAP Browser' view 
LDAP Browser view / Select entry / Import > LDIF Import from the context menu 

 
Menu bar 
Menu bar / File / Import... / LDIF in LDAP 

 

 
Illustration 201: Import wizard in the ADS 

Navigation: Import Wizard 
 

LDIF file <LDIF file with user / operator> 

Import to <Select connection> 

Activate logging activated 

Use pre-defined log file activated 
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Overwrite existing log file activated 

Update existing entries Disabled 

Continue on error Disabled 

Confirm with [Finish]  
 

 

Import to: 
The field is already pre-defined with the exception of one case. If the Import Wizard is 
started via the 'File / Import... / LDIF in LDAP' menu, a connection must be chosen 
manually. 

 

 

Use pre-defined log file: 
A new file can be created via the 'Use own log file' option instead of overwriting an 
existing log file. 

 

 
Overwrite existing log file: 

If not activated, you will always be asked to enter a new file name during an import.  

 

 
Update existing entries: 

This field must be activated if an existing user (cn) is to be updated. 

 

Next configuration step: 
Information about the further order of steps can be found in the previous chapter. 

 

 

14.7.6 How is a user created manually on the openLDAP server? 
Users are manually prepared by copying and adjusting the file that is in LDIF format and then 
importing into the LDAP server. 

The users / operators that are to authenticated in LDAP must be known to APROL because 
the APROL rights are configured there. Therefore, new operators must be introduced by 
downloading to the operator stations. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 
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1) The Distinguished Name (DN) of a user must be unique. Because the user names 
are managed in directories in the openLDAP Server, the pair of values (first name, 
surname) must therefore be unique. 
2) The tuple first name, last name, and also the login name must correspond to the 
entry in the APROL user management or OperatorManager. 
3) The login name (uid) in the openLDAP Server is only allowed to exist once. There is 
no plausibility check in the openLDAP server! 

 

 

Login name (uid) 
A double 'uid' could come about, for example, when there is a name change (e.g. due to 
marriage). It is possible to duplicate the LDAP user with a new name but to oversee the 
uniqueness of the uid. 

This cannot happen in the APROL system because there is a check for this. 

Subsequently, create a new user: 
In the command line  
cp user_template_inetOrgPerson.ldif new_user.ldif 

vi new_user.ldif Adjust manually 
dn: CN=<First name> <Surname>,OU=<Department>,OU=<City>,OU=<Country>, 

DC=<Domain name>,DC=<Top Level Domain Name> 
objectClass: top 

objectClass: person 

objectClass: inetOrgPerson 
pwdPolicySubentry: cn=<Default User Policy|New_user_policy 
name>,dc=<Domain name>,dc=<Top Level Domain Name> 
cn: <First name> <Surname> 

uid: <Login name> 

sn: <Last name> 

In the command line 

General syntax: 
ldapadd -h <IP address> -x -W -D cn=Administrator,dc=<Domain 
name>,dc=<Top Level Domain Name> -f new_user.ldif 

Example: 
ldapadd -h 10.49.83.107 -x -W -D cn=Administrator,dc=my-domain,dc=com -
f muellerm.ldif 

Next configuration step:  
Specify password 

 

Another password policy can be assigned to a user with the pwdPolicySubentry attribute. If the 
attribute is not specified, the automatically created 'Default Policy' is used when the 
openLDAP server is set up. 
 



Authentication via LDAP / Active Directory Server 
14-47 

The password must then be set as follows: 

In the command line  

General syntax: 

ldappasswd -h <IP address> -x -W -S -D cn=Administrator,dc=<Domain 
name>,dc=<Top Level Domain Name> "cn=<First name> 
<Surname>,ou=<Department>,ou=<City>,ou=<Country>, 
dc=<Domain name>,dc=<Top Level Domain Name>" 

Example: 
ldappasswd -h 10.49.83.107 -x -W -S -D cn=Administrator,dc=my-
domain,dc=com "cn=Max Mueller,ou=Development,ou=Essen,ou=Germany,dc=my-
domain,dc=com" 

Configuration finished  
 

Next configuration step: 
Chapter Connecting APROL to the openLDAP / Active Directory Server  
(Chapter: 14.9) 

 

 

14.7.7 How is a user removed from an openLDAP server? 
A user can be removed with the following command: 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 

In the command line  
General syntax:  

ldapdelete -h <IP address> -x -W -D cn=Administrator,dc=<Domain 
Name>,dc=<Top Level Domain Name> 
 "cn=<First name> 
 <Surname>,ou=<Department>,ou=<City>,ou=<Country>, 
dc=<Domain name>,dc=<Top Level Domain Name>" 

Example:  
ldapdelete -h 10.49.83.107 -x -W -D cn=Administrator,dc=my-
domain,dc=com "cn=Max Mueller,ou=Development,ou=Essen,ou=Germany,dc=my-
domain,dc=com" 

Configuration finished  
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14.7.8 How is a locked user account unlocked on an openLDAP server? 
Unlocking a locked user account on an openLDAP server: 
If the user account is locked (pwdLockout is TRUE), the account can be unlocked by the 
administrator in one of the following ways: 
Delete the executable pwdAccountLockedTime attribute. In this way, the user can continue with 
the current password as long as it has not expired. 
Set the value TRUE or FALSE to the executable pwdReset attribute. The value FLASE is only 
used when the password has not expired, and has the same effect as deleting the attribute. 
 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 
The second method ('pwdReset' attribute) is used here: 

In the command line  
vi benutzer.ldif Adjust manually 
dn: CN=<First name> <Surname>,OU=<Department>, 
OU=<City>,OU=<Country>,dc=<Domain name>, 
DC=<Top Level Domain Name> 

changetype: modify 

replace: pwdReset 

pwdReset: TRUE 

-- 
In the command line 

General syntax: 
ldapmodify -h <IP address> -x -W -D cn=Administrator,dc=<Domain 
name>,dc=<Top Level Domain Name> -f benutzer.ldif 

Example: 
ldapmodify -h 10.49.83.107 -x -W -D cn=Administrator,dc=my-
domain,dc=com -f benutzer.ldif 

Configuration finished  
dn: cn=Max Mueller,ou=Development,ou=Essen,ou=Germany,dc=my-domain,dc=com 
changetype: modify 
replace: pwdReset 
pwdReset: TRUE 
-- 
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14.7.9 How is a password policy allocated to an existing user on an 
openLDAP server? 

Adjustment of the 'benutzer.mod.ldif' file. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 

In the command line  
vi benutzer.mod.ldif adjust manually 
dn: cn=<First name> <Surname>,ou=<Department>, 
ou=<City>,ou=<Country>,dc=<Domain name>, 
dc=<Top Level Domain Name> 

changetype: modify 

replace: pwdPolicySubentry 

pwdPolicySubentry: cn=<Default User Policy|New User Policy 
Name>,dc=<Domain name>,dc=<Top Level Domain Name> 

Save and continue with LDAP command  
dn: cn=Max Mueller,ou=Development,ou=Essen,ou=Germany,dc=my-domain,dc=com 
changetype: modify 
replace: pwdPolicySubentry 
pwdPolicySubentry: cn=New User Policy,dc=my-domain,dc=com 

 

In the command line  

General syntax: 
ldapmodify -h <IP address> -x -W -D cn=Administrator,dc=<Domain 
name>,dc=<Top Level Domain Name> -f benutzer.mod.ldif 

Example: 
ldapmodify -h 10.49.83.107 -x -W -D cn=Administrator,dc=my-
domain,dc=com -f benutzer.mod.ldif 

Configuration finished  
 

14.7.10 How is a user on an openLDAP server edited? 
The attribute that is to be modified is specified with 'replace'. 

Adjustment of the 'benutzer.mod.ldif' file. 
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Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 

In the command line  
vi benutzer.mod.ldif adjust manually 
 dn: cn=<First name> <Surname>,ou=<Department>,ou=<City>,ou=<Country>, 
dc=<Domain name>,dc=<Top Level Domain Name> 

changetype: modify 

replace: <Attribute> 

<Attribute>: <Substitute value> 

-- 

In the command line 

General syntax: 
ldapmodify -h <IP address> -x -W -D cn=Administrator,dc=<Domain 
name>,dc=<Top Level Domain Name> -f benutzer.mod.ldif 

Example: 
ldapmodify -h 10.49.83.107 -x -W -D cn=Administrator,dc=my-
domain,dc=com -f benutzer.mod.ldif 

Save and continue with LDAP command  
 

14.7.11 How is the password of a user on an openLDAP server changed? 
Changing the password on an openLDAP server: 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 

In the command line  
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General syntax: 

ldappasswd -h <IP address> -x -W -S -D cn=Administrator,dc=<Domain 
name>,dc=<Top Level Domain Name> "cn=<First name> 
<Surname>,ou=<Department>,ou=<City>,ou=<Country>, 
dc=<Domain name>,dc=<Top Level Domain Name>" 

Example: 
ldappasswd -h 10.49.83.107 -x -W -S -D cn=Administrator,dc=my-
domain,dc=com "cn=Max Mueller,ou=Development,ou=Essen,ou=Germany,dc=my-
domain,dc=com" 

Configuration finished  
 

14.7.12 How are all of the configured users on an openLDAP server listed? 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 

In the command line  
General syntax: 
ldapsearch -h <IP address> -p <Port> -D cn=Administrator,dc=<Domain 
name>,dc=<Top Level Domain Name> -b "DC=<Domain name>,DC=<Top Level 
Domain Name>" "uid=*" -W 

Example: 
ldapsearch -h 10.49.83.107 -p 389 -D cn=Administrator,dc=my-
domain,dc=com -b "DC=my-domain,DC=com" "uid=*" -W 

Configuration finished  
 

14.8 User management on an Active Directory server 
The following describes the creation of user accounts on a Kerberos capable Windows Active 
Directory Server, and the configuration of accounts and password policies, based on the 
example of a Windows 2003 server. The Kerberos authentication is necessary because of 
security reasons and for the evaluation of the password policies on a Windows server. 
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The Distinguished Name of a user must be unique. As a user's DN contains the first 
name and surname, the pair of values (first name, surname) must therefore be unique. 
The tuple first name, last name, and also the login name must correspond to the entry in 
the APROL user management or OperatorManager. 

 

 

Time synchronization on all affected computers is mandatory when using Kerberos. 

The NTP time synchronization can be configured via AprolConfig on the APROL 
servers. 

 

Next configuration step: 
Chapter How is a user created on an Active Directory server?  
(Chapter: 14.8.1) 

 

 

14.8.1 How is a user created on an Active Directory server? 
Create a new user with the 'Active Directory Users and Computer' program. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 

 
Illustration 202: Create user. 
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Navigation: Start / Administrative Tools / Active Directory Users and Computers / <Database> / Users / 
Context menu 'New' / User  

Continue with 'User' context menu  
 
The general account information is entered. An account name ('User logon name') that is also 
configured with the respective rights in the APROL system (User management / 
OperatorManager) must be used in order to authenticate users and operators in APROL. 

The general account information is entered: 

 
Illustration 203: Create user. 

Navigation:  Start / Administrative Tools / Active Directory Users and Computers / <Database> / Users / Context menu 'New' / User 
First name input 

Last name input 

Full name input 

User logon name input 

User logon name (2.nd part) @<Computer name>.local 

User logon name (Pre Windows 2000) input 

Continue with [Next]  
 
Subsequently, an initial password, which can be changed later by the user, must be specified. 
'User must change password at next logon'): 
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Illustration 204: Create user. 

Navigation:  Start / Administrative Tools / Active Directory Users and Computers / <Database> / Users / Context menu 'New' / User 
Password enter 

Confirm password enter 

Continue with [Next]  

Chapter How is a user edited on an Active Directory server?  
(Chapter: 14.8.2) 

 

 

14.8.2 How is a user edited on an Active Directory server? 
A user's data can be entered via the 'Properties' entry in the context menu. 

 
Illustration 205: Edit user 

Navigation: Start / Administrative Tools / Active Directory Users and Computers / <Database> / Users / <Select user> / 'Properties' context 
menu 
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Continue with 'Properties' context menu  
 

A first name and surname that is also configured with the respective rights in the APROL 
system (User management / OperatorManager) must be entered in the 'General' tab in order to 
authenticate users and operators in APROL. 

 
Illustration 206: User properties 'General' 

Navigation:  Start / Administrative Tools / Active Directory Users and Computers / <Database> / Users / <Select user> / 'Properties' context 
menu / General 
First name enter 

Last name enter 

Display  name enter 

Continue with the 'Account' tab  
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Illustration 207: User properties 'Account' 

Navigation:  Start / Administrative Tools / Active Directory Users and Computers / <Database> / Users / <Select user> / 'Properties' context 
menu / Account 
User logon name enter 

User logon name (Part 2) enter 

User logon name (Pre Windows 2000) enter 

Do not require Kerberos pre-authentication Disabled 

Continue with your own adjustments  
 
The following account options can be configured in the Active Directory Server as user 
properties and are taken into account in the APROL system. 

 
Option: User must change password at next logon' 

 

openLDAP: Cannot be configured directly 
A new password can be requested at the next log in if the pwdReset attribute is added 
and set to TRUE. 

The pwdMustChange attribute must be set to TRUE in the password policy. 

Force a change of the initial password. The user is asked to create a new password the next 
time that they log in. 

This request is made in the same way as that of an expired password in the APROL system. 
 
Option: Account is disabled 
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openLDAP: Cannot be configured directly 
By setting the pwdAccountLockedTime attribute, a valid timestamp with the current 
time, in the format YYYMMDDhhmmssZ, is made; e.g. 20110317160517Z. 

The locking of the account is lifted by removing the attribute. There is not a request to 
change the password after the unlocking has taken place. 

A login does not take place in the APROL system if the account is locked, and 
corresponding message is displayed. 
Alternatively: 

The account can also be locked via the user management / OperatorManager in APROL. 

 
Option: Do not require Kerberos pre-authentication 

 

It is recommended not to set this option! 
If the 'Do not require Kerberos pre-authentication' option is set, the following 
limitations must be taken into account: 
1. Windows Server 2003: A check does not take place to see if a password has 
expired or if it must be set initially. A login does take place at any rate. 
2. Windows Server 2000: If the account is deactivated and the password has expired, 
there is not the corresponding warning that the account has been locked. 

 
Navigation:  Start / Administrative Tools / Active Directory Users and Computers / <Database> / Users / <Select user> / 'Properties' context 
menu / Account 
Desired policies Activate / deactivate 

Finish configuration with [OK]  
 

Next configuration step: 
Chapter Password policies / Account policies on an Active Directory server?  
(Chapter: 14.12) 

 

 

14.8.3 How is the password of a user changed on an Active Directory 
Server? 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 
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Illustration 208: Reset password 

Navigation:  Start / Administrative Tools / Active Directory Users and Computers / <Database> / Users / <Select user>  

Continue with 'Reset Password...' context menu  
 

 
Illustration 209: Enter password 

Navigation:  Start / Administrative Tools / Active Directory Users and Computers / <Database> / Users / <Select user> / 'Reset Password...' 
context menu 
New password <Password> 

Confirm password <Password> 

Finish configuration with [OK]  
 

14.9 Connecting APROL to the openLDAP / Active Directory Server 
The following chapter explains the connection of a Linux computer acting as LDAP client to an 
openLDAP server and an Active Directory Server. 
 
openLDAP-Server: 
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Next configuration step (Alternative): 
Chapter How is an APROL server connected to an openLDAP server with YaST?  
(Chapter: 14.9.1) 

 

Next configuration step (Recommended): 
Chapter How is an APROL server connected manually to an openLDAP server?  
(Chapter: 14.9.2) 

 

 
Active Directory Server: 
Next configuration step: 
Chapter How is an APROL server connected to an Active Directory server?  
(Chapter: 14.9.4) 

 

 

14.9.1 How is an APROL server connected to an openLDAP server with 
YaST? 

The following configuration setting must be carried out when starting the configuration of the 
LDAP client for the first time with the 'LDAP client' icon. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 
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Illustration 210: Configuration of the LDAP client 

Navigation:  YaST2 / Network Services / LDAP Client 
 

Do not use LDAP activated 

Addresses of LDAP servers 
<Fully-Qualified Domain Name> of the computer 
where the openLDAP server has been set up and is 
running 

LDAP Basis DN dc=<Domain Name>,dc=<Top Level Domain 
Name> 

LDAP TLS/SSL deactivated (for now) 

LDAP Version 2 deactivated (for now) 

Start auto-mounter Disabled 

Create home directory on login Disabled 

Continue with [Extended Configuration]  

 
The domain name must be specified as a fully qualified domain name because of 
its later use with SSL. 

 
The openLDAP server also supports the LDAPv2 protocol. However, the LDAPv3 protocol is 
used in the following, 

 

The basis configuration is carried out here (for the moment) without the SSL support. 
Further information can be found in chapter Extended security with use of SSL / TLS  

(Chapter:  14.10) 
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The basis DN can also be queried automatically and chosen with the [Get DN] button. 
The uppermost entry in the dialog that opens is the basis DN, and it can be adopted 
with [OK]. 

 
'Administration Settings' tab: 

 
Illustration 211: 'Administration Settings' tab 

Navigation: YaST2 / Network Services / LDAP Client / [Extended configuration] / Administration settings 

Administration DN cn=Administrator 

Appended Basis DN activated 

Create standard configuration objects Disabled 

Home directory on this computer Disabled 

Finish configuration with [OK]  
 

 
No further settings are necessary in the 'Client settings' tab. The specifications are 
accepted. 

 
Next configuration step: 
Chapter Which additional manual adjustments must be carried out?  
(Chapter: 14.9.1.1) 

 

 

14.9.1.1 Which additional manual adjustments must be carried out? 
Adjustment of the ldap.conf 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 
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The following entries must be added to the /etc/ldap.conf file: 

In the command line  

vi /etc/ldap.conf Carry out manual 
adjustments 

binddn cn=LDAP Query,cn=Users, 
dc=<Domain name>,dc=<Top Level Domain Name> 

bindpw <Password> 

 
Insert / change the pam_filter entry. 
#pam_filter     objectClass=posixAccount Uncomment 
pam_filter    objectClass=inetOrgPerson insert / change 

 

 

The pam_filter entry is only allowed to be active once in the configuration file. AS the 
pam_filter entry exists in several places in the configuration file, it must be ensured that 
only one entry is active. 

 
If the 'Old password necessary for password change' option is set in the password policies, 
or the 'pwdSafeModify' attribute is activated, then the following adjustment must be made in the 
existing 'pam_password' entry in the /etc/ldap.conf file. 

 
Illustration 212: Password Change Policies 

 

If the 'exop_send_old' password change protocol is used (Old password necessary for 
password change) and the check for multiple use of the same password in the history is 
turned on (Maximum number of password saved in the history) and it fails, then an error 
message is not shown. 
Instead, a message is returned that the password has been changed successfully, 
although this is not the case. 

B&R does not recommend using the 'exop_send_old' protocol because of an 
error that has been detected with it. 

pam_password exop 
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If the 'exop_send_old' password change protocol is used (Old password necessary for 
password change) and the check for multiple use of the same password in the history is 
turned on (Maximum number of password saved in the history) and it fails, then an error 
message is not shown. 
Instead, a message is returned that the password has been changed successfully, 
although this is not the case. 

B&R does not recommend using the 'exop_send_old' protocol because of an 
error that has been detected with it. 

Configuration finished  
 

Next configuration step: 
Chapter How is the PAM-LDAP module configured for use with the openLDAP 
server?  
(Chapter: 14.9.3) 

 

 

14.9.2 How is an APROL server connected manually to an openLDAP 
server? 

The following files must be copied and edited manually if you do not use YaST: 
Chapter How is an APROL server connected to an openLDAP server with YaST?  
(Chapter: 14.9.1) 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 
Copy files: 

In the command line  
cp /opt/aprol/etc/LDAP/client/pam.d/aprolloginserver /etc/pam.d/ 

Part-configuration finished  
 
Manual changes in the /etc/ldap.conf 
In the command line  

vi /etc/ldap.conf Carry out manual 
adjustments 
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host            <Fully Qualified Domain Name> 
base            dc=<Domain name>,dc=<Top Level Domain Name> 
binddn          cn=LDAP Query,cn=Users,dc= 
<Domain name>,dc=<Top Level Domain Name> 

bindpw          <Password of the query user 'Query'> 

ssl             no 

ldap_version    3 
pam_filter    objectClass=inetOrgPerson 

tls_checkpeer   no 

#ssl            on    

#ssl            start_tls 

Eventually, further adjustments   
 

 
The 'host' entry must be specified as a fully qualified domain name because of its 
later use with SSL. 

If the 'Old password necessary for password change' option is set in the password policies, 
or the 'pwdSafeModify' attribute is activated, then the following adjustment must be made in the 
existing 'pam_password' entry in the /etc/ldap.conf file. 

 
Illustration 213: Password Change Policies 

 

If the 'exop_send_old' password change protocol is used (Old password necessary for 
password change) and the check for multiple use of the same password in the history is 
turned on (Maximum number of password saved in the history) and it fails, then an error 
message is not shown. 
Instead, a message is returned that the password has been changed successfully, 
although this is not the case. 

B&R does not recommend using the 'exop_send_old' protocol because of an 
error that has been detected with it. 

pam_password exop 
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Manual changes in the /etc/nsswitch.conf 
The services, netgroup and aliases entries are extended with ldap; the passwd_compat entry is 
added. 

In the command line  

vi /etc/nsswitch.conf Carry out manual 
adjustments 

passwd: compat 

group:  files ldap 
hosts:  files mdns4_minimal [NOTFOUND=return] dns 

networks:       files dns 
services:       files ldap 

protocols:      files 

rpc:    files 

ethers: files 

netmasks:       files 

netgroup:       files ldap 

publickey:      files 
bootparams:     files 

automount:      files nis 

aliases:        files ldap 

passwd_compat:  ldap 

Configuration finished  
 

Next configuration step: 
Chapter How is the PAM-LDAP module configured for use with the openLDAP 
server?  
(Chapter: 14.9.3) 

 

 

14.9.3 How is the PAM-LDAP module configured for use with the 
openLDAP server? 

The Pluggable Authentication Modules (PAM) are a software library, which provides a general 
programming interface (API) for authentication services. 

 Basic information about PAM can be found under http://en.wikipedia.org 

 
The aprolloginserver file is added to the /etc/pam.d directory: 
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In the command line  
cp /opt/aprol/etc/LDAP/client/pam.d/aprolloginserver /etc/pam.d/ 

Configuration finished  
 
Next configuration step: 
Chapter How is the security of the connection between an APROL server and an 
openLDAP server increased?  
(Chapter: 14.10.1) 

 

 
 

14.9.4 How is an APROL server connected to an Active Directory server? 
The manual configuration, which is described in the following, is necessary to allow a Kerberos 
authentication on the Windows server. The Kerberos authentication is necessary because of 
security reasons and for the evaluation of the password policies (amongst others, for password 
expires). 

 

The connection of an APROL server via Kerberos, to a Windows based Active 
Directory Server should not be carried out with YaST. 
Reason:  
Because of the configuration with YaST, all of the PAM module configuration files are 
adjusted and overwritten automatically. This leads to the fact that when a Linux login is 
made an authentication only takes place over the Active Directory Server. 

 

14.9.4.1 How is Kerberos configured for connection to an Active Directory 
server? 

The Kerberos authentication is necessary because of security reasons and for the evaluation of 
the password policies on an Active Directory Server. 

 

Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 
Adjusting the krb5.conf file: 

In the command line  
cp /opt/aprol/etc/LDAP/client/krb5.conf /etc/krb5.conf  
vi /etc/krb5.conf  
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[libdefaults] 
default_realm 

<REALM OF THE KERBEROS SERVER> 

in capital letters 

[realms] 
<DOMAIN NAME>.<TOP LEVEL DOMAIN NAME> 

in capital letters 
Domain name of the realm 

[realms] 
kdc 

<IP address | host name> 

of the Kerberos server 
[realms] 
default_domain 

<Domain name>.<Top Level Domain 
Name> 

[realms] 
admin_server 

<IP address | host name> 

of the Kerberos server 

[domain_realm] 
.<Domain name>.<Top Level Domain Name> 

<DOMAIN NAME>.<TOP LEVEL DOMAIN 
NAME> 

in capital letters 

Configuration finished  
 
Example: 
[libdefaults] 
        default_realm = MY-DOMAIN.COM 
        clockskew = 300 
 
[realms] 
MY-DOMAIN.COM = { 
        kdc = 10.49.80.51 
        default_domain = my-domain.com  
        admin_server = 10.49.80.51 
} 
[logging] 
        kdc = FILE:/var/log/krb5/krb5kdc.log 
        admin_server = FILE:/var/log/krb5/kadmind.log 
        default = SYSLOG:NOTICE:DAEMON 
[domain_realm] 
        .my-domain.com = MY-DOMAIN.COM         
[appdefaults] 
pam = { 
        ticket_lifetime = 1d 
        renew_lifetime = 1d 
        forwardable = true 
        proxiable = false 
        minimum_uid = 1 
        external = sshd 
        use_shmem = sshd 
        clockskew = 300 
        banner = "" 
        ignore_unknown_principals = false 
        no_ccache = true 

 

 

The realm of the Kerberos server (administrator area) is normally the realm of the 
domain, i.e. <Domain name>.<Top Level Domain Name>. 

The connection of the domain to the realm is defined in the [domain_realm] section. 
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Next configuration step: 
Chapter How is the PAM-Kerberos module configured for the connection to an 
Active Directory server?  
(Chapter: 14.9.4.2) 

 

 

14.9.4.2 How is the PAM-Kerberos module configured for the connection to 
an Active Directory server? 

The /etc/aprolloginserver configuration file for PAM must be adjusted for the use with 
Kerberos. 

In the command line  
cp /opt/aprol/etc/LDAP/client/pam.d/aprolloginserver.krb5 /etc/pam.d/aprolloginserver¶ 

Configuration finished  
auth            required      pam_krb5.so       no_user_check¶ 
account         required      pam_krb5.so       try_first_pass no_user_check¶ 
password        required      pam_krb5.so       no_user_check¶ 
session         optional      pam_krb5.so       no_user_check¶ 

 

Next configuration step: 
Chapter How is the LDAP authentication configured for the engineering system in 
the CaeManager?  
(Chapter: 14.11.1) 

 

 

14.10 Extended security via use of SSL / TLS for the openLDAP server 
SSL is only used on an openLDAP server. 
Kerberos, which already offers an extended security, is used on an Active Directory Server. 

 Apart from connecting to the LDAP server over port 389, an SSL connection can also be 
established over port 636 when a certificate is specified. 

 

14.10.1 How is the security of the connection between an APROL server and 
an openLDAP server increased? 

The TLS / SSL encryption is activated with YaST2 via the LDAP server administration. The 
'LDAP server' YaST module is in 'Network services'. 
Configuration on an openLDAP server: 
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Illustration 214: TLS settings 

Increasing the security is not absolutely necessary in order to guarantee a 
functioning system.  

Navigation:  YaST2 / Network Services / LDAP Server / Global Settings / TLS Settings 
Activate TLS activated 

If there is no general server certificate, continue with [Start CA management 
module], chapter How is the certificate that is necessary for the SSL connection 
to an openLDAP server created?  
(Chapter: 14.10.2) and then continue further from here. 

 

Use general server certificate activated 

Finish with [OK]  
 
Next configuration step: 
Chapter How are unencrypted connections to the openLDAP server suppressed?  
(Chapter: 14.10.3) 

 

 

 

The 'Enable LDAP over SSL (ldaps) interface' option is also activated automatically 
when the 'Enable TLS' option is activated. 
The easiest thing is to use the common server certificate. Alternatively, a manually 
created certificate can be imported, e.g. an X.509 (SSL) certificate that has been 
purchased from a certification organization. 

 

14.10.2 How is the certificate that is necessary for the SSL connection to an 
openLDAP server created? 

A root CA is needed next. This root CA serves as a container. A server CA for the openLDAP 
server is inserted in this container afterwards. 
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Information about the templates in /opt/aprol/etc/LDAP/ can be found in chapter Use of 
the B&R example configurations  
(Chapter: 14.2) 
Information about the placeholders can be found in chapter Breakdown of the 
placeholders in the LDAP examples  

(Chapter: 14.1) 

 

 

A detailed description about the attributes (How to recreate SMT 11 CA and server 
certificate) can be found under: 
http://www.novell.com/support/php/search.do?cmd 
=displayKC&docType=kc&externalId=7006024 

If no certificate exists up to now, then only a certificate must be created. 
A certificate for the Linux server is created in the example. Thus, the name 'YaST_Default_CA' 
is to be used: 

 
Illustration 215: Creating a new root CA 

Navigation:  YaST2 / Network Services / LDAP Server / Global Settings / TLS Settings / [Start CA management 
module] / [Create Root CA] (Step 1/3)  
CA name YaST_Default_CA 

General name YaST_Default_CA 

The other fields <Your information> 

Continue with [Continue]  
 

 Spaces are not allowed in general CA names! 

 
Navigation:  YaST2 / Network Services / LDAP Server / Global Settings / TLS Settings / [Start CA management module] / [Create Root CA] 
(Step 2/3) 
Key length Adopt default 

Valid period Adopt default 
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Validity period customer-specific 

[Advanced settings] customer-specific 

Continue with [Continue]  
 

 No changes are necessary in the [Extended Settings] button at present. 

 
Navigation: YaST2 / Network Services / LDAP Server / Global Settings / TLS Settings / [Start CA management module] / [Create Root CA] 
(Step 3/3) 
Overview dialog check 

Finish with [Create]  
CA name: YaST_Default_CA 
General name: YaST_Default_CA 
Organisation/Company: B&R Industrie Elektronik GmbH 
Organization unit:  B&R Essen 
E-Mail-Address:            information@my-domain.com (default) 
Town:               Essen 
Federal state:                Nordrheinwestfalen 
Country:                      DE 
Key length: 2048-bit 
Valid period: 3650 days 
Basic Constaints:          CA:true (critical) 
Issuer Old Name:           Copy Subject Old Name from CA 
Key Usage:                 cRLSign 
                           keyCertSign 
nsComment:                 "YaST Generated CA Certificate" 
nsCertType:                sslCA 
                           emailCA 
Subject Old Name:          Copy standard e-mail address 
Subject Key Identifier:    hash 
Authority Key Identifier:  keyid:always,issuer:always 

 
Creating a general server certificate: 
Navigation:  YaST2 / Network Services / LDAP Server / Global Settings / TLS Settings / [Start CA management module] / [Enter CA] / 
Certificate / [Add] Step (1/3) 

General name <Fully Qualified Domain Name> 

Continue with [Continue]  
 

 

The fully qualified domain name must be used as 'general name', so that the certificate 
can be referenced. 

The name in the example is: tcz400.my-domain.com 

 
Navigation:  YaST2 / Network Services / LDAP Server / Global Settings / TLS Settings / [Start CA management module] / [Enter CA] / 
Certificate / [Add] Step (2/3) 
Password <Password> 

Key length Adopt default 

Validity period customer-specific 

[Advanced settings] customer-specific 
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Continue with [Continue]  
 
Navigation:  YaST2 / Network Services / LDAP Server / Global Settings / TLS Settings / [Start CA management module] / [Enter CA] / 
Certificate / [Add] Step (2/3) 
Overview dialog check 

[Export] / Export as general server certificate Export 
certificate 

Finish this configuration with [OK]  
General name:               tcz400.my-domain.com 
Organisation/Company:             B&R Automation GmbH 
Organization unit:       Essen 
E-mail address:                 information@my-domain.com (default) 
Town:                            Essen 
Federal state:                             Nordrheinwestfalen 
Country:                                   DE 
Key length:                 2048-bit 
Valid period:              5 days 
Basic Constaints:               CA:false 
Issuer Old Name:                          Copy Subject Old Name from CA 
Key Usage:                      digitalSignature 
                                keyEncipherment 
nsComment:                      "YaST Generated Server Certificate" 
nsCertType:                     server 
Subject Old Name:                        Copy standard e-mail address 
Subject Key Identifier:            hash 
Authority Key Identifier:       keyid,issuer:always 

 

Next configuration step: 
Chapter How are unencrypted connections to the openLDAP server suppressed?  
(Chapter: 14.10.3) 

 

 

14.10.3 How are unencrypted connections to the openLDAP server 
suppressed? 

If you have turned on the SSL encryption on the LDAP server, it is still possible to establish non-
encrypted connections to the LDAP server. The protocol listener 'LDAP' is normally switched on 
during the first configuration of the server. 
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Illustration 216: Start configuration 

Navigation: YaST2 / Network Services / LDAP Server /Start configuration 
 

Protocol Listener / LDAP Disabled 

Confirm with [OK].  
 

Next configuration step: 
Chapter How is the SSL encryption activated on the APROL server ?  
(Chapter: 14.10.4) 

 

 

14.10.4 How is the SSL encryption activated on the APROL server? 

The use of TLS / SSL must be activated manually on an APROL server (LDAP client). 

 

The SSL entry is only allowed to be created manually on the client. 
A configuration via YaST should be avoided because this leads to an SSL entry that is 
not compatible with APROL. 

 

In the command line 
 

vi /etc/ldap.conf 
ssl on 

Configuration finished  
 

 

The ssl entry is only allowed to be active once in the configuration file! As the entry 
exists in several places in the configuration file, it must be ensured that only one entry is 
active. 
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 The SSL encryption is turned on and uses the ldaps port 636. 

 

Next configuration step: 
Chapter How is the security of the SSL connection increased?  
(Chapter: 14.10.5) 

 

 

14.10.5 How is the security of the SSL connection increased? 

The public key of the server certificate must be stored on the APROL server (LDAP client) in 
order to allow the client to authenticate the server certificate. 

The /etc/ldap.conf file on the client must also be adjusted: 

In the command line  
scp root@<LDAP server>:/etc/ssl/certs/YaST-CA.pem /etc/ssl/certs/ldapca.pem 
vi /etc/ldap.conf adjust 
tls_checkpeer   yes 

tls_cacertfile  /etc/ssl/certs/ldapca.pem 

tls_cacertdir   /etc/ssl/certs 

Configuration finished  
 

 

The tls_checkpeer entry is only allowed to be active once in the configuration file! As 
the entry exists in several places in the configuration file, it must be ensured that only 
one entry is active. 

 

Next configuration step: 
Chapter How is the LDAP authentication configured for the engineering system in 
the CaeManager?  
(Chapter: 14.11.1) 

 

 

14.10.6 When is a certificate finally activated? 

An LDAP server restart is necessary when a certificate is changed. /etc/init.d/ldap 
restart 

 

14.11 Configuration of the LDAP authentication for the engineering and 
runtime system 

APROL must be configured respectively for the communication with the LDAP server. 
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The following points must be taken into account: 

 
Activation in the user management (engineering users) 

 
Activation in the OperatorManager (operators) 

 
The LDAP configuration must be carried out on all engineering servers and operator stations 
where the users and operators are to be authenticated via the LDAP server. 

 

Detailed information can be found in chapter Connecting APROL to the openLDAP / 
Active Directory Server 

(Chapter: 14.9) 

 

 

The Distinguished Name of a user must be unique. As a user's DN contains the first 
name and surname, the pair of values (first name, surname) must therefore be unique. 
The tuple first name, last name, and also the login name must correspond to the entry in 
the APROL user management or OperatorManager. 

 

14.11.1 How is the LDAP authentication configured for the engineering 
system in the CaeManager? 

Activation for engineering users:  

 
Illustration 217: Configuration of the LDAP authentication for engineering users 

Navigation:  
CaeManager / Extras / Global Engineering Options  

LDAP authentication activated 

Login stack activated 

 
LDAP server properties: 
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Illustration 218: LDAP server properties:  

 

Navigation:  CaeManager / Extras / Global Engineering Options / LDAP Server Properties 
 

Basis DN dc=<Domain Name>,dc=<Top Level 
Domain Name> 

Basis DN for users ou=<Organization unit> 

User template Path is already entered 

Confirm with [OK].  
 

Next configuration step: 
Chapter How is the LDAP authentication configured for the runtime system in the 
CaeManager?  
(Chapter: 14.11.2) 

 

 

14.11.2 How is the LDAP authentication configured for the runtime system 
in the CaeManager? 

Activation for operators:  

 
Illustration 219: Configuration of the operator authentication 

Navigation:  
CaeManager / Project properties / Runtime (1/2)  

LDAP authentication activated 

Login stack activated 

Confirm with [OK].  
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LDAP server properties: 

 
Illustration 220: LDAP server properties:  

 
Navigation:  CaeManager Navigation:  
CaeManager / Project properties / Runtime (1/2) / LDAP Server Properties  

Basis DN dc=<Domain Name>,dc=<Top Level 
Domain Name> 

Basis DN for users ou=<Organization unit> 

User template Path is already entered 

Confirm with [OK].  
 

 

A web authentication is not possible for the LDAP authentication at present. Because 
of this, if the 'LDAP authentication' option is activated, then the authentication for all 
web reports must be turned off (checkboxes) in the project properties (Project 
properties / 'Runtime (1/2)' tab / Authentication). 

 

 

A password change in the OperatorManager only takes effect after a download to the 
operator stations. 
If the LDAP connection is damaged the login is still guaranteed as fallback with local 
APROL authentication. 

 

Next configuration step: 
Chapter How is the complexity check for passwords activated for the local 
authentication?  
(Chapter: 14.11.2.1) 

 

 

14.11.2.1 How is the complexity check for passwords activated for the local 
authentication? 

The complexity check for the local APROL authentication can be activated as follows. 

When the 'Extended check of password security' option is activated, it ensures that the user 
management / OperatorManager use the 'cracklib' for any passwords that are newly allocated.  
One of the checks that is then made is a comparison with a negative list. This list is in clear text 
in the file /opt/aprol/share/cracklib/aprol_dict.txt and can be adjusted as 
described. 
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Increasing the security is not absolutely necessary in order to guarantee a functioning system. 

Navigation:  
CaeManager / Extras / Global Engineering Options 

 

Extended check for password security activated 

vi /opt/aprol/share/cracklib/aprol_dict.txt adjust 

AprolCreateCracklibDict Execute script as root in the 
/opt/aprol/share/cracklib/ directory 

Configuration finished  
 

14.12 Password policies / Account policies on an Active Directory server? 
The configuration of account and password policies is described on the hand of a Windows 2003 
server in the following. 
 

14.12.1 How are password policies configured on an Active Directory 
server? 

The password and account policies described in the following can be configured on an Active 
Directory server and on an openLDAP server. The configured policies are evaluated in the 
APROL system and are taken respectively into account. 

 
Illustration 221: Windows 2003 Server / password policies 

 



Authentication via LDAP / Active Directory Server 
14-79 

 
Illustration 222: Windows 2008 Server / open password policies 

 

 
Illustration 223: Windows 2008 Server / edit password policies 

 
Next configuration step: 
Chapter How is the maximum number of passwords that are saved in the history 
specified?  
(Chapter: 14.12.1.1) 

 

 

14.12.1.1 How is the maximum number of passwords that are saved in the 
history specified? 

Enforce password history 
Navigation:  
Start / Administrative Tools / Domain Security Settings / Security Settings / Account Policies / Password Policy  

Enforce password history 5 

Confirm with [OK].  
 

 

For comparison with openLDAP-Server: 
Maximum number of passwords saved in the history 

Attribute in the password policy: pwdInHistory 
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The maximum number of password that are saved in the password history can be specified in 
the configuration of the password change policies. It is possible to define, for example, that new 
passwords do not correspond to the last 5 passwords. 

Error messages are shown in the APROL system if a password rule is not adhered to when 
the password is allocated. 
 

Next configuration step: 
Chapter How is the maximum age of a password specified?  
(Chapter: 14.12.1.2) 

 

 

14.12.1.2 How is the maximum age of a password specified? 
Maximum password age 
Navigation:  
Start / Administrative Tools / Domain Security Settings / Security Settings / Account Policies / Password Policy  

Maximum password age 30 

Confirm with [OK].  
 

 

For comparison with openLDAP-Server:  
Maximum age of the password 

Attribute in the password policy: pwdMaxAge (Unit: [s]) 

You can configure the password expiry here. This security setting specifies the period for which 
the password can be used before the user is prompted to change their password. 

The allocation of a new password in the APROL system when the password has expired is 
made possible if this is configured respectively. 
 

Next configuration step: 
Chapter How is the minimum length of a password specified?  
(Chapter: 14.12.1.3) 

 

 

14.12.1.3 How is the minimum length of a password specified? 
Minimum password length 
Navigation:  
Start / Administrative Tools / Domain Security Settings / Security Settings / Account Policies / Password Policy  

Minimum password length 8 

Confirm with [OK].  
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For comparison with openLDAP-Server:  
Minimum length of the password 

Attribute in the password policy: pwdMinLength 

This security setting specifies the minimum number of characters that a user account password 
must have. 

Error messages are shown in the APROL system if a password rule is not adhered to when 
the password is allocated. 
 

Next configuration step: 
Chapter How is the complexity check for new passwords activated?  
(Chapter: 14.12.1.4) 

 

 

14.12.1.4 How is the complexity check for new passwords activated? 
Password must meet complexity requirements 
Navigation:  
Start / Administrative Tools / Domain Security Settings / Security Settings / Account Policies / Password Policy  

Password must meet complexity requirements Enabled 

Confirm with [OK].  
This check can only be activated or deactivated in its entirety. 
 
The following complexity checks are carried out by a Windows 2003 server: 
The password must correspond to the complexity requirements 
This security setting determines if passwords must correspond to complexity requirements. 
If this policy is activated, passwords must correspond to the following minimum requirements. 
The account name of the user is not allowed to be part thereof, or a part of the account name 
comprising of more than two consecutive characters. 
Minimum length : 6 characters 
Characters from at least three of the following categories must be contained: 
English capital letters (A to Z) 
English small case letters (a to z) 
Base 10 characters (0 to 9) 
non-alphabetical characters (e.g. !, $, #, %) 
Complexity requirements are forced when passwords are changed or newly allocated. 
 

 
Normally, the settings of the computer that is allocated to a domain are the same as 
that of the domain controller. 

 



D1 System Handbuch 
14-82 

 

For comparison with openLDAP-Server:  
Only accept checked passwords 
Attribute in the password policy: pwdCheckQuality 
There are 3 possible settings here:  
There are no policy checks if this parameter is '0' (Default).  
If the value of the parameter is '1' and the password is in clear text, then a user-defined 
function (if defined with the pwdCheckModule attribute) is executed to check the 
validity of the password. If this function is not available, the password is accepted 
(going from the point of view that all other checks that are defined in the other 
pwdPolicy attributes are met successfully).  
If the value is '2' and the password is in clear text, then a user-defined function is 
executed to check the validity of the password. If this function is not available, the 
password is rejected. 
If there is no module supplied by the user, then the pwdCheckQuality attribute can be 
safely omitted. 

 
The setting switches the password complexity check on. Information about the checks that are 
made can be found with the help of the Windows server. 

Error messages are shown in the APROL system if a password rule is not adhered to when 
the password is allocated. 
 

Next configuration step: 
Chapter How is the maximum number of false logins configured?  
(Chapter: 14.12.1.5) 

 

 

14.12.1.5 How is the maximum number of false logins configured? 
Account lockout threshold 

 
Illustration 224: Account Lockout Policy, Windows Server 2003 
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Navigation:  
Start / Administrative Tools / Domain Security Settings / Security Settings / Account Policies / Account Lockout Policy  

Account lockout threshold 3 

Confirm with [OK].  
 
 

 
Illustration 225: Account Lockout Policy, Windows Server 2008 (for comparison) 

 

 

For comparison with openLDAP-Server:  
Number of bind errors before password locking 

Attribute in the password policy: pwdMaxFailure 

This setting determines if and when a locking of an account should take place when there are 
erroneous login attempts. The duration of the locking can also be changed with additional 
options. 
The number '0' switches the check off. 
A login does not take place in the APROL system if the account is locked, and corresponding 
message is displayed. 
 

Next configuration step: 
Chapter How is an APROL server connected to an Active Directory server?  
(Chapter: 14.9.4) 

 

 

14.12.1.6 How is a locked user account unlocked on an Active Directory 
Server? 

 
Unlocking a locked user account on an Active Directory Server: 
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Illustration 226: Deactivation of Account is locked out, Windows Server 2003 

Navigation:  
Start / Administrative Tools / Active Directory Users and Computers 

/ <Database> / Users / <Select user> / Properties / Account 
 

Account is locked out Disabled 

Confirm with [OK].  
 
 

14.12.2 How is the LDAP authentication configured for the runtime system 
in the CaeManager? 

Activation for operators:  

 
Illustration 227: Configuration of the operator authentication 

Navigation:  
CaeManager / Project properties / Runtime (1/2)  

LDAP authentication activated 

Login stack activated 

Confirm with [OK].  
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LDAP server properties: 

 
Illustration 228: LDAP server properties:  

 
Navigation:  CaeManager Navigation:  
CaeManager / Project properties / Runtime (1/2) / LDAP Server Properties  

Basis DN dc=<Domain Name>,dc=<Top Level 
Domain Name> 

Basis DN for users ou=<Organization unit> 

User template Path is already entered 

Confirm with [OK].  
 
An authentication is also basically possible via the LDAP server. 
In contrast to the LoginServer, there is no fallback to the operators stored in APROL if the 
operator is not known to the LDAP server. 
This fallback is only carried out when the LDAP server cannot be reached or the configuration is 
erroneous. 
Therefore, when the LDAP authentication is activated, only the operators which are known to the 
LDAP server can log in via web authentication. 
 

 

A password change in the OperatorManager only takes effect after a download to the 
operator stations. 
If the LDAP connection is damaged the login is still guaranteed as fallback with local 
APROL authentication. 

 

Next configuration step: 
Chapter How is the complexity check for passwords activated for the local 
authentication?  
(Chapter: 14.11.2.1) 

 

 

14.12.2.1 How is the complexity check for passwords activated for the local 
authentication? 

The complexity check for the local APROL authentication can be activated as follows. 

When the 'Extended check of password security' option is activated, it ensures that the user 
management / OperatorManager use the 'cracklib' for any passwords that are newly allocated.  
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One of the checks that is then made is a comparison with a negative list. This list is in clear text 
in the file /opt/aprol/share/cracklib/aprol_dict.txt and can be adjusted as 
described. 
 
Increasing the security is not absolutely necessary in order to guarantee a functioning system. 

Navigation:  
CaeManager / Extras / Global Engineering Options 

 

Extended check for password security activated 

vi /opt/aprol/share/cracklib/aprol_dict.txt adjust 

AprolCreateCracklibDict Execute script as root in the 
/opt/aprol/share/cracklib/ directory 

Configuration finished  
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16  Glossary 
 
. 

$HOME 

General name for a home directory. Also represented by "~" in an Xterm window. This name is 
often used for environment variables containing the path specification of the home directory in 
scripts. 

Application 

A program. 

APM 

APM is the abbreviation for application memory. It is needed to store user programs on the 
controller. 

CPU 

Controller CPU. 

Data Access Server 

Data access servers can be simple programs which provide access to the register of a 
controller. Complex programs are also possible, which make it possible to access a multitude of 
variables in a large number of devices using an extensive communication mechanism. The data 
access server allows one or more data access clients the transparent access to the most varied 
of data sources. Data access clients can be very simple (e. g. Excel spreadsheets) or also very 
extensive and components of a larger system (e.g. SCADA). 

DDE 

DDE is the acronym for Dynamic Data Exchange. DDE describes a mechanism for exchanging 
data between Windows applications. If data was exchanged using "Copy & Paste" by DDE 
before the introduction, then data exchange takes place dynamically with DDE. The information 
transferred is shown on an item using any data type. However, data exchange takes place 
relatively slowly. 

User 

The term "user" includes anyone working in a team to plan, configure, and program one or more 
process control systems. Designers can be engineers and service technicians as well as system 
administrators.  

File 

Files include data that has been organized, stored, and named.  
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force 

This term comes from the English language, and means: "with force". In the area of process 
control, a PV on a controller is forced to take a value from a different place (external). This 
process is useful in debugging. 

HMI interface 

Implementation for the operation and display of process for users. 

Command shell 

A way to enter programs. A program is started and awaits input from the keyboard. The program 
outputs information depending on the entries given.  

Country code 

A country code identifies a language with a number (usually the international dialing prefix).   
Examples: 
001=English(American), 007=Russian, 031=Dutch, 033=French, 048=Polish, 049=German 

Levenshtein 

In information theory, the Levenshtein distance (or edit distance) between the two strings is 
given by the minimum number of operations (insert, delete, substitute) needed to transform one 
string into the other. This distance is named for the Russian scientist Vladimir Levenshtein, who 
introduced it in 1965. 
For example, the Levenshtein distance between "kitten" and "sitting" is 3 since these three 
edits change one into the other, and there is no way to do it with fewer than 3 edits: 
Tier -->Toer (substitute i with o) --> Tor (delete e) 
In practice, the Levenshtein distance is used to determine the similarity between strings, e.g. for 
correcting misspellings or recognizing duplicates. 

LGPL 

The GNU Lesser General Public License is, like GPL and GFDL, another free license provided 
by the Free Software Foundation. 
The LGPL was primarily created for program libraries as indicated by its old name, Library 
General Public License. The guidelines are very similar to those of GPL, but LGPL can be linked 
to a non-(L)GPLed program, which may include free software or proprietary software. 

OLE 

Acronym for Object Linking and Embedding. The term stands for the dynamic linking of objects 
in different Office applications. 

OPC 

OLE for Process Control. 
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Project element 

A project part is a element that can be edited in the process control system engineering. 
Examples: 
Function switch plan, control computer, controller, etc. 

SCADA system 

Acronym for "Supervisory control and data acquisition system". 

SV 

Abbreviation for system variable.  

Vset 

An APROL database element (BAE-DB, runtime DB, etc.). A Vset is a named, associative 
container for Name = Value pairs. 

Vsets 

See Vset. 
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