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A2-1 Linux Installation

1.1 Introduction

'“ Information about the revision history can be obtained in the chapter Revision history in
the appendix.

Thank you very much for deciding to use , the system for automation technology and
process control systems.

The information contained in Chapters 1 to 6 can be used as a guideline for installing the above
program package from the DVD, and for the basic configuration of the CC-Accounts. In the
manual 'A3 Upgrade Notes', you can find extensive information about an upgrade or an update
of the software packages.

Here you will find a step-by-step description of how to pre-configure the various CC-Accounts
(Engineering system, Runtime system, Operator system). These configurations can be
made after the initial installation when the AprolConfig script is launched automatically. These
configurations can be made after the initial installation when the aprolconfig script is launched
automatically.

'u The following information serves to provide an understanding of the term 'CC-Account’ in
Linux.

In accordance with Linux conventions, a CC-Account is assigned to a Linux user with a Linux
login name. Since several people generally work on one CC-Account, it makes more sense to
refer to a "system login", which needs to be familiar to all concerned. Every user / operator who
uses the system must know this login and corresponding password.

In a CC-Account, the people mentioned above (users and operators) can administer different
tasks. In order to carry out these tasks, they are assigned an additional login name that has the
necessary user rights. A login mechanism is in place (login name and password) in every
system to check these user rights.

The illustration shown below shows the systems that can be set up on a computer once the
software has been installed completely. Please note that some computer types are
only intended for a certain system type.

n . - - . .

/ 13 The system architecture (32 bit or 64 bit) of the server for the engineering system
must be the same as the system architecture of the (redundancy) server of the
corresponding runtime system!

The respective operator stations can be of any desired architecture.

Linux Installation
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Runtime- Operator-
System System

Ilustration 1: Overview of the system architectures

The System Software DVD contains the individual software packages in RPM
format. These packages include the corresponding files, are arranged according to their
functionality, and are installed in the /optsaprols directory of the respective PC.

The following information must be observed in order to ensure that the later installation
and basic configuration of are handled correctly!

Linux operating system and packages

In order to install or update , an appropriate distribution version of Linux must

already be installed.

The current version is SUSE Linux Enterprise Server 11 (SLES 11). Notes about valid

operating system versions can be found in the system requirements contained on the
System Software DVD.

B&R's AutoYaST installation DVD provides a quick and easy way to install the operating
system.

& This DVD has been specially made. Installing similar packages from the SLES 11 DVD
(CDs) may cause errors! The DVD created by B&R contains updates for the SLES 11
distribution.

Only this DVD is allowed to be used for updates!

In case a Linux update is necessary, the manual 'A3 Upgrade Notes' chapter Updating
the operating system (SLES) from the AutoYaST installation DVD supplies the required
information.

Detailed information about the operating system installation can be found in chapter
The installation of SLES.

A2 Getting Started
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Conventions for Linux in

4

4

Computer name convention (host name) according to RFC 1123
The characters a - z, numbers 0 - 9, and the special character '-' (hyphen) are allowed.

The host name must contain at least one letter and is not allowed to begin or end with a
hyphen.

CC-Account login name (Linux user) convention

Only the characters a - z, 0 - 9, and the special characters '.' (period) and '_' (underscore)
are allowed. The CC-Account is not allowed to begin with a number ora'.".

A maximum of 11 characters are permitted.
Non-permissible names for CC-Accounts: 'aprol’ and 'aprolsys'.
CC-Account password (Linux user) conventions

All letters, characters and numbers are permitted.
Upper and lower case letters are distinguished (case-sensitive).

4 to 32 characters are allowed.

1.2

APROL delivery contents

comes supplied with:

<

3 pieces. The System Software DVD, internationalized with all of the
packages necessary for installation, including the online documentation.

<

The AutoYaST installation DVD with Linux package selection. This DVD is also created
by B&R.

This DVD could contain an update if you are already using SLES 11. Your existing Linux
installation must be updated!

You can find information about this update in chapter Updating the operating system
(SLES) from the AutoYaST installation DVD.

Language DVD (optional)

1 License certificate with license key (sticker)
for licensing the VMware workstation

1 license certificate with product key (sticker)
for licensing Microsoft Windows XP Professional

1 License certificate with license key (sticker)
for licensing the B&R APROL Automation Studio Single

€ €] €| ¢

and optionally:

1 License certificate with license key (sticker)
for licensing the B&R SafeDESIGNER

Linux Installation
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License Certificate

APROL LICENSE CERTIFICATE

Bernecker + Rainer Industrie-Elektronik Ges.m.b.H.

This certificate is a confirmation or grant that you have paid
for one of the following license types:

New / Upgrade / Expansion - APROL-License
Add-on / Driver - APROL License

Third-party-License

The label below includes a serial number
for "software registration” (activation code).

| Stick on label hers.

Perfection in Automation -
www br-automation. com

Illustration 2: License certificate

Meterial: 1A43AF . LZ1 Rew. FE C €
APROL Automation Studio Single Lic

BTN ONRTT OO
B&R serial number: Ae??SYTEXXX

Facke un Tast-is

Illustration 3: Sticker with license key

internationalization means:

The entire system software is also created in UNICODE, making it possible for all

systems to be translated into any language and displayed using any character set. The output
language of is English. The standard delivery comes in both German and English by
default. A simple configuration procedure allows the programs to be used in the respective
language on the desktop.

The packages on the Language DVD can be installed to create a translation system.
It is then only necessary to carry out the translations on the basis of the English language in the
form of a table. After the translations are finished, the newly created files can be installed in the
CC-Account. Once this installation takes place, is available in the new language.

@ Further information about the translation system for can be found in chapter
Language localization in manual "D1 System manual".

The documentation included on the System Software CD should definitely be
installed. After the system has been configured and you have logged in, the documentation
should be read in electronic form and printed out.

A2 Getting Started
1-4



"1.' The documentation mentioned above is also available in electronic form (PDF files in A5
format) from the B&R server.

1.3 New installations and updates at a glance

The illustration below gives an overview of the individual steps that result in a completed process
control system once an installation or update has taken place. It is mandatory that the Linux

distribution version required for the release version has been installed on the
computer.
DVD
Installation Update

‘foptfaprolf directony

The DWD package files are
installed in the
or changed files from the DVD

The files in the Yoptiapral!
directory are replaced by new

Configuration of - Update of the
systems with AprolConfig systems
Fallowwi
n: ;":'f:'ggusr‘;?_ems san Update of following systems
Engineering system E:i;?f::";;;::’:‘em
Runtime em
vt Operator system

Operator system

Engineering-System Engineering-System
Setup of the engineering Recompile of

system the project

( Engineering a project )

Dowunload to Download to

runtimne system, runtime system

operator system aperatar system

and contraller and controller

Process control system

Illustration 4: Everything at one glance

1.4 The installation of SLES

-
'd The existing 'ext3' standard file system was replaced with the 'XFS'.

XFS is one of the oldest available journaling file system for UNIX, and distinguishes
itself with a mature and almost entirely error-free code base.

The file system can be changed as desired during the installation.

Linux Installation
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Installing the operating system is quick and easy when done from B&R's AutoYaST installation
DVD (included in delivery).

E!i The BIOS clock must be set to the actual date and the actual time before the Linux
installation takes place!

After installing the Linux operating system, you also need the system software DVD to
complete the installation.

E!S Please note that the root partition must be at least 50 GB in size, so that an
installation can be carried out.

In order to carry out an update, or upgrade, the root partition must have at least 15
GB free space available!

You must also take the space into account for any CC-Account that already exists.

A separate hard-disk, or a separate partition, should exist and be set up on the
respective logging servers for the data recorded in the scope of the ChronoLog
mechanism (e.g. Audit Trail, system messages, alarms, compressed data)!

When using B&R approved hardware, almost all of the values to be configured (Graphics
cards and settings, keyboard layout, etc.) have either already been preconfigured for
standard PCs or will be recognized by the Plug and Play mechanism.

It is possible to make changes to the pre-configuration. Knowledge about the SuSE installation
tool YaST is necessary.

All equipment, which will be used with the PC at a later stage, should be connected before the
installation. Only then can the hardware recognition recognize and configure the connected
peripheral devices. It is also recommended to already connect the keyboard and mouse that is
to be used later during the installation.

o
u If you are using a DVI interface, please note the Notes about using the DVI interface in
SLES in this manual's appendix.

The following configurations must be carried out manually:

V Modem

V Internet connection

V /etc/hosts (with more than one network card)

f!i Please note that all of the data is deleted when the hard disk is formatted. If you want
to keep the existing data you must carry out a backup of the data beforehand. Details
can be found in the documentation 'D4 Backup & Recovery'.

The suggestion must be confirmed with [Adopt] in a dialog during the installation. The next
installation step can only take place after this.

Necessary information for the installation:
The following information should be available before you begin with the Linux installation:

A2 Getting Started
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If using a touchscreen, see chapter 'Touchscreen configuration'

Linux operating system installation in table form:

Step Description
0 The BIOS clock must be set to the actual date and the actual time before the
Linux installation takes place!
1 Insert the AutoYaST installation DVD into the respective DVD drive and reboot
the computer.
If a boot from the DVD does not take place then a check should be made to see if
it is possible to boot from the drive. The boot order in the BIOS settings should
also be checked.
2 Selection of the installation language
A selection list is offered via the [F1] function key. Select the desired language.
3 Selection of architecture:
A selection can be made via the [F5] function key.
X86 | X86-64
Confirm the selection with [Enter].
4 If the protocol and runtime server are one and the same then it is recommended

[>

to install a separate hard-disk for a smooth operation. If this is not possible,
we recommend an additional partition for the preservation of the historical
data.

An additional hard-disk / partition for the area '"APROL_DATA'is strongly
recommended, because data is collected permanently while the plant is running
and continuously demands more space on the hard-disk. The process monitoring
and operation are always guaranteed by separating the partitions and / or hard-
disks, and that the computer does not stop its operation because of a hard-disk
that is too full.

The following partial steps 4a-4e describe how you set up a partition with the
volume label '"APROL_DATA', and mount it automatically in the start system
under /home/aprolsys/APROL_DATA.

Linux Installation
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Step Description

The separated logging concerns all data that are recorded with the help of the
ChronoLog mechanism. These are trend data, AuditTrail, System messages,
alarms, compressor data, etc.

For this, choose the Partitioning item in the right window of the ‘installation
settings' side. The partition creation that is suggested here must be adapted to
your own needs.

The actual configuration can be checked in the 'Installation settings' dialog, and
eventually changed.

Partitioning

“. Expert Partitioner

System View " Hard Disk: /dev/sda
B [ finux overview [ Bartitions
i E-ﬁ Hard Disks I s
734
— 343 GB
i~ sda2

Maunt Point

RAID fdevfsdal 101,97 MB F & Linux native Ext2 oot
- =™ olume Managament fdevjsdaZ 1.46GB F 9 Linux swap  Swap swap
Crypt Files fdevfsdad 73.43GE F 9w Linux native XFS !

~rell Device Mapper
- [ wrs

atrfs
tmpfs

"--sdaﬂ

Unused Devices

,'_:.3 Installation Summany
- Settings

Illustration 5

Choose a hard disk to be partitioned, and press [Create] to partition the additional
hard disk, or choose the root "/* partition and press [Resize] to split a single hard
drive.

A2 Getting Started
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Step

Description

da If the computer only has one hard-disk, you can change the allocation of space on
the hard-disk in the next step, in order to make space for a new patrtition. The root
partition '/* must be at least 50 GB in size.
For this, delete the existing partition and then specify the desired partitioning (via
[Add] button).
Then choose the 'Primary partition' partition type.
New Partition Type
& Primary Partition
Extended Partition
lllustration 6
da Confirm the choice with [OK].

Then enter the desired partition size in the dialog that follows.

Carry out these settings in the following dialog:
'Formatting options' section Choose 'XFS' entry
'Mounting options' section Mount point '/' entered.

Formatting Options Mounting Options
& Format partition & Mount partition
File System Maount Poink
¥FS - {1 -
Options... Fstab Options...

Do not format partition Do not mount partition
i 1 -

| Encrypt Dewice

Illustration 7

Confirm your choice with [OK].

Linux Installation
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Step

Description

4b

Now mark the hard disk on which the partition for the historical data records
should be created in the 'Prepare hard disk: Expert mode' dialog. Then press
the [Add] button.

Now choose the 'Primary partition' partition type.

New Partition Type

# Primary Partition
Extendad Partition

Illustration 8

Confirm the choice with [OK].

Then enter the desired partition size in the following dialog.

4c

Carry out these settings in the following dialog:

'Formatting options' section Choose 'XFS' entry
‘Mounting options' section Mount point /home/aprolsys/APROL_DATA
entered.

Fermatting Cptions Mourting Options
W Format partition # Mount partition
File System Mount Paink
| xFs - |rolsys/APROL_DATA = |
Options... Fstab Options...
~ Do not farmat partition 1 Da nat mount partition

| Encrypt Device

Ilustration 9

Press the [Fstab options] button.

A2 Getting Started
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Step

Description

4e

Carry out these settings in the following dialog:

- Activate the 'Volume label' radio button,
- Enter '"APROL_DATA' in the 'Volume label’ field,
- Enable the 'Mount by user' checkbox,

Fstab Options:

Maurt in fetc/fstab by
Device Name D
® olume Label Cevice Path
LD
Wolume Label
APROL_DATA

| Mount Bead-0nly
Mo Access Tima

Do Mot Mount at System Start-up
Enable Quota Support

Arbitrary Option Value

oK Cancel Help

Illustration 10

Confirm your settings with [OK].

()

when partitions
were changed

You are directed back to the menu with the overview. Select System start from
this menu.

Click on the [Other] button at the bottom of the next window (The actual
configuration is detected!) and select Suggest new configuration from the
drop-down menu.

Confirm your entries with [OK].

(6) Once you have returned to the Installation settings menu, press the [Accept]
See 5 button.
7 The installation process is started after pressing the [Install] button in the dialog
that follows.
7b The computer boots automatically at the end of the installation.
The 'Boot from hard drive' option is set in the following boot menu and
should not be modified.
Confirm the choice with [Enter].
8 The installation routine is continued, and in the next step you enter the password

for the Linux superuser 'root’ in the 'Password for system administrator' dialog

Confirm the root password by entering it again and the confirming with the
[Continue] button.
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Step Description
9 It is necessary to configure any existing network cards and to assign the
computer names.
Entering the computer name is mandatory, and amongst other things is the
prerequisite for the following basic configuration of the computer with the script
AprolConfig.
(Definitely pay attention to the naming rules in chapter Introduction.)
As of SLES 11, the Fully Qualified Host Name (complete host name and domain
name) must be entered for each network card.
Example: 'tchwte36.br-automation.com’
When there are several network cards, a unique name must be used for each of
these cards.
Hostname and Domain Mama
Hosiname Domain Mame
lcsieslladfol | |bragtomatian.com
|{Change Hostrame via GHCP]
| Assign Hosiname to Loopback [P
Ilustration 11
The 'Assign Hostname to Loopback IP' option should be set.
The host name is linked (/etc/hosts file) to the IP address 127.0.0.1
(Loopback) with the help of this option.
10

&, Network Card Setup
General | Adress | Hardware

() Mo Link and IP Setup (Bonding Siaves) [ | Lise [BFT uzlus

_) Dynamic Address | (4 = OHCP both versian 4 and 6 - |

® Statically assigned IP Address

IP Address SubnetMask Hostame

(10 48,83 109 [iz2 [tesles11a3701 br-automation com

Addifional Addresses

|#ias ame / [IPAddress  |netmask

Ilustration 12

The following basic possibilities are available for the network configuration:
A) Assignment of an IP address via DHCP

B) Use of a static IP addresses
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Step Description

11 If network printers are connected, they will be detected automatically by the
System CUPS. If not, they will have to be set up later with YaST.

Confirm the dialog with [Continue].
This ends the Linux installation:

12 After the first login as superuser root, the installation routine is started
automatically.

The installation can alternatively be aborted at this stage, and continued later.

All further installation steps are described in chapter APROL installation and

update.

f’ti Some computers (e.g. ThinkPad T400, DELL 6420, 6520, 6220, 5520, 2008 MacBook
Pro) may freeze during a 'reboot'.

Adding the ‘reboot=pci' parameter to the other boot parameters is a possible solution.

If this is successful, 'reboot=pci' should be added to the other boot parameters in the
/boot/grub/menu. Ist file.

Example in the /boot/grub/menu.lst file:

###Don"t change this comment - YaST2 identifier: Original name: Binux###]
title SUSE Linux Enterprise Server 11 - 3.0.26-0.71
root (hd0,0)Y
kernel /vmlinuz-3.0.26-0.7-default root=/dev/sda3 vga=0x3la cciss.cciss_allow_hpsa=1
cciss.cciss_allow_any=1 hpsa.hpsa_allow_any=1 video=LVDS-1:d video=1280x1024@60 reboot=pci
initrd Zinitrd-3.0.26-0.7-defaulty

'd If you need to install two operating systems (e.g. Linux and Windows) on one computer,
be aware of the following time zone setting:
Local time zone for Linux.
If only Linux is installed, select UTC for the time zone.

f’ 13 It is absolutely necessary to re-adjust the file /etc/hosts when using more than one
network card and a post-configuration of the cards is carried out with YaST2. (see
chapter Configuring /etc/hosts)

141 Later installation of an additional hard disk for trend records and
ChronolLog data

This chapter deals with the subsequent installation of an additional hard disk in an
server.

It is not possible to change the size of the root partition during an upgrade on an
server that already has an installation with a single hard disk.
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'u A new hard disk partition without loss of data can only be made with a separate tool
(e.g. 'GParted'). The operation of a separate partition tool is not contained in this

documentation!
A new partitioning of single hard drives is thus only described in the scope of a new
installation.

Step Description

1 Backup data

for this see manual "D4 Backup & Recovery", chapter Backup of the Runtime
environment (Trend & ChronoLoq) in APROL R 3.6).

and chapter backup of the engineering environment (for compact systems)

2 Install new hard disk.

Open YaST2 in the KDE menu via the 'SUSE menu/System/System settings
(YaST)' menu item to install the additional hard disk, and choose
"System/Partitioning"”.

You then arrive at point 4 in the chapter The installation of SLES, and can carry
on from this point after having completed point 4.

3 Recovering the backup data
for this see manual "D4 Backup & Recovery", chapter Recovery of the Runtime
environment (Trend / ChronolLoq) in APROL R 3.6.

and chapter backup of the engineering environment (for compact systems)

1.5 Updating the operating system (SLES) from the AutoYaST
installation DVD

It is possible that Linux must also be updated from the AutoYaST DVD provided by B&R if a new
release resulting update of the system software is carried out.

An overview of the necessary steps follows:

Step Description
1 The 'SUSE Menu / System / System Settings (YaST)' KDE menu item must be
opened.

The YaST Control Center is started after entering the password of the Linux
super user root'.

1a The DVD drive must eventually be added and activated with 'Software / Software
Repositories'in YaST2.

2 Choose the 'Install or delete software' point in YaST2, in 'Software'.
In the following dialog, the 'Schemes' point must be selected in the 'Display’ drop-
down menu.

All of the schemes are displayed in the list shown.

A2 Getting Started
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Step

Description

Select the 'Install’ menu item in the context menu (Right mouse button) of each
'Pattern’.

The patterns are then marked with a green checkmark.

4 Select the 'Update if newer version available' item from the 'Package / All
packages' menu.

4b Choose the 'Unreferenced packages' item in the 'Package group' tab.
Only packages are allowed to be present here (with the prefix '"APROL-
"), and one 'sles-release’ package if applicable.
All other packages must be deleted (via the 'Delete’' context menu).

4c

It may also be necessary to uninstall further individual packages.
Which these may be, can be found information about the release.

The respective packages of MySQL are installed on CC-Accounts where an
installation of MySQL is not necessary and are then uninstalled during the
installation of the system software.

The MySQL packages should therefore be un-selected.

The update can then be started with the [Adopt] button.

When the update ends, exit the YaST Control Center and remove the DVD from
the drive.

If a new kernel has been installed then the computer must be shut down and then
re-booted. YaST makes you aware of this with a dialog.

After rebooting the computer, the system software must be installed.

151

It may be that the installation of the appropriate graphic driver is necessary during the
AutoYaST installation of a new kernel.

Information about the download source and the driver installation can be found in
chapter 'Installation of the NVIDIA driver'.

Particularities when expanding the memory

In the scope of the operating system installation, the respective kernel to the existing hardware
is automatically installed.

Following kernels are present for 32 bit, or 64 bit systems:

Hardware respective kernel
32 bit system / single processor / kernel default

up to 4 GB memory

32 bit system / multi-processor / kernel-smp

up to 4 GB memory

64 bit system / single processor kernel default

64 bit system / multi-processor kernel-smp

If you want to manually change the kernel, the following information is to be observed:
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This installation must be carried out as the Linux super user "root", and should only be
performed by an experienced system administrator.

Before the installation of a new kernel, a backup copy of the directory
/llib/modules/<Kernel to be installed>/kernel/drivers aprol with the necessary kernel
modules should be made! After the installation of the new kernel the saved directory,
with the modules therein, can be copied again to /lib/modules /<installed
kernel>/kernel/drivers

=

Step Description

1 The item System/YaST (System settings) must be launched in the KDE menu.
The YaST Control Center is started after the root password is entered.

2 Select the installation source.
See chapter Change installation source

3 Un-install, or delete, undesired kernels (also the corresponding nongpl-packet, if
present).
See chapter Installing kernel sources

4 If the update has been finished, then leave the YaST control center with "Finish".
The DVD can be taken out of the drive.

> Re-start the system in order to activate the new kernel.

1.6 Configuring /etc/hosts

It is absolutely necessary to re-adjust the file /etc/hosts when using more than one network card
and a post-configuration of the cards is carried out with Yast2. Unfortunately, Yast2 makes
incomplete changes to this file.

It is important to make sure that the same computer name is not used twice in this file, and that
the names laid down in the control computer settings (Tab "Network™) do not disappear.

It is therefore recommended to make a backup copy of the file after an installation, in order to be
able to restore it without problems, if it is needed at a later stage.

1.7 Necessary adjustments after changing the host name
1.7.1 Goal
If the host name of a servers in a group of servers must be changed, not only the

configuration data on that server is affected, but also the configuration data on the other servers.

A series of adjustments must therefore be made to serveral servers, with the
exception of single compact systems.
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The AprolChangeHost script carreis out all of the adjustments which can be made automatically
without having any knowledge of the CAE project.

All other necessary adjustments must then be carried out manually. The Adjustments to be
carried out chapter serves as a guide.

A In order to avoid inconsistencies, it is recommended that the host name is only changed
when all of the affected servers and APROL processes have been terminated, e.qg.
DownloadManager, Loginserver. All users and operators must log out of the
systems and CC-Accounts for this purpose.

The AprolLoader and systems are stopped by the AprolChangeHost script (see
below).

1.7.2 Examples

The most important basic scenarios wich involve the use of the AprolChangeHost script and the
above mentioned guide are in the following illustration.

The symbols have the following meanings:
Background color if the host name of the server will be changed, otherwise gray

@- Execution of the script together with change of host name and configuration

ﬁg Execution of the script with only a change in configuration
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1 . Operator-Station
Runtime-Server @
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Ilustration 13: Examples

Example 1: The host name of a runtime server is changed from A to D here. The change of the
host name of A must be adjusted in the configurations of the operator stations B and C, which do
not change their host name.

Example 2: Only one operator station changes its name from B to D here. The configuration of
runtime server A must be adjusted accordingly. Operator station C does not have a direct
relationship to operator station B and must therefore not have its configuration changed.

Example 3: The host name is changed from A to C on the left runtime server. From B to D on
the right runtime server. Both servers have a direct relationship to each other, e.g. in a multi-
runtime group, which means that the configuration changes that are necessary because of the
other host name change must also be made The script must therefore be executed twice on
each of the runtime servers. The order of execution is irrelevant.

Example 4: The swapping of two host names is depicted here. The left runtime server should be
renamed from A to B, the right server from B to A. A direct swap is not possible, because the
runtime server B is used in the configuration from A. A solution with a 'temporary host name'
(hier A1 and B1) must be used, meaning that the script must be executed three times on each
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runtime server.

The order of execution on the servers is important in this case. It must be avaioded that
both servers have the same name at any one time. This irregular state (same host name)
happens if the first step of one server is carreid out before the last step of the other
server has been completed.

1.7.3  Automatic adjustment via AprolChangeHost

) : :
/ 15 The AprolChangeHost script only makes adjustments to the local server and must
therefore be executed on all servers which are affected by the host name change.

Apart from the server for which the host name is changed, these are all others which have
been configured to use the server as a target for different purposes.

The AprolChangeHost script must be executed first of all. The old and new names must be given
to the script (-oldhost' and '-newhost’ options). Both entries must include either the pure host
name, the FQHN (Fully Qualified Host name) which includes the domain name, or only the
domain name, i.e. the entries must be made in the same way for both options.

The following areas are covered by the script:
V Configurations concerning AprolConfig

Qf Hosts files (/etc/hosts, /home/<user>/.rhosts)
V Runtime databases
V Eventually the own host name

The host name of the local server is changed when it corresponds to the specifications of the old
host name (*-oldhost' option, see below). The adjustments in the configurations are also carried
out if the server with the old host name is only configured as a target for the local server.

The script uses the following options:

Option: Description:
1 | -oldhost old host name
2 | -newhost New host name
3 | -user User identification for the changes concerning AprolConfig
4 | -test (optional) only display the changes to be made
5 -gui (optional) Use the AprolConfig graphic interface (-gui) or only text mode
-nogui via AprolConfigCmd (-nogui).
Default setting: -gui

After the script is started, all changes which can be made in the above mentioned areas are
detected by the script. These changes are shown to the user, who must make a confirmation
before the changes are carried out. The script will finish at this point if no confirmation is made or
the '-test' option is used.

The next steps are as follows if the changes are confirmed:
W All AprolLoaders and systems are stopped by the script.
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4

The changes which are displayed are activated by AprolConfigCmd if the script is
started with the '-nogui' option.

Aprolconfig is started with the graphical user interface if the script is started with
the '-gui' option.

The changes shown previously can be seen as modified configuration aspects and
must be confirmed with [Activate all]. AprolConfig must then be closed. The script
checks if the changes have been activated in both the GUI and the text mode. If this
is not the case, the respective message is shown, the differences between the
awaited and found configuration files are shown, and the script is terminated.

The hosts files (/etc/hosts, /Thome/<user>/.rhosts) are adjusted by the script.

The runtime databases in CC-Accounts of the type runtime, operator, and gateway
on the server are adjusted by the script. A consitent state is thus ensured before
the next download takes place.

The own host name will only then be changed by the script if the name up-to-now is
the same as the value in 'oldhost’ option. This is carried out in a permanent manner
via a system function (non-interactive YaST module), so that the change is still
valid after a reboot.

If the script could NOT carry out all adjustments successfully, the AprolLoaders
and systems remain stopped. If the own host name has been changed,
they also remain stopped and a reboot is recommended. otherwise, in the case of a
success, the AprolLoader and systems are restarted.

The following table shows which script option changes which configuration value and how.

The following abbreviations are used in the table:

OH: old host name

NH: new host name

OD: old domain name

ND: new domain name
FQHN: Fully Qualified Host Name

Input (option) Changes
oldhost newhost old value new value
1 <OH> <NH> <OH> <NH>
(without domain) (without domain) <OH>.<OD> <NH>.<OD>
2 <OH>.<OD> <OH>.<ND> <OH> <OH>
(FQHN) (FQHN) <OH>.<OD> <OH>.<ND>
<OD> <ND>
3 <OH>.<OD> <NH>.<ND> <OH> <NH>
(FQHN) (FQHN) <OH>.<OD> <NH>.<ND>
<OD> <ND>
4 <OH>.<OD> <NH>.<OD> <OH> <NH>
(FQHN) (FQHN) <OH>.<OD> <NH>.<OD>
<OD> <OD>
5 <OD> <ND> <OH>.<OD> <OH>.<ND>
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Input (option) Changes

oldhost newhost old value new value

(only domain) (only domain) <OD> <ND>

1.74 Manual adjustments to be carried out

Further adjustments must eventually be made after the AprolChangeHost script has carried out
all of the adjustments which can be made automatically. This particularly concerns CAE projects.

The following listing is to be seen as a guideline:

Change GUI Memory location
1 Project engineering: CaeManager / Basis data / Host name
Adjust control computer | Project/ ...
data "Control computer"
project part

W Control Computer: | CC_Hardware_01 Instance: |CCHWO1

‘Status | Confiquration

= ® cC Hard o1 Hostname: | oldhost Domain: |br-automation. com
=11 ardware
g Basic data Central server jobs
&
MMResources ®| Documentation server ®| Logging server

{ = APROL systems
e et e, st | e i I e e e o M e

Illustration 14:

Change | GUI Memory location

2| Project | CaeManag | Custom created blocks and code
enginee | er/ Project
ring: /...
Constan | 'Block’

ts for CC | project part
monitori | pins and

ngin code
blocks

and
code
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i:EGraﬁl-cbaustein DemoFbCommand Beschreibung: |Taste mit Systemkommando
Stammdaten | Block | YO | Lokale Grafik YO | “orschau | Python-Code | Dokumentation |

1 Debug = 0O

2 HoztParameter = "-hoztname oldhozt.olddomain.com"

3

4 E] def command( _wvar j:

5 ztring = block.pin.COMMAND.get ()

5] cmdstring = sgtring + " " + HostParameterI

7 uzer = DC.login.name()

g — if ( DC.login.hasRight( block.pin.RIGHT.right() ) J:

9 — if Debug:

10 - print "ecommand: calling", cmdstring

11 DC.esystem( cmdstring )

12 - block.pin .RIGHT.=zet( 1 )

13 — elze:

14 if Debug:

15 print "command: mizzing right for user', user

1& block.pin . .RIGHT.=zet( O )

17

15 DC.add hook{ block.local .COMMAND.button prezs hook, command )

19

sty gl s A ‘....h__M,m_M --\AMM*M__“"__\ rr.--—-hﬂ.

Ilustration 15:

Change GUI Memory location

(&%)

Project CaeManag Properties / Inputs

engineering: | er/Project/ | Properties / HM constants
Constants for | ...
CcC 'Hyper
monitoring in macro'
hyper macros | project part
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- Block properties - CaeManager (engingtcapel77)

' Hyper macro:

MName: [MonCcD‘I ] [ Open

Description: [Display and monitoring of a contral computer ]
Library: ]

[SysMon

Description: [System monitoring for ker and control computer]

Directory: [MonitoringCo ]

Description: [System monitoring for ricomputer components]

Parameter Operator notes

Instance: MonCcOl Max. instance lengtk

Instance description: 049: -

Operator note: I

Link to operator note: I[

Task: -y [Default task of default control computer (Sysh

Task: - [Default task of default control computer (Sysg

%

[J = = s =.= ,.;? ﬂ? Mame filter: [*

| Modification filter:

Illustration 16:

roup {/ Parameter nstance ue art-Up ue | Process variable -Type | Pintype ni escription
G /P t 4 |Inst Value | Start-Up Walue | P iabl IEC-Ti | Pinty, Unit |D ipti
=l s General
“lEnable MonCci1 True (1) I.BOOL Enable of i
ﬂr\lame MonCcO oldhost PILSTRING Mame
HJDesc MaonCcO1 #LAprol Compact PLSTRING Descriptiorg
#}HGrp onCcOl ?jSYSTEM (042: Grutemiberwvachung) | [PlantArea (LSTRING) Mame of t
aPic onCc » Systeminformationen rocessGraphic rocess
AlaPi MonCco1 PLBSYS2 (049 Systeminformati ) mrF Graphic (LSTRIMNG) F g
E fola L haT oot EAsem ™ ™ B Tk Limd i pm wmcbim,
[ Help ]

Change GUI Memory location
4 | Project CaeManager / Plant-specific debug connections
engineering: Project properties /
Plant-specific Engineering 1/2
debugging
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u

Stammdatan

\ersionsvenvaitung

Visualisierung

Frojektname: | SamplesProject

Maximale Anzahl temporines Versionen |10

Maximale Anzahl bestatigter Versionen

X Bestatighe Versionen nicht sutomatisch schen

Version: [V12.0+ Wersion erstellen “ersions-

Bibl

9 (122) | Engineering @2) | Lokalisierung | Dewnkad | Kommunikations-Parameter | Runtime (1/2) | Runtime

!

-

| Bestatigungs-Kommentare verwenden
-

X Varsionskommantane vwendien

Wersionskommentare erzwingen

o

TmEntane

® Vemeg

Frojeltglobales Daten-Handling

BuR R 3.4 Modus

Ionstarpradil Fraofile bearbenen Benutzerdefniarte Calltipps. Blearbaitan
X 32000 ¥ | 21050 MacroSizeFaktor 080 Image Container Bearbeiten
Raster-Einstellungen: X | 320 = Y. |30 = Image Container der Bibdistheken Umdefinieran
Erweiterte Debug-Einstelungan Fant-Auswaniliste Bearbeften
Fonts der Bibliotheken Umdefinieren
% Debugging ohne Visbindung zum Engineering-Server ermoghchen (Debug-Datenbank erzeugen)
Farb-Crynamisiemmg-suswahiliste: Bearbeitan
Anlagenspezifische Debug-Verbindungen Bearbeiten . -
Farb-Drynamisigmung der Bibligtheken Umndefinigran

Dokumentation

Automatischie

Illustration 17:

=
=5 .

gt T el

ug-Verbindungen konfigurieren - CaeM

Ubersicht der Frojekt Konfiguration fur Debug-Sitzungen
Mit digsem Dialog konnen Pratzykden del ainzealnen losys-Verbindungen des Projektes angapasst werden
Fur identische Kopien des Projektes konnen Anlagenspezifische Debug-Verbindungen erstellt werden

lagenspezifisch

Anlagen-iD / Runtims y [anmr lEidlinhus i ol O D \‘Enscnmhung
= | ENGINEERING-UMGEBUNG v T 3 Doamioad Frojekt-Einsteliungsn
@ W=l co_system_anlage_01 (defaulty tcapci77, teapeci?a o B&R Runtime System Tiid Grol
=l Test-LIrmgebin W 7 40 3
] gebung

= & co_system_anlage_01 (dataulty 0 BER Runtime System 1rmid Grel
'3CC_Ha|mm_01 Master) aldhostl BER Runftime Station
W Siave_HW (Slavel aldhostz
4] ‘4 j)
) Download Konfiguration venwenden p
Untarschiedliche Debug Zaiten j& Runtime Zulassan
Meug Anlagenspeziische DGDUQ'WIUHHUH_E anlegen  Standard wiederharstellen e

ot M A, It st 5, s A S ARl L it B STt bt s s i

Change

GUI Memory location

Search index of the
as-built documentation

/home/<system>/ENGIN/
LIBRARIES/search-cgi

CaeManager
/ Libraries /
Edit /

Actualize
search index
6 | Project CaeManager | /7home/<sys>/ENGIN/PROJECTS/
documentation / Project / <Project>.pgp/<WEB | GENERATED>

Edit / Build
all (Project)

Other:

Confiuration and usage
of other services

Examples:
VNC, FTP,
NFS

Configuration files of the respective clients

1.8

Optional adjustments to the firewall
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A firewall serves to protect a computer from undesired network connections. The firewall
controls the data flow of the protected computer with certain criteria such as protocols, port and
IP addresses.

The use of X11 on a runtime server, and the use of internet services in an
network are basically not recommended.

Then following section describes the function of the SUSE firewall that is used in

u’?' B&R delivers a suitable default configuration that does not normally have to be
adjusted.
offers an overview of the open, firewall allowed, and required ports in the
web-based System Diagnostics Manager (via the '‘Overview / Port Status' menu

item). Details can be found in the chapter Overview of the port status.

'u The System Diagnostics Manager is only supported by the standard web
browser 'Firefox'.

During the AutoYaST DVD installation (from at least version 3.6-03), only the ports that are
necessary for this are unlocked. After the installation, all of the ports that are necessary for the
system are unlocked. Ports that are not necessary are locked.

) _ : : ;
/ !3 If it necessary to adjust the port enabling because of your special demands then
the configuration files must be edited manually after the installation.
The changing of the firewall configuration lies solely in the hands of the system
administrator that is responsible for the server.
The SuSE firewall that is used in is activated automatically after the installation of the

AutoYaST DVD.

Certain services are locked in the default configuration. But, it is possible that these are enabled
selectively. If you want to offer these services in your network then the configuration of the
firewall must be adjusted.

You need 'root' rights in order to make changes to the function and configuration of the firewall.
The configuration file for the SuSE firewall is in Zetc/sysconfig/SuSEfirewall2

All of the important firewall settings are made here.

1.8.1 Configuration via the YaST Control Center

The firewall can be controlled over the YaST Control Center. For this purpose, select 'Security
and User / Firewall' in YaST.

The configuration is divided into eight configuration aspects that can be reached directly with the
tree structure on the left hand side.
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Illustration 18: Configuration of the firewall with YaST

Start:

The start behavior is specified in this dialog. The SuSEfirewal 12 is started automatically in the
scope of a standard installation. Apart from that, you can start and stop the firewall in this dialog
field. In order to adopt the new settings for an active firewall, choose the [Save settings and
restart firewall now] button.

Interface:
All of the known network interfaces are listed here.
Allowed Services:

You need this option to allow services to be made available to external hosts. The rules about
which services are allowed are defined via templates.

The templates for the generally allowed ports (File: NonAprolPorts) are in
/etc/sysconfig/SuSEfirewall2._d/services, and for the ports especially for
(File: AprollPorts). Modify these templates to adjust the firewall settings.

= |5 YaST2@ichwiess
Z== . . A= i
st Lp =t Firewall Configuration: Allowed Services
erfaces =
FEIEE] SE.MCEE i Allowed Services for Selected Zone
lasquerading
Foc
IPsec Support
Logaing Lewvel
Custem Rules
Service to Allow
[Addrtionz] services (NanAprolParts autoyast) [~

| aowed Service | Description

Additional services Additional services and ports listened ta by non-APROL services
APROL services  Allowed ports listened to by APROL services

R - ‘MA__r-n\‘,w PP P S T S P T e RN SR T Tt

Ilustration 19: Configuration of the allowed services

Masquerading:
The masquerading is basically turned off.

You prohibit the ability of addressing the internal network from outside the firewall by using the
masquerading function.

The masquerading is configured on a router, for example, in order to change the IP address of
outgoing packets and does therefore not make sense on an individual computer.
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Broadcast:

You configure the UDP ports that allow a broadcast in this dialog field. Further information can
be found in the Zetc/services file.

IPsec Support:
The IPsec support is basically turned off.

The security protocol IPsec (Internet Protocol Security) should guarantee privacy, authenticity,
and data integrity while communicating over IP networks. The function can also be used to
establish virtual private networks (VPN) and does therefore not make sense on an individual
computer.

Logging Level:

There are two rules for the logging: one rule for ‘accepted’ and one rule for 'not accepted’
packages. Non-accepted packages are discarded (DROPPED) or rejected (REJECTED). There
is also the possibility to set a logging level. Choose one of the 'Log all', ‘Log only critical', or ‘No
log' options for both rules.

The protocols are output to the /var/log/firewall file. The protocols can only be read as
the Linux super-user 'root'.

User-defined rules:

Special firewall rules that allow new conforming connections can be set with the 'User-defined
rules'.

@ Detailed information about the individual configuration aspects can be found in the
YaST2 help (by selecting the corresponding entry and pressing the [Help] button).

1.8.2  Adjusting the configuration files

The services that are open for the system result from the ports that are open and allow a flow of
data. These are defined in a template for generally allowed ports (File: NonAprolPorts) and a
template for ports especially used by (File: AprolPorts). Modify these templates in
/etc/sysconfig/SuSEfirewall2.d/services/ to adjust the firewall to your own needs.

Please note that the limitations of the AprolPorts can lead to a malfunction in

P

FAAN Due to security reasons, the NonAprolPorts and AprolPorts files are reset to their
delivery state when carrying out a new installation / update of the system
software. Therefore, make a backup of the configuration files that you have modified.

The NonAprolPorts.autoyast and NonAprolPorts.installed by aprol files are
only needed during the AutoYaST installation.

Necessary restart of the firewall after changes

Changes that have been made to the firewall configuration only take effect after a restart
of the firewall. The firewall must then be stopped with
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rcSuSEfirewal 12 stop, and then reactivated with
rcSuSEfirewall2 start.

The

default settings are restored if AprolPrepare is executed on the command line

(as the Linux super user 'root").

1.8.3

Overview of the port status

An overview of the configuration of the ports that are open, and those that are needed by

, can be obtained over the ' System Diagnostics Manager', in the '‘Overview

/ Port Status' menu item.

%) APROL System Disgnostics Manager - Mozilla Firefox

overview
System messages

Chéciar

CaeDb update
C3e0D versions
Port status
Transiation status
APROL systems
Memory and CPU
Hard dsc
Chaonalog
MNetwork
NTP and UPS

[ English

L] Overview ! Port status |

configuration history

o At b 220 o BT i, S, DR i bt atn o, I s SEH BRI grs ENCRIED DG IDENTIOIE N5 oo

) oo

L Tronsiate- () FreepCocan (7] Babylonobie () Dowrioad Games.

Get Medaa Player Plugin

ark port ever)

Local machine (Scan tanget) Scan host: Porl SCAN DIOgRess oo

| 1chwta38 br-automation com =] [Locale scan = O = 15:49.20 Local Port Scan in progress (udp-Ports
54101-54200)

dh Errors: ..in progress Inconsistency in firewail functionality!

@ varnings: . in progress  Ports denied by Firewall which are needed by APROL system can impiicate fechnical malfunctions in APROL!

b Notices: ...in prograss Used ports denied by Firewalll These ports could not be connected from outside the firewas! 4

Port Service PortScan  Actual Firewall  APROL demand Description Usage in APROL / Note

number Result Cenfiguration

200udp ftp-data K Closed " Aliowed ¥ Allowed

20/ fip-data K Closed " Aliowed " Aliowed File Transfer [Default Data connection is required to transfer
Data Port] dala

21ludp fip K Closed " Asowed " Aliowed

21fep fip ¥ Open v Aliowed " Allowed Fite Transfer [Control The control connection is used for sess)
Por) anmnisiEanon

Illustration 20: Port status in the APROL SDM

The

SDM provides a list of the port states of a port scan, so that the actual status of

all ports can be detected with respect to TCP and UDP. The status 'Unknown’ is output during a
scan, until it has been detected if a port is 'open’ or 'closed'.

The 'port scan' sends queries from the 'Scan host' to the 'Scan target'.

The

SDM is started on the chosen computer when the scan target is selected (i.e. a

remote access is started). This can also be seen in the address line of the web browser after
selecting another scan target.

W

A local port scan checks the ports from the inside, i.e. behind the firewall.

A local port scan is much quicker than an external port scan because the scan
process runs on the scan target. It provides an overview of the status of the TCP and
UDP ports on this computer. Thereby, it also shows the locally used and open ports,
which could not be addressed from an external computer (because of the firewall
having blocked them).

In order to get a statement of the ports that are open from the network, please carry out
an external port scan with a second computer. You can select this via the 'Scan host'
combo box.

Necessary settings for the local port scan.
'Scan target': Choice of the computer to be checked
'Scan host'": Selection of the 'Local scan' entry
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0 An external port scan checks the ports from the outside, i.e. in front of the firewall. In
this case, the scan process runs on another computer (Scan host) and the firewall lies
between that and the scan target.

In this case, the following settings must be made:
'Scan target: Choice of the computer to be checked

'Scan host': Choice of any computer
(not the 'Local scan' entry)

All servers with a release 3.6-03 or higher and a running APROL system are
capable of carrying out an external port scan automatically on the target server, i.e.
without making any further configuration on the target server.

TR e M ot T Ll e At b, SR T Fiol

Illustration 21: Port scan with an external scan server in the APROL SDM

0 1. The locking of ports that are necessary according to the requirements can
lead to a malfunction of the system!

2. Ports that have been configured as open with the firewall configuration and
specifications may be detected as being closed because the necessary
services were not started.

Port sSarvice Port Szan  Actusl Firewall APROL Deseription Usage in APROL / Note
number

20vuap fip-data

20ncp @!H ata
:u.-upn

inep np

M Data connNection s required 1o transfer file da!
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2zmcp ssn
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25MKp smip

Encrypled login 1o remate host

NN rypled Iogin To remote Nost

o Allowed  SEmpbe Mail Transter  Prolocol for ebectic madl ransmission acoross,
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d Domam Hame Server  Resohving of NOSt Names 10 IF adresses
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Server
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Ilustration 22: Error in the APROL SDM port scan

i Errors are marked with ared icon. An error is displayed when the current port
status is open and the port should be locked according to the configuration.

& Notes are marked with a blue icon (only with a local scan). A note marks locally
used ports that are locked by the firewall. These ports cannot be reached over the

network.

Ay Warnings are marked with a yellow icon. A warning marks a port that is locked by the
firewall, but which is required by . In this case, the system may
malfunction.
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1.9 Configuration of a firewall with MAC address filtering

The following documentation allows you to modify the firewall that is delivered by SuSE in such
a way that only certain remote computers can access the local computer.

This configuration is made with a MAC address filtering.

The firewall software that is supplied with the SUSE Linux Enterprise Server works with the
'iptables’ tool to create rules for port filtering and regulations.

The MAC address filtering is a special functionality which is not available in the standard
installation of ‘iptables'. A special kernel module must be loaded in order to be able to use this
functionality with 'iptables’.

Kernel modules that are loaded in the context of 'iptables’ have the prefix 'xt_".

In this case, the kernel module 'xt_mac' must be loaded to be able to carry out a MAC filtering.

The configuration of a MAC address filtering in this documentation is carried out as an
example with the VNC port 5901. The MAC address filtering for other ports can be carried out in
the same way as described in this documentation.

The port 5901 supplies a VNC connection with a configured resolution of 1280x1024 to a target
computer.

Port 5901 offers a direct access to a VNC client, such as krdc or tightvnc for example.

The user interface of the "YaST2' configuration tool from the SUSE Linux Enterprise Server does
not offer the possibility to carry out this special configuration.

N Because of this, it is absolutely necessary to have previously made backup copies
FAAN of the following files which must be edited manually. So that the original state can
be restored in the case of an erroneous configuration.

The complete configuration must be carried out in a console as the Linux super user
‘root’.

Preparations:

Qf Log in with the Linux command 'su -' in an existing console to obtain the super user
status.

Qf Create backup copies of the following files which must be modified, so that the
original state can be restored in case of an erroneous configuration.
/etc/sysconfig/SuSEfirewall2
/etc/sysconfig/SuSEfirewall2_d/services/NonAprolPorts
/etc/sysconfig/scripts/SuSEfirewal 12-custom
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Modification of the file Zetc/sysconfig/SuSEfirewal 12:
- Search for the target which begins with *FW_CUSTOMRULES=".

- Enter the storage location of the file with the custom firewall rules within the quotation
marks.

In this case /etc/sysconfig/scripts/SuSEfirewal 12-custom.
- The following lines must be visible after modification:

FW_CUSTOMRULES=""/etc/sysconfig/scripts
/SuSEfirewall12-custom”

Modification of the file /etc/sysconfig/SuSEfirewall2.d/
services/NonAprolPorts:

- Port 5901 (direct VNC port) must be removed from the list of open TCP ports.

- Search for the line that begins with "'TCP="and delete the port number 5901 within the
guotation marks.

Modification of the file /etc/sysconfig/scripts
/SuSEfirewal 12-custom:

- The kernel module 'xt_mac' must be loaded.

The command modprobe xt_mac must be entered in the first line of this file for this
purpose.

- The 'iptables’ commands for the MAC address filtering are now entered within the
fw_custom_before_masq function.

The following Linux command must be used for this:

iptables -A 1nput_ext -p tcp --dport <dport> -d <dIlp> -m mac --
mac-source <macaddress> -j ACCEPT

<dport> : Port which should be protected on the target machine
<dlp> . IP address on which the port should be protected

<macaddress> : The MAC address of the Ethernet card of the client computer from
which the VNC query is to be started.

Example:

iptables -A input_ext -p tcp --dport 5901 -d 10.49.83.101 -m mac
--mac-source d8:d3:85:7d:ca:89 -j ACCEPT

Restarting of the firewall:
The firewall is restarted with the command rcSuSEfirewal 12 restart.

The firewall rules and the MAC address filtering are then active.
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Please note the following information:

1) Ports which are configured with a MAC address filtering are shown as being closed

when carrying out a port scan via the SDM that is triggered from a computer

which cannot reach the ports.

2) If the network card fails on the computer that can reach the ports on the target
computer, then the extended configuration of the firewall in 'SuSEfirewall2-custom'’

A must be re-adjusted after the card has been changed. The MAC address of the new
network card must of course be known.

3) Presently, the configurations in the 'NonAprolPorts' and 'SuSEfirewall2' files are reset
after an update or new installation of the system software. They must be re-

adjusted after an upgrade or new installation, and the firewall must be re-started. The
changes in the 'SuSEfirewall2-custom' file remain untouched.

1.10 Relocation of a logging server

The following chapter explains how to relocate a logging server and preserve the data (data
backup), start-up the new logging server (working configuration after relocation), and
guarantee a gap-free recording of the data (continuity of the data).

It may be necessary to relocate a logging server for the following reasons:
Qf Deployment of a more powerful hardware

V Failure of existing hardware
V New structuring of the CAE project

If a non-redundant server has a hardware defect (production stop), the restoration of the

system which operates the plant will have the highest priority. The data which is
recovered from the logging server can then be restored to the new logging server after it is
running.

The following three scenarios depict a planned, controlled, exchange of the logging
server.

1. Scenario: Hardware exchange

Exchange of existing hardware and use of the same IP addresses, host name, and existing
runtime systems.

2. Scenario: Relocation
Use of a different hardware as logging server with existing IP addresses and host names. The

old hardware still remains in use (e.g. as runtime server). At least one runtime system must exist

on the new server.

3. Scenario: New creation
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Leaving the runtime systems on the old server, and the new creation of the logging server on
another server with new IP addresses and new host name. At least one runtime system must
exist on the new server.

Scenario

Affected data

ChronoLog

¥

Trend
For new creation (3) if the trend forwarding was already configured.

< €€

LSRN

Only for redundant systems:
ChronoLog/trend data which is not replicated to the redundancy partner

If the hardware remains in use, data will be forwarded to the new logging
server instead of the redundancy partner.

<
<

X
X

Runtime system data:
¢ Runtime system remanence data

e MySQL parameter set which were changed via Python API or
ParameterCenter

o

|

Jaspersoft Reports (if available)

Affected processes/configurations:

The logging server normally serves for other central duties, because the powerful hardware
(which is redundant at best) has a key role in the CAE project.

Scenario

Server processes/configurations

2

3

[ |-

- LDAP server

[

This service must relocate in the scenario hardware exchange (1),
otherwise it is optional.

[ |-

% | Central AprolJobDispatcher

I

This service must relocate in the scenario hardware exchange (1),
otherwise it is optional.

X <& €

% Documentation server

The documentation server must only be activated in the CAE engineering
(checkbox in 'Control computer' project part), in order to provide the
content for download.

K

|-

% | 'Global cluster' configuration

K

A global cluster address must be configured with AprolConfig for a
redundant logging/documentation server.

The same IP address can be used by a redundant LDAP server.
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e
'd The logging is still carried out locally if there is a connection loss to the logging server.

Data is also saved in a forwarding buffer (max. 50 GB per container). Because these sizes

could exceed the space on the hard-disk, the free space must be checked when the
logging server is switched off, in order to guarantee the preservation of the data and its
further operation. This can be checked with the help of the

Manager (ASDM).

System Diagnostics

Detailed information about the

Manager.

System Diagnostics Manager (ASDM) can be
found in manual 'B5 Download & Debugging’, chapter APROL System Diagnostics

Procedure:

Scenario 1: Hardware exchange

No | Old logging server New logging server Logging server clients

1 Export the AprolConfig Import the AprolConfig
configuration. configuration (ChronoPlex,
See: Server configuration etc.).

See: Server configuration

2 If the engineering system is | If the engineering system is
on the server, carry out a on the server, carry out a
CAE backup. CAE restore.

3 Save old logging server Adopt ChronoLog and
data (ChronoLog, customer reports.
customer reports, trend). | See: Adopt data
See: Saving the data

4 If engineering and new

logging server are
independent of the plant
network (to avoid network
conflicts): Carry out build
and download.

See: Download

5 Stop the runtime systems Adopt remanence data
affected by the relocation. See: Adopt data
Save remanence data and
eventual parameter sets.

See: Saving the data
6 Remove old logging server | Connect new logging

from network.

server to network.

The data is forwarded from
other servers as of now.
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No

Old logging server

New logging server

Logging server clients

If no download was made
up-to-now: Perform
download

See: Download

After the download:
Adopt trend and
parameter data

See: Adopt data

Save the recording gaps
See: Saving the data

Transfer of the recording
gaps
See: Adopt data

Scenario 2: Relocation

No | Old logging server New logging server Logging server clients
1 Remove old logging server | Configure the new logging
configuration in the server in the CaeManager
CaeManager See: Engineering
See: Engineering configuration
configuration
2 Export the AprolConfig Import the AprolConfig
configuration configuration (ChronoPlex,
See: Server configuration etc.)
See: Server configuration
3 Save old logging server Adopt ChronoLog and
data (ChronoLog, customer reports.
customer reports, trend). | See: Adopt data
See: Saving the data
4 Carry out build and
download
The server is now the
logging server, but is used
when the CAE project has
been updated completely.
See: Download
5 AprolConfig /

'‘ChronoPlex' aspect: New
logging server entry on
each control computer

See: Server configuration
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No | Old logging server New logging server Logging server clients
6 Download to all runtime
systems
Immediate forwarding to
new logging server
See: Download
7 The runtime systems which
are to relocate must be
stopped now to save the
remanence data and
eventual parameter sets.
See: Saving the data
8 Eventual download to Download of all
remaining systems
systems. Immediate forwarding to
Immediate forwarding to new logging server
new logging server See: Download
See: Download
9 Save the recording gap Transfer of the recording

See: Saving the data

gap
See: Adopt data

Scenario 3: New creation

No | Old logging server New logging server Logging server clients
1 Remove old logging server | Configure the new logging
configuration server
See: Engineering See: Engineering
configuration configuration
2 Export the AprolConfig Import the AprolConfig
configuration configuration (ChronoPlex,
See: Server configuration etc.) and eventual
adjustment of the
redundancy partner
See: Server configuration
3 Carry out download

See: Download
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No | Old logging server New logging server

Logging server clients

4 AprolConfig /
'ChronoPlex' aspect:
Enter the new logging
server

See: Server confiquration

AprolConfig /
'ChronoPlex' aspect:
Enter the new logging
server on each control
computer

See: Server configuration

5 Download to all
systems

Immediate forwarding to
new logging server

See: Download

Download to all
systems

Immediate forwarding to
new logging server

See: Download

6 Save old logging server
data (ChronolLog,
customer reports, trend
forwarding)

See: Saving the data

7 Adopt ChronoLog,
customer reports, and
trend forwarding.

See: Adopt data

- Saving of recording gaps There are no recording
not necessary. gaps to adopt.

1.10.1 Engineering configuration

1. Scenario: Hardware exchange
2. Scenario: Relocation
3. Scenario: New creation

Scenario Affected data
1 2 3

% Qy Qf The logging/documentation server is configured in the '‘Control computer'

project part.

redundant logging servers.

1. Deactivate the configuration for the old logging server.
2. New 'Control computer' project part: Set 'Logging server' checkbox.
A global cluster, which is configured in AprolConfig, must be available for
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Scenario Affected data

1 2 3

K|V

created.

used.

The 'Control computer assignment' to the new logging server must be
carried out for the runtime systems which are to relocate or are newly

At least one runtime system must exist on the logging server.

With the existence of at least one runtime system on the logging server, the
necessary system information is made available after a build and download.

A CAE project build must then be carried out, so that all runtime databases in
all systems have the information about which logging server is to be

X|v

System monitoring via SysMon:

If the logging server is monitored, the host name and respective runtime
system instance must be adjusted.

X v

important.

If system variables are used to diagnosis the ChronoPlex data forwarding,
the knowledge of which runtime systems are on the logging server is

Information about the system variables for the ChronoPlex data forwarding diagnosis

The trend forwarding is switched on with the '-enable_forwarding' TrendServer launching option.
The '<ASI>_[M|S]_ChronoPlex_<Suffix>' system variable can be used for diagnosis.

If a diagnosis is made, the runtime system variables for which there is expected data should be
used when the logging server is relocated.

Variable name Description Runtime Runtime system is
system is on NOT on the
the logging logging serer
serer

<ASI>_[M|S]_ChronoPlex_*NetReadRate | Read rate to filled empty

other servers

<ASI>_[M|S]_ChronoPlex_* FifoReadRate | The local FIFO empty filled

read rate

<ASI>_[M|S]_ChronoPlex_TRD_Fwd* Information about | Only filled for filled

forwarding redundant runtime
systems
<ASI>_[M|S]_ChronoPlex_total Fwd* Summed Only filled for filled
information about | redundant runtime
forwarding systems

Key:
<ASI>: APROL system instance
MIS]

M: The variable comes from a master or stand-alone control computer

S: The variable comes from a slave control computer
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Detailed information about ChronoPlex system variables can be found in manual 'D2
System API', chapter 'Schematic display of the ChronoPlex system variables'.

1.10.2 Server configuration

The size of the ChronoPlex containers and logging server address is specified in the
'‘ChronoPlex' aspect in AprolConfig.

Other aspects (e.g. runtime systems) can also be activated in AprolConfig if required.

A
o
2

|/-_-
0 The address for forwarding the alarm data, the

Please note that the container size is identical to the size on the old logging server.
A difference in configuration can be avoided by using the AprolConfig export/import.

Detailed information about AprolConfig can be found in chapter Import and export

functionality.

Information about logging server diagnosis can be found in manual 'C1 Interactive
Process Control', chapter 'Logging server diagnosis'.

system messages, and the

AuditTrail is configured with the ChronoPlex configuration in AprolConfig of each
hardware. Live data now starts to come about from the systems.

A download is necessary to broadcast the address for the trend forwarding. The
configuration in the CAE project is made available in this way.

It is only possible to access the new logging server after a download to the corresponding
system.

1.10.3 Data backup:

1. Scenario: Hardware exchange

2. Scenario: Relocation

3. Scenario: New creation

Scenario

1

2

3

Affected data

4

4

4

ChronoLog data
Storage location: /7home/aprolsys/APROL_DATA/chronolog

Information about this can be found in manual 'D4 Backup & Recovery',
chapter 'Backup of historical records (trend & ChronolLoq)'.

X

X

ChronolLog replication data storage:
/home/aprolsys/APROL_DATA/chronolog/replication

Redundant logging servers store data which has not been replicated in this
directory. These files are normally empty. If not, the exported data already
has a format which can be read.
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Scenario

1 2 3

Affected data

If the old logging server remains in the CAE project and still has one
system on it, the data which was not replicated will be
forwarded to the new logging server.

v ¥ R

Trend:
Storage for local runtime systems on the logging server:

/home/aprolsys/APROL_DATA/chronotrend/
<project name>/<runtime system instance>

A container exists for each placed trend block, which is why an export is
preferred.

e
[ |-
L

If the trend forwarding was turned on
(via '-enable_forwarding' TrendServer launching option).

Storage for forwarded trend data of other CAE project runtime systems:

/home/aprolsys/APROL_DATA/chronotrend/replication/
<project name>_forward_.TRD.log

This data is already in export format, and can be copied.

Information about this can be found in manual ‘D4 Backup & Recovery’,
chapter 'Backup of historical records (trend & ChronolLoq)'.

[
[ |-
K

Jaspersoft reports

If custom reports have been created, they must also be relocated to the
new logging server.

Information about Jaspersoft report import and export can be found in
manual 'X14 Jaspersoft reports in - Installation guide English’,
chapter 'Export/import of server content'.

Runtime parameter sets (MySQL)

Runtime parameter sets can be exported completely and imported
comfortably to the new runtime server with the ParameterCenter.

This is only relevant in scenario 'hardware exchange' (1) or 'relocation’ (2).
If runtime parameter sets exist and the runtime system relocates.
Manual 'D1 System Manual’, chapter 'AprolConfigParameterManagement

MySQL'

Remanence data

The data backup can only take place with a stopped system.
Therefore, this step should be carried out when all preparations have been
made.

Storage of the runtime system remanence data:
/home/<CC-Account>/RUNTIME/

File names:

<Host name>: <losys port>._remanence_[32]64]-1n
<Host name>: <losys port>._remanence_[32]|64]-bak
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Scenario Affected data

1 2 3

The file names must be adjusted to the new host name, losys port, and
hardware architecture. The bak backup should also be saved, because
the losys uses the bak file if the 1n file is defect or empty. The
corresponding configuration file is made available with a download.

Please note that timer data cannot be transferred corectly with a change of
architecture from 32 bit to 64 bit, and vice versa.

ChronoLog and Trend:

It is possible to move containers in the same partition while the system is running with the 'mv'
system command. ChronoPlex creates a new container for the new entries, which must be
exported when the relocation has finished and imported into the new logging server in order to
close the recording gaps.

Alternatively, an container data export can be carried out. This procedure is recommended for
trend data, which is stored in many single containers.

The command for importing and exporting containers can be found in manual ‘D2 System
API'. See chapter 'Export and import’, 'Data backup' (ChronoLog), and 'Export and import
of trend records with ChronolLog' (trend).

If the old logging server is still in use after the backup has taken place, a recording gap will
come about on the new logging server, which must then be saved and transferred to the new
logging server.

1.10.4 Adopt data

1. Scenario: Hardware exchange
2. Scenario: Relocation
3. Scenario: New creation

Scenario Affected data

1 2 3

v V V ChronoLog

The previously exported data must be imported.

The commands for importing and exporting ChronoLog containers can be
found in manual 'D2 System API', chapter 'Export and import' and '‘Data

backup'.
Information in manual 'D4 Backup & Recovery', chapter

'..1../1049/D4 BackupRecovery/creatingabackupoftheruntimeenvironmentR36.ht
mRestoration of historical records (trend data / ChronolLoq)'.
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Scenario

3

Affected data

I

Trend
For new creation (3), existing trend forwarding must be restored.

The trend data directories are created during the first download. The trend data
can be imported afterwards.

Information about the trend data import can be found in manual ‘D2 System
API', chapter 'Export and import of trend recordings with ChronolLog'.

Information in manual 'D4 Backup & Recovery', chapter
'..1../1049/D4 BackupRecovery/creatingabackupoftheruntimeenvironmentR36.ht
mRestoration of historical records (trend data / ChronolLoq)'.

[

K

[

Jaspersoft reports
If custom reports exist.

The procedure is in manual 'X14 Jaspersoft reports in APROL - Installation
guide English’, chapter 'Jaspersoft reports in APROL - Installation guide

English'.

MySQL parameter sets

If modified parameter sets exist for the runtime system which is to be
relocated, the data import can be carried out comfortably with the
ParameterCenter.

Remanence data

The data transfer to the new serer ,ust be carried out when the
system is stopped, so that the start takes place with the restored values.

The name of the remanence file must be adjusted, so that it can be used in the
following place of storage:

/home/<CC-Account>/RUNTIME/<host name>: <losys
port>_remanence_[32]64]-i1n

/home/<CC-Account>/RUNTIME/<host name>: <losys
port>.remanence_[32]|64].bak

Please note that timer data cannot be transferred corectly with a change of
architecture from 32 bit to 64 bit, and vice versa.

1.10.5 Downloading the project configuration

The logging server address is provided together with the download of the runtime database and
the system configuration files for all runtime services and GUI applications. The specified
address is used when the application is restarted. The structure for the trend records and
parameter management is also prepared together with a download. It is only possible to restore
trend data and parameter sets (which do not originate from the engineering) after a download.

A download should be made to the new logging server first of all and after the preparations for
the relocation have been carried out. If the plant cannot be shut down for the relocation, the old
logging server will still be written to until the 'ChronoPlex’ is set up on all control computers and
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they receive a download. This results in having to transfer the recording gaps after the relocation
has been carried out.
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A2-2 APROL installation and basic configuration

2.1 APROL installation and update

M
/ !3 Please note that does not normally support dual boot systems.

A manually created dual boot configuration is overwritten because the boot loader's
/boot/grub/menu. Ist configuration file is newly created after each

installation.
Within the scope of the installation, you have the possibility to choose between a full
installation, a computer-type dependent installation, or an update of the system

software packages belonging to the computer type.

You obtain the following benefits through this:

The possibility of a "2 click full installation”, or a "2 click update”,

Optional packages can be unselected depending on the chosen computer type (or types).

Great flexibility (Starting the computer as an engineering, runtime, or gateway
server, or as an operator station),

Automatic installation of the system software belonging to all computer types,

+4 +dd

Quick and resource orientated installation
(smaller disk-space needs),

Example: Installation of an operator station on an APC's memory card,

Optional packages that are not necessary for a computer type can be deselected from the
selection via the 'Computer-type dependent installation'.

The de-selection of optional packages is solely reserved for experienced users!

In case you are not sure, you should not exclude any of the optional packages that are
suggested in the list!

The cursor keys or the [Tab] key are used to navigate within the menus. Use the [Space] key to
select / de-select (E.g. the driver packages).

When a confirmation is necessary this can be made via the [Enter] key.

P
E!S All of the APROL applications, as well as all remote sessions, are to be stopped on
this computer if the APROUL system software is to be updated.

General order of execution:

Step Short description

1 Log yourself in as LINUX super user "root".

APROL installation and basic configuration
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Step Short description

2 Switch the computer to the Linux runlevel 3 (Linux command 'init 3').

Please note that applications that have been started on other computers
must also be stopped!

3 Execute the Aprolinstall script in a Linux console.
Then select the installation source:
APROL Installation > Select installation device

Where is the source of the APROL system softuare?

NFSEMountDirectory)

150 IsoFile

DIR  Directory
=r0 DUD

idinstall>| <Cancel >

Illustration 23

The automatic installation of the second (or third) medium can be selected in an
additional dialog for all installation media (with the exception of DVD). This
possibility depends on the computer type and can therefore only be made after the
selection of the computer type.

APROL Installation > Installation
More then one medium is necessary for the installation of the selected
computer type.

Should an automatic mounting and installation of the subseguent
installation medium be carried out?

< fes 2| < Ho >

Illustration 24

This offers the advantage that the next media must not be confirmed explicitly and
the installation can continue automatically without any further interaction.

The installation of the next media must be triggered manually in the case of the
DVD installation because of having to change the DVD in the drive.

Important information: Pre-requisite for the automatic installation of the second
and third media is that the name of the first source (e.g. NFS mount point) contains
the string 'DVD1' (e.g. 'APROL_INSTALLATION_DVD1') and the name of the
second and third source the string 'DVD2' and 'DVD3' (e.g.
'APROL_INSTALLATION_DVDZ2).

Then either the NFS or the ISO mount point must be entered, depending on the
existing installation source.

When installing from a directory, the respective installation directory must be
specified.

No additional entry is necessary for the ‘cdrom’ installation source. The installation
can be started after confirming with [OK] in the next dialog and inserting the DVD.

APROL Installation > Hount procedure

Please enter the NF3 mount point in the following way:
<PCNAME> : »<MOUNTDIR>

[meet ing1:-APROL_DUD1j}

< 0K > <Change source>

Illustration 25

Then the chosen source is mounted automatically. Any errors are shown during
the mount process and the entry can be made again.
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Step

Short description

If the error message 'Aprolinstall reports errors during the mounting' occurs
during the installation from DVD then the following information must be
observed:

1.) Only confirm the 'Please insert the APROL DVD ..." dialog when the status LED
no longer blinks on the DVD drive!

This is relevant for APCs, amongst others, where the draw cannot be closed
automatically! The dialog can be confirmed while the draw is still open if the
computer is not an APC.

2) Check if the type of blank DVD can be read by the respective DVD drive.

The steps that are necessary before the upgrade are shown before the actual
installation begins.

Install Notes

The following steps must definitely be noted before an upgrade
of an APROL system:

1) The minimum requirement for an upgrade
to APROL R 3.6-xx is a project state of an APROL R 3.4-06.

2.) Due to the lack of PAE support (Physical Address Extension),
it is not possible to operate the VMware 7.0 on
an APC620.

3) Before updating to APROL R 3.6, the cancelled
*Control computer (R 3.2 mode)’ project parts must be remouved
completely from the CAE project (including from the
CaeManager trash can).
Otherwise, an upgrade to APROL R 3.6 is denied!

4

—

Please re-activate the KDE settings of all your ’‘gateway systems’
and ‘runtime systems' without an integrated operator system with
AprolConfig after this upgrade.

Lt
[<¥ont inuc>]

Illustration 26

At the beginning of the installation, a check for the current AutoYaST
DVD is carried out. If necessary, an update must be carried out before the
installation of the system software.

Then stipulate if an installation medium check (MD5 check sum) should be carried

out.
The execution of the integrity check is strongly recommended!
APROL Installation > Integrity check 9

You will be interactively guided through the APROL installation with
the following dialog.

Stipulate if the installation media check (MD5S check sum) should be
carried out (recommended) or not, and then choose the installation
nethod .

The integrity check will be made after the choice of the installation
method, and can take a considerable amount of time.

<8kip >
Ilustration 27
The menu for the installation method is then started.
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Full installation of the system software

Step

Short description

5a

Choose the "Full installation APROL system software"” menu item:

APROL installation > Installation method
Please choose the desired installation method:

1. Full APROL system software installatiom

Z. Computer type installation
3. Update the installed system type
4. Removal of APROL system software

<Se lect | <Cancel>
Ilustration 28
The installation of the complete system software then takes place
automatically. The DVDs 2/3 and 3/3 must definitely be installed for a

full installation.
Details about this can be found in the description for step 7).

Acceptance of the Simba license agreement:
It is now possible to query and evaluate historical data via the
SQL server and an SQL client.
uses the third -party software 'SimbaEngine' to provide an SQL
database structure.

The Simba license agreement is opened during each installation and cannot be
revoked. The acceptance of the Simba license agreement can be made with the
[Accept] button.

Computer type dependent installation

Step

Short description

5b

Choose the "Computer type dependent installation™ menu item:

Depending on the computer type, you have the possibility to exclude individual
drivers from the installation.

APROL installation > Installation method
Please choose the desired installation method:

1. Full APROL system software installation

2. Computer type installation
3. Update the installed system type
4. Removal of APROL system software

<iE lect ] <Cancel>

Illustration 29
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Step

Short description

6b

Then select the desired computer type.

APROL Installation > Computer type selection

Please choose the desired computer type for the installatiom.

[] Runtine Runtime environment without visualization
[x] ODperator Operator terminal with visuwalization
[+] Ingineering Creation of the process control engineering

] onnection of (3rd.—party) controllers

<Cancel> < Help »

Illustration 30

Only the packages that are necessary for the chosen CC-Accounts are installed.
If the 'Engineering’ computer type has been included in the selection, it is
mandatory that the DVD 2/3 and 3/3 are installed.

Please note that the installation source (NFS, ISO, DIR, CDROM) that has been
chosen for DVD 1/3 cannot be changed and remains for DVD 2/3 and 3/3.
Please refer to the details in the description for step 7).

The chosen computer types are to be confirmed again in a subsequent dialog.

APROL Installation > Computer type selection

The following computer tupes have been chosen:

< Tpply > <Revise selection>

Illustration 31

Case 1:
Only computer type 'operator' chosen:

After confirming the 'Operator' computer type, the installation of the
system software that belongs to this computer type is carried out.

No optional packages are installed for this computer type!

Case 2:

Only computer type 'Engineering’' chosen:

No optional packages are offered for de-selection.

Please note:

All of the controller drivers, the INA driver, and the event driver are automatically
installed and cannot be de-selected!

The installation of the system software is carried out after confirming
with [OK].
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Step

Short description

Case 3:

Computer type 'Engineering’' contained in choice:

All of the optional packages for the installation are shown in an overview (this does
not apply to the combination of 'Engineering' and 'Operator’, because no drivers
run on an operator system).

It is possible to de-select individual drivers.

Please note: The INA driver and the event driver are automatically installed
and cannot be de-selected!

APROL Installation > Optional package selection

These optional packages have been pre-selected optionaly for

installation.

@ prolArcnet Instal lflegacy Conmectivity — DC52000 Driver Arcnet (C
[s] Dispatcher Dizpatcher Driver - Mux ~» Demux PUs (CC)

[*] wdpfDriver Legacy Connectivity — WDPF (CC)

[%] TiDriver Comectivity — SIMATIC TISxS (CTRL ~CC)

[#] ProfiboardDriver Conmectivity — PROFIBUS FMS SOFTING (CC)

«Cancel>

Illustration 32

Case 4:

Computer type 'Runtime or Gateway' contained in choice:

All of the optional packages for the installation are shown in an overview. It is
possible to de-select optional packages.

Please note:

The INA driver and the event driver are automatically installed and cannot be de-
selected!

APROL Installation > Optional package selection

These optional packages have been pre-selected optionaly for
installation.

=7
[+1 fAprolFmnsDriver Comnectivity — PROFIBUS FMS (CTRL)

[+1 fAprolDpDriver Commectivity — PROFIBUS DP (CTRL)

[+]1 dcsEventDriver Legacy Conn. — DCSZ2000 Event Driver (CC)
[=1 hpcDriver Comnectivity — HPC Driver (CC)

[+1 RE51ZDriver Connectivity — RK51Z (3964R) (CTRL ~CC)
[+1 =imaticDriver Conn. — TCF-IF 3SIMATIC 35-87 (CTRL ~CC)
[=1 aprolfArcnetinstall Legacy Conmectivity — DCSZ000 Driver Arcnet (C
[+#1 Dispatcher Dispatcher Driver — Mux ~ Demux PUs (CC)
[+]1 wdpfDriver Legacy Connectiuvity — WDPF (CC)

[+]1 TiDriver Conmnectivity — SIMATIC TISxS (CTIRL ~CC)
[%]1 ProfiboardDriver Connectivity — PROFIBUS FMS SOFTING (CC)

<Cancel>

Illustration 33

If a computer-type specific installation is carried out in which optional packages are de-
selected, they are shown as missing in the 'Checklinstallation repot’ (‘Installed libraries'
section).
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Update of the system packages that belongs to a computer type

Step Short description
5c The APROL system software that belongs to the installed computer type is
updated by selecting the 'Update the installed computer type' menu item.
APROL installatiom > Installation method
Please choose the desired installation method:
1. Full APROL system software installation
Z. Computer type installation
4. Removal of APROL system softuare
i lect?| <Cancel>
Ilustration 34
Please note:
All of the packages belonging to this computer type are installed. The selection of
the optional packages that was made beforehand is preserved.
In order to de-select individual optional packages you must choose the ‘Computer
type dependent installation' menu item.
The update basically consists of the following three phases:
1. Deletion of packages that are no longer needed
2. Installation of packages that have not yet been installed
3. Update of the existing packages
The header shows how many of the installed packages have been update during
phase three in the form "X/ Y".
Un-installation of the system software
Step Short description
5d The " Un-installation” menu item can only be chosen when there is an
existing installation.
APROL installatiom > Installation method
Please choose the desired installation method:
1. Full APROL system software installation
Z. Computer type installation
3. Update the installed system type
< lect) «Cancel>
Ilustration 35
The system software is completely removed from the hard disk after
choosing the "Remove " 'menu item.
6d After the un-installation has finished, you automatically return back to the dialog for
choosing the installation method in case a re-installation of the system
software is necessary.
When upgrading the system software (Release change), there is only the 'Un-install

system software' menu item!
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APROL installation > Installation method
Please choose the desired installation method:

i Remoual of APROL system softuare

[<Select ] <Cancel>

Ilustration 36: Menu when upgrading the APROL system software

Installation of the DVD 2/3 and 3/3 (Computer type 'Engineering' contained in the

selection)
Step Short description
7 If the 'Engineering’ computer type has been included in the selection, it is

mandatory that the DVD 2/3 and 3/3 are installed.

APROL Installation > Installation

More then one medium is necessary for the installation of the selected
conputer type.

Should an antomatic mounting and installation of the subsequent
installation medium be carried out?

< fes > <No >

Illustration 37

Please choose [Install] and enter the NFS or ISO mount point, or the directory in
the following dialog depending on your installation source.

The entry that was made for DVD 1/3 is adjusted automatically for DVD2 (and
DVD3).

The automatic suggestion must be checked in each case.

APROL Installation > Mount procedure

Please enter the NFS mount point in the following way:
<PCNAME> : »<MOUNTDIR>

[meetingl:/ﬁPRDL_DUDll

< DK > <Change sourced>

Illustration 38

Please note that the installation source (NFS, ISO, DIR, CDROM) that has been
chosen for DVD 1/3 cannot be changed and remains for DVD 2/3 and 3/3.

The system software DVD 2/3 and 3/3 can also be installed at a later stage with the
Aprolinstall -dvd2 and Aprolinstall -dvd3 option.

'“ Please note during the full installation (as well as the '‘Computer-type dependent
installation’) or VMware upgrade that it is additionally necessary to manually confirm the
‘VMware VIX APl EULA" when no VMware or VMware VIX has been installed up to now.

The VMware OVF tool license must also be confirmed. This allows the platform-
independent operation of a pre-configured VM without any further configuration.

In this case follow the instructions that are output on the console.
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'd Please note that the VMware >=9.0 must be used for the host system in order to be able
to use the VMware >=9.0 within a virtual machine (VM).

The following steps are to be carried out, regarding the chosen installation method, after the
actual installation has finished.

Short description

The installation of the system software is finished with the message
"The installation has been successfully completed.

When the system software is installed for the first time, the basis
configuration of the server is then made with the AprolConfig
configuration tool.

Details about the basic configuration can be found in chapter AprolConfig.

< <IE

The system software DVD must be removed from the drive after the
installation or update via DVD.

If you want to use special ports or services, you must adjust the firewall settings
manually after the installation.

These changes will be lost during a new installation. With reference to this, see
chapter 'Necessary adjustment of the firewall'

B €

Subsequently switch the computer back to the Linux runlevel 5
(via Linux command ‘init 5').

<

¢

The start of the runtime system can only take place after a subsequent 'Build all' in the
engineering system and a download to the target systems!

Please note that all of the respective computers must have the same version of the
system software.

2.2 General information about basic configuration

Normally, only one of the CC-Accounts described in chapter Introduction is configured as the
basis from the packages. It is only recommended to install all three systems on a
computer when using a minimum configuration (e.g. a compact system), which is only possible
with select computers.
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Ilustration 39: A process control system with APROL

After all three systems have been pre-configured you have a system configuration that meets
two conditions:

A A system that can be used to uniformly design a process control system, the
'Engineering system'.

B The process control system is available after it has been engineered and downloaded.
It consists of a Runtime system and at least one Operator system.

The following image shows a schematic of the data flow from the Engineering system to the
other systems and down to the field level when the project is downloaded from the Engineering
system for the first time. A process control system — represented by the Runtime system,
Operator systems, and the field level — is only available after it has been engineered and

downloaded.
Operator System (1) Operator System (n)

Engineering System Runtime System

Controller and I/Os

Illustration 40: Data flow from the Engineering system
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The next image shows all of the download possibilities available from an Engineering system.
You can read detailed information about downloading in the 'B5S Download and Debugging'
manual, in the chapter DownloadManager.

Schematic course of download from engieering system: Source engin

Ilustration 41: All downloads starting from the Engineering system

@ The DownloadManager is marked with the abbreviation "DM" in the overview.

The image above is only meant to depict an extremely condensed structure that provides the
foundation for the later engineering as well as showing how a process control system works with
CC-Account configurations.

As is the case during installation, pre-configuration also requires you to be logged in as the
super user (root).

The core configuration of the CC-Account is basically taken care of with the AprolConfig
configuration tool. Configuring a system also includes the creation of a login name and a
password in Linux for the respective system. During configuration, copies mandatory
system files from the installation directory to the new system's directory.

@ Information about the term CC-Account, engineering system, runtime system, and
operator system can be found in chapter Introduction.

& System names are assigned during the installation and pre-configuration of the
individual systems.
Never assign the name aprol or aprolsys for a system!
If you have already assigned your system one of these names, it should never be
deleted from your computer. Deleting a system with the name aprol will also delete
important internal components, causing all systems on this computer to fail.
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2.3 The aprolsys Linux user

The aprolsys Linux user has a special function in an process control system.
Available on all servers, it has all of the access rights for the CC-Accounts that are
necessary to exchange data and information between these systems (computers).

A majority of system functions span over computers. Although this mode of operation
is permitted in a Linux system, the Linux login and the corresponding password of the other
Linux users (CC-Accounts) must be entered at the appropriate places.

This mode of operation cannot be applied to a process control system, but it must be kept in a
Linux system for security reasons. This is why the aprolsys Linux user is automatically created
when is installed.

aprolsys handles the transfer of data that is necessary for logging all of the historical data.

2.4 AprolConfig

AprolConfig is the tool with which you carry out the basic configuration of your
server.

AprolConfig is started automatically after the initial installation or an update so that all
configurations can be carried out.

In order to create additional systems at a later stage, you can start it manually. For this, log in as
the user 'root'. There various possibilities to start AprolConfig:

From an engineering system via the KDE menu 'System Configuration / AprolConfig' (The root
password is queried here),

Login as 'root' from the KDE login, whereby the KDE environment is started for the user 'root’, in
which AprolConfig can be started via the KDE menu or from the desktop icon.

From another computer in the network via SSH, whereby the display must be diverted via -X
(e.g. via ssh-X root@aprolhost.domain.de),
and then call AprolConfig from the command line

24.1 Redesign

A text-based script was responsible for the configuration of an server in previous
releases. R 3.6 has been completely re-designed.

E[::I Modern design with graphic user interface
Easy and intuitive operation

Clear display of the state of configurations, including changes in comparison to the
active configuration

Uniform user guidance
Better help for the user with tool tips

A2 Getting Started
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2.4.2

Integration in the project engineering and the start-up workflow

Planning, engineering and configuration of the control computer hardware with respective
CC-Account in the CAE project

Use of the engineering data (via import / export) for automatic configuration, including the
creation of CC-Accounts on the target hardware

Exchange or comparison of configuration changes between target computer and CAE
project

Higher security and error tolerance

Backup of current configuration

Restoration of old configurations

Comfortable workflow with transactions (based on databases)
Configurations are always activated explicitly

Possibility to discard non-activated configurations

The configuration can be interrupted without loss of data
Importing and exporting

Export from activated configurations and RecoveryPoints (AprolConfig GUI and the
command line version), as well as non-activated configurations (only AprolConfig
GUI)

Export of the configuration state from control computer project parts in the
CaeManager

Import of a configuration state in the CaeManager and in AprolConfig
Central data storage of all aspects

Uniform data format of the configurations in XML

Management of states of configurations, also via command line

Automatic, non-interactive application

The application can be executed in environments without a graphic interface
Use of exchange (import / export), activation, restoration of configuration states

AprolConfig structure

The graphical AprolConfig has the following appearance when no configuration has been

made.

A banner is in the uppermost part that shows where one is, i.e. the actual theme. The 'System’
aspect is currently chosen in the illustration.

APROL installation and basic configuration
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AprolConfig (CC-Accounts)

| Basic data | @ Configurations o Management | [, RecoveryFoints

.' = | Create, modify or delete CC-Accounts

CC-ACcounts

CC-Accaunt Designated system type B
CC-Accounts
1 fowng i',“ Engineering system
2 algungs Runtimé System
el 2| @
¥ 3 engin 1‘ Engineeting system
Chranoplex 4 engstamup £} Enginesring system =

Create CC-Account * || 3 Delete CC-Account

v
= CC-Account details

YN
Wakue Cascnptien

@ . __I:_C_._,ﬂ._ciu_ug[ |M'[-I'ij Thie narme of the CC-Afcount
i
MTP

. Designated system bype Engineering Tha systern type which this CC-Account is designated for

Password Ol Entar the password for the CC-Account
Repeat password = reeeeees Rapeat the passward
I = Language German Select the default language
%, Actvatear ||
- Irrpart all
L4 Export all |
|
- Print ! .t’
E Help |__.E System messages |__J Copfiguration histony Close

Illustration 42: Structure of the AprolConfig graphical interface

The tabs are directly underneath. The configurations are carried out in the 'Configuration
aspects' tab, which is already chosen when AprolConfig is started.

| Basic data ‘ _'}l-" Configurations (‘Management E_i_'_ BecoveryFoints

Illustration 43: Tabs in AprolConfig

The different themes for which configurations can be made are called 'configuration aspects' or
just simply ‘aspects' in the following.

No CC-Account has been created yet in the example.

When an aspect is chosen, the corresponding configuration module is faded in on the right of the
navigation bar. This is the 'ChronoPlex' aspect in the example.
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AprolConfig (Chronoplex)

| Basic data AP Carfigurations o, Management | B, BecoveryPoints

.‘ =~ Chrenoplex configuration for administration of Chrensleg records
Basic Condguration
CC-Accounts Chaoice | Dascriptian
| Frotocol server (redundant) | Commputer is configured as & redundant 10gging semver
Protocal elignt X CoBect data en & central semnes
_‘— Stand-alond System i Data will bi stered locally. they will not be frwarded to & contral lagging Server
. IF addesshost name Spacifies the protocol server resp. the redundancy partner in the case of configuiing a protocol client resp. senver
Chacnoplax
‘ Chwonolag container
Q Typs | Containes name Lismit Dascripticn
HC 1 Wy sysiog 1000 AFROL system messages
_ 2 W audittail 1000 Process parameter uplosd/downioad
Q} a ﬁ parameter 200 Process parameter upload/downdoad
¢ - 4 M compressornfast 100 Comprassor data < 10 min compression ireral
oy 5 Mk compressorsiow 100 Compressor data >= 10 min. comprassion ntarval
NTE & W triggesed 103 Chrenelog block
By alam 1000 AFROL alam system records
r [} W changecontisl 200 ChangeContral logging (Changes in the CAE)
o= E] By shaiog 100 Lagging of thi APROL Shift |ogb ook
= - 10 ¥ taigetcontrol 200 Logging of executed downinads to controBiers of control computers
o R ot 11 W sysconfig 100 Logging of CC-Account configurations that have been dona
t:kb Act i 12 | W systemstate SO0 Informations about the stat and stop behawiour of APROL systems
: 13 ﬁ sfclog 2000 Logging of the course of acton of the SFCs and the confrol of the SFCs
- Jmpart all 14 W paoa 100 Frocess Data Acquisition
- Export ail
Create Chronolog container ]
S &
E Help |_ ol System messages I__J Cenfiguration histeny Close

Illustration 44: Example for a configuration module

The configuration of each different aspect is handled in its own section further below. Apart from
the configuration of the CC-Account (which is explained in the ensuing chapters) and the
configuration of auto-start applications for Multiscreening (see chapter X displays for auto-start
of configured applications), all other aspects are explained in the Services chapter.

In the 'Master data' tab, there is information about the installation, network, and the CC-Account
types that can be installed. The system types that can be installed are also shown
here (Not in grey).
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AprolConfig (Basic data)

. Basic data i Conngurations g Management 5 BecoveryPoints

AFROL Informations

User name root
APROL releasa R3.7-0115

SUSE Wnux distribution SWUSE Linux Enterprise Semner 11 (x86_64), SP2
Aute¥aST-DVD version 3.7-018

Required Auto™»asST-DWVD varsien: |3 7-018
Language-DND varsion no info
Required Language-DvD wersion 3.7-01
£y Engineering system

[ Funtime system

Usable APROL systems
Operator system
-

s Gateway system
%)

Metwork basic data
Hostname tohwte38
Demain name: |br-automation com

MNetwork cards

Devicename | IF address | MAC address Hame

= [[-] 127.0.0.1 0000 00 0000 00 |ocalhost
| ethd 10.49 83157 | 00.1b.21.a3.0a 47 tchwie3s
.| etho 0.000 4 .85 64 65 55 20 -

[ | eth1 0.0.00 04 85 64 66.5522 -

T eth2 0.000 o4 85 64 665524 -

(| etnz 0.0.0.0 04 85 64 665526 -

=] wmnetl 192 168 1921 005056 cO00.01 -

e | vminets 192,168 124.1 | 00.50.56.¢0.00.08

E Help I__.E Systemn messages l:i- Copgfiguration histony Close

Illustration 45: Master data tab

The 'Administration’ tab is where administration functions can be carried out, which the type of
configuration to save or information about the local computer is generated or needed. There is
only one administration function at present.

7. 1G] ApreiContig (ropts = e
AprolConfig (Management)
| Basic data &anﬂgwalums N Management E+ BacovenF aints
1 Test, initialize and start MyS QL replication
|
LD:AP Value | Description
AR Feplication reference hast _,! First replication partner host (in the case of a failure, the host containing the consistent reference data)
L = Root passwaord reference host A Password for root account on the reference host
e __Replication partner host A Second replication partner host (in the case of a failure, the host te be synchronized)
l l Rioot password partner host A Password for root account on the replication partner host
MysSQu
MySQL
Test replication Initialize and start rephication
E Help I_-.E System messages |__J Copftguration histony Close

Illustration 46: Administration tab

The RecoveryPoints that have been created are listed in the RecoveryPoints tab.
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The tab is insensitive when no RecoveryPoints exist.

=TT

R i8] ApraiCentig (rostEte hwie3s)
a8 x "
I;m AprolConfig (RecoveryPoints) 0
| Basic data o Canfigurations .\;‘hjanagement E—l_._ BecovenyPoints
RecowveryFoints
Compare | Status | Creation time Comment | APROL release | SUSE Linux Distribution AuteasST DVD version | Usemame
T | 02»31'2012 125009 R 3.7-0085 SUSE Linux Enterprise Sarver 11 (xB85_84). SP1 3.7-012 Rummeal
% Expoit RecoveryPoint Show Deployment F:-"_“ Actwate RecoveryPoint 3 Drelete RecoveryPoint

DetallData

= | Configuration Value / Time of activation

‘ B RecoveryPoint from 02032012 12:50:09

CC-Accounts 02032012 12:49:12
& Chrongplex 12132011 12170

CC-Accourt # WHC 01/302012 10:39:03

5 MTP 1222011 12 10:47

— % Heartbeat 1214/2011 09:54:34
-

Chronoplex

| \:nﬂ‘?‘-‘
1] ik

Ei Help [’.J System messages |;.1 Copfguration histony Close

Illustration 47: RecoveryPoints tab

2.4.3 Editing the configurations

In order to configure an aspect, this must be chosen in the navigation bar. The corresponding
configuration module appears on the right, and displays all of the necessary parameters that
have to be configured in one view. Tool tips on the line identifiers (to the left of the input column),
the column headings, and the other operating elements help you with the configuration.

Different icons for the state of the configuration are show next to the icons for the configuration
aspects. There is a differentiation between the state of the activation (lower icon) and the state
of the actual configuration (upper icon).

The icons are explained as follows:
Activation status:
There was a successful activation (green tick, example System)

There is no activated configuration, e.g. after a new installation (grey question mark, example
Display)

The last activation failed (red X, example Remote Compiling) This icon is volatile and is set back
to the last status (Question mark or green tick) when AprolConfig is re-started.

Processing status:

The configuration that is displayed corresponds to the activated configuration (no icon, example
VCN)
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The configuration that is shown does not correspond to the activated configuration. No
erroneous entries have been made. (yellow wrench, example System and UPS)

The configuration that is shown does not correspond to the activated configuration. At least one
mandatory input field does not have an entry. (red exclamation mark with pencil, example
ChronoPlex)

The configuration that is shown does not correspond to the activated configuration. An invalid
value has been entered in at least one input field. (red error triangle, example NTP)

The configuration that is shown does not correspond to the activated configuration. A value the
least to a validator warning has been entered in at least one input field.

The corresponding icons for the editing status are shown on the input fields within a
configuration module.

244 Save incomplete configuration

When you have made changes to configurations and AprolConfig is terminated without having
activated them, you are asked if you would like to save the configurations that have not been
activated. In this way, you can interrupt the configuration without having to re-enter the
parameters that have already been made.

The next time that AprolConfig starts, you are asked if you would like to restore the incomplete
configuration. If you refuse, the configuration modules that are displayed correspond to the
activated configuration.

2.45  Activate configuration

It is possible to either activate each configuration aspect individually with the [Activation of the
<aspect> configuration] button at the bottom of the configuration module, or all of the aspects
with the [Activate All] button under the navigation bar.

An aspect can only be activated when changes have been made to the active configuration and
there are no errors. Otherwise the button is insensitive.

The [Activate All] button is only active when there are no errors in any module, and changes to
the activated configuration have been made in at least one aspect. Aspects that have not been
activated (grey question mark) can only be activated individually. This avoids that the user
activates a configuration (with its default settings) by mistake, without having seen it first.

The dialog that is shown below is shown during the activation after entering the user name and
any comments (see illustration in chapter Exporting and saving, but without customer directory).
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AN BACHVAtIng WHNC=ApTol Configi oot ichwiess) TS

—Activation log messages

Activating WNC configuration.
Feading /optfaprolfetcivne ...
Enable vnct'..

Enable ¥nc2'..

Enable ¥nc3'..

Enable ¥nchitpdl'..

Enable ¥nchitpd2'..

Disable vnchttpd3'..

Writing WVMNC configuration. ..
Festarting fusr/shinfrcxinetd. ..
Festarting fusr/shinfrcxfs. .
Activation of WNC configuration successfully completed.

—Frogress

[ 100% ]

[ Configuration history [ Ok ]

Illustration 48: Activation dialog

Messages about the progress of the activation (for VNC in the example) are written in this
activation dialog, and are also saved in the configuration history in the system
messages.

Only the messages belonging to this activation process are shown when pressing the
[Configuration history] button in the activation dialog. This is also valid when several aspects
are activated at the same time with the [Activate all] button.

If the button is pressed when the Configuration aspects tab is active and an aspect has been
chosen then the messages that belong to the previous activation process of the aspect are
shown.

2.4.6 Error status

Possible errors are output in a red font when the aspect is activated (activation messages).
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AprolConfig (CC-Accounts) 0

Basic data W Configurations | ' Management B RecoveryPoints
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5l Create, modify or delete CC-Accounts
CC-Accounts
-
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| [ Configuration history | Ok Lr after reboot
stemn processes
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Ilustration 49: Output of error messages when activating an aspect

Unsuccessful activation is also marked graphically in the navigation bar. Detailed
information about the meaning of the icons can be found in the chapter Editing the
configurations.

2.4.7 Locking against a multiple start

It is prevented that several AprolConfig applications run at the same time on one computer.
Otherwise, inconsistent configurations could come about on the computer if changes are made
in the background. This leads to the fact that the configuration data shown in the user interface
are no longer up-to-date.

The following situation applies:

An AprolConfig has already been started from a remote computer, and AprolConfig is started
again locally. There is now the possibility of closing the running AprolConfig in a controlled
manner, as long as a activation is not being carried out. This may make sense when somebody
has forgotten to close the running AprolConfig.

P

E!E It is not allowed to close the running AprolConfig with 'kill' because an activation
process may then be interrupted and an inconsistent configuration state would then
result.

In order to carry out the controlled closure, the user of the newly started AprolConfig is asked if
they want to close the running AprolConfig in a dialog. After confirming with [Yes], the running
AprolConfig is sent a signal to close and the termination is awaited. If an activation process is
being carried out then the end of the activation process is awaited, or a cancellation takes place
with a message after a timeout of 30 seconds.

The following message appears in the running AprolConfig after the signal has been received:
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"5 Modified configuration - AprolConfig (root@tchwie38)
&S D The configuration is modified but not activated. Do you want to save the configuration?
|
Yes ] [ Mo l [ Cancel

Ilustration 50: Message about adopting changes

2.5 Creating an Engineering System

After installing the software, it is not mandatory that the CC-Account basic installation
is carried out. They can be created later with the help of AprolConfig. General information
about AprolConfig and how it is started can be found in chapter AprolConfig.

All CC-Accounts are created, edited, and deleted in the 'System' configuration aspect. The CC-
Account type is chosen with the 'Create CC-Account' pull-down menu (Engineering system in
this case). The entries that must be made in the configuration table that appears are self-
explanatory and are supported with tool tips.

The main entry is the name of the CC-Account. This name is also the Linux login name used to
log into the CC-Account. After entering the name in the lower table, it also appears in the upper
table, where there is an overview of the configured CC-Account. It is not possible to enter
anything in the upper table.

The password and choice of standard language for the CC-Account are other entries that must
be made.

When the configuration is complete, the CC-Account can be created with the [Activate the
system configuration] button. A comment field appears, in which the user must enter his name,
and can enter a comment to describe the purpose of his actions.

After confirming the dialog with [OK], the steps for activating the CC-Account and the possible
error messages are listed in the activation dialog window.

The CC-Account has been created when the final succeeded message appears, and the dialog
can be closed with [OK].

2.6 Creating a runtime system
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The basic installation of a runtime system takes place in the same way as that of an engineering
system. It is created by choosing a runtime system in the pull-down menu for creating a CC-
Account.

P

i If there are several runtime systems configured on one computer then please ensure
that the relevant project names must be different! If this is not the case, there will be
errors in the historical data logging!

The specifications for a runtime system encompass all of the entries for an engineering system
(see chapter 'Creation of an engineering system"). The following entries are also necessary:

AprolLoader port: It is possible to choose this manually or to let it be chosen automatically. In
this case, a check takes place during the activation for which port is free on the computer, and
the next free port is allocated and displayed directly in the configuration module after the
activation. If an existing port is specified in the manual configuration, another free port is
detected and allocated.

AprolLoader start and system start: The AprolLoader is a program that starts and
stops all background programs in a certain order. If AprolLoader start is chosen, the runtime
system can be started with the StartManager immediately after booting. Otherwise, the
AprolLoader must be started manually by the root user in order for it to start the Runtime system.
If APROL system start is chosen, the runtime system is started immediately. This setting has no
effect if there is no run-capable Runtime system available.

Summary of the possible combinations of both specifications:

No selection: An existing Runtime system can only be started if the user has the possibility to
start the AprolLoader.

Choice of only AprolLoader start: The Runtime system is started with the StartManager.

Choice of only system start: The AprolLoader is started before the runtime system
and then the runtime system is started.

Both selected: corresponds to the choice system start

Host name of the download server and name of the engineering system: The first field is
pre-assigned with the host name of the local computer. If the engineering system from
which the download is to take place is on another computer then this must be entered
there together with the domain name. The name of the engineering system is then
entered in the second field.

Basic or Standard can be entered for the KDE configuration. With this, the menu structure, the
desktop, and the background are set for the login to the runtime system.

If the Integrated operator station option is not activated then only the Service KDE configuration
can be carried out. Detailed information can be found in chapter KDE configuration 'Service'.

Parameter management: If a parameter management is needed or not in the runtime system
and the corresponding MySQL database must be created is set here. A license is not necessary
for MySQL when a runtime system cannot be installed on the computer, or if a parameter
management is not needed for any runtime system.

Integrated operator system: Computers that are solely used as runtime machines are normally
operated without a graphical user interface. With this option, the graphical user interface is
activated in order to be able to use the functions of an operator system. Also see the KDE
configuration option and chapter KDE configuration 'Service'

Depending on the computer type being used, up to twelve runtime systems can be
run separately from each other on a single computer. These systems can then be installed using
AprolConfig later on.
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2.7 Creating an operator system

When a Runtime system is base configured, an Operator system is integrated into it at the same
time. The process control system that has been designed is operated from this
system. In these types of integrated systems, the login name for the Operator system is the
same as the login for the Runtime system. Multiple operator systems are required for large CC-
Accounts. They are configured on computers that are then used as operator computers or
stations.

The basic installation of an operator system is made in the same way as that of a runtime
system, by choosing an operator system in the pull-down menu for the creation of a CC-
Account.

The specifications for an operator system encompass all of the entries for a runtime system (see
chapter 'Creation of a runtime system’), apart from the entries for parameter management that
can only exist on a runtime system.

Entries that go further than a runtime system refer to the cluster for a web query of historical
data. The corresponding computer information is entered here for the control computer project
part that is configured as a logging server in the CAE project. The actual cluster is entered in the
case of a redundancy system (in 'Redundancy configuration' in the project part); the

server information in the case of a system that is not redundant (the host name from the master
data and the resource IP address). The cluster domain name in both cases is the domain name
that is specified in the master data.

2.8 Creating a gateway system

The basic installation of a gateway system is like that of a runtime system (see chapter 'Creating
a runtime system'). The only differences are that the parameter management configuration (also
see operator system) is missing and the Basic KDE configuration is available on a gateway
system.

Gateway or runtime systems without an integrated operator system can basically be run in Linux
runlevel 3 (i.e. without a graphical user interface).

A special KDE 'Service' configuration is provided, as of R 3.6-03, in order to be able
to use a graphical user interface for administration duties in these systems, e.g. to install a
patch.

Detailed information can be found in chapter KDE configuration 'Service'.

2.9 File selection dialog

This description is under construction at present.

. Please inform yourself in regular intervals about the current documentation on our internet
side www.br-automation.com, in the area Material related downloads.
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2.10 Import / Export function

Configuration states of different instances can be swapped with AprolConfig. These instances
can be servers on the one side, and control computer project parts with the
corresponding system project parts in the CAE project on the other.

Configuration states are.
RecoveryPoints

The currently activated and displayed configuration

The configuration that is currently displayed, but has been changed in contrast to the activated
state

Configuration states that have been exported to the file system
Configuration states that are saved in the CAE project

2.10.1 Exporting and saving

A comment dialog appears when saving a configuration state (creation of a RecoveryPoint and
exporting the displayed configuration). The user can enter a name and a comment here, similar
to the activation of a configuration.

J'[?J] Enter comment- AprolConfig (rootiichwiess) mm@m

Flease enter your name

| Supenisor

Enter a describing comment of this AprolCanfig configuration:

Illustration 51: Comment

The comment field is already filled in the case of an export.

The name that has been entered is adopted when the dialog is re-opened if the action was
confirmed with [OK] and not cancelled. The input field can also be pre-set with the command line
option '-user <name>',

A customer directory can be specified in addition to the configuration files. An additional TGZ is
created with the content of this directory. This is saved in the RecoveryPoint's directory and
packed together with the export of the TAR file. The TGZ ends with'_customer.tgz”.

The checkbox must be activated to use a customer directory. The directory name is pre-set and
can be changed in the input filed and with the button on the right of the input field, which
provokes a file selection dialog.

Directories below /Zhome/aprolsys are excluded from the export.
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If a RecoveryPoint is exported then no comment is specified and no customer directory is added,
as these actions were already carried out when the RecoveryPoint was created.

2.10.2 Import dialog

The import dialog appears after pressing the [Import all] button. The following illustration shows
the appearance of the '‘General Information’ tab in the import dialog after the choice.

%

" Imperthanager - AprolConfif

m AprolConfig (ImportManager)

'general infomation| | Configuration data

Import file information

Creation time 05/15/2012 11:17:35

Export from tchwte38 at 05/15/2012 11:17:35
Comment

User name: -RN

APROL release: R 370115

SUSE Linux Distribution: | SUSE Linux Enterprise Server 11.:):96_64: SP2
AutovaST DVD version:  [3.7.018

Config Structure: R37-01

Network basic data " "
The host name in the import
LICSHIRINO | m=eting L W file does not correspond to the

5 computer.

Domain name: | br-automation com host name of

Network cards:

Devicename | IP address MAC address Name =
= |0 127.001 00.00.00.00.00.00 localhost
| ethd 10.49.83.157 00.1b.21.330a47 tchwte3d
= |etho 0000 44 8564665520 -
W | eth! 0.000 44,8564 665522 - =
| eth? 0000 44,85 64.66.55.24 - >
g Help Ok Cancel

Ilustration 52: Import dialog, ‘General Information’ tab

There are differences in the general information in the example between the local computer
where AprolConfig is running and the computer where this configuration state was exported. In
this case, this is another computer with correspondingly different network data. You will be
informed of these types of differences. This is helpful in checking if it is the correct import file or
the correct target computer.
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"B Importianager - AprolConfig (root@tchwie3s)
EEH AprolConfig (ImportManager)

General Infomation Configuration data

DetailData

Configuration Value / Time of activation

‘ & Data for import
o [ECAccounts "]
@ alarun24

CC-Account % engkramer
@ runtime
b @ alarun2s
- @ engdelme
Cl engmauk
Chronoplex ® alarundl
@ alarun0d
@ engtestjr
'[I]‘ % alarun0l
Vn @® alarun02
L ® alaeng
WNC @ engstartup

@ basis_configuration
@ containerlist
F WNC
2| =l [ & NTP
I @ Display

— ® engin
- @ hweng
L = Chronoplex
1
NTP

Tl BRI

|k Help

EEER

Al

Ok Cancel

Illustration 53: 'Configuration Data' import dialog

All of the data in the import file are displayed in the tree view in the 'Configuration data' tab. The
aspect icons are equivalent to the navigation bar in the configuration aspects. They open the
corresponding branch in the tree structure on the right. This view corresponds to the Detail/Data

view in the RecoveryPoints.

The 'Unpack customer directory' checkbox is activated when a TGZ exists in the import file
contains a customer directory. Otherwise, the tick is not set and the checkbox is inactive. When
the checkbox is active and the import is confirmed, a choice dialog appears to specify the target
directory for the files from the customer directory.

2.10.3 CaeManager

There is a section for AprolConfig in the 'Control computer' project part in the CaeManager.
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17 G Apreicans . EEBE

Bﬁﬁ AprolConfig (CC-Accounts) -

u’} - Create, madify or delete CC-Acceunts

Cius
Create CC-Accoun =

toe

ATy

Lt' 3 CC-Account details
uPs

(5

LDAR)>

LDaP

@.

' impat a

» Export all

o Cioate
F pecorenPoint

= Piint

5 Help [ System messages | |[5 Condguratien histary } APROL SDM Close

Illustration 54: AprolConfig in the CaeManager

The same configuration aspects as in the stand-alone application are found here, with the
exception of 'System'. These aspects are supplied with parameters from other areas in the CAE
project. The redundancy configuration is carried out in the master data and the respective
interface is configured in the resources. The configuration of the CC-Account is completed with
the allocation of the ' system' project part to a '‘Control computer' project part.
The AprolConfig configuration can be imported and exported with the corresponding buttons.
The systems that are activated and allocated to the control computer are also
exported from the project.
No new system project parts are created when importing an AprolConfig
configuration into the project part. The configuration data from the import is adopted when an
system already exists (the name of the target system must be the same).

2.10.4 Command line tool

In addition to the AprolConfig GUI, there is an ‘AprolConfigCmd' command line tool. A
configuration cannot be carried out with it. The following actions can be carried out:

Show the configuration state and individual configurations
Export configuration states

Create RecoveryPoint from configuration state

Activate existing RecoveryPoint

Activate imported configuration

The function to show configurations and to query individual parameters is used throughout
in different places.

The available commands and options are listed with aprolconfigemd -n. Commands are marked
with the Command key word in the description column.
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2.10.5 Simplified workflows

Simplified workflows are possible with the import and export function and the command line
orientated AprolConfigCmd.

Creation of the entire control computer hardware in the CAE project

All servers are configured in the control computer project part.
All respective systems in the corresponding project parts with allocation to the control
computer

Configuration aspects are configured in the control computer project part via an embedded
AprolConfig (see previous illustration).

AprolConfig configuration is exported for each control computer

The resulting file is copied to the target computer (with the suitable media) and is activated there

with AprolConfigCmd:
AprolConfigCmd —activate —File DATEINAME —user USER

Result: a pre-configured server with all of the desired systems
Creation of several similar operator stations

An operator station is installed and configured with AprolConfig

The configuration is exported

Further operator stations can be created with this export file. No adjustments must be made to
the configuration because the host name of the operator station is not contained in the
configuration.

Result: The configuration state from the export file cannot be made interactively with
AprolConfigCmd.

2.11 RecoveryPoints

The RecoveryPoint concept is to save the currently activated configuration state of the
computer, and if there is an error in the system due to a faulty configuration at a later stage, you
have the possibility to read and/or restore this saved configuration state.

It is thus possible to ensure that there is on functional configuration state that can be used as a
reference or as fallback in the case of a problem.

A RecoveryPoint can also be exported. Detailed information can be found in chapter Import and
Export Function.

It is possible to compare and show the difference in the configuration of a RecoveryPoint with
the configurations in a configuration module. For this, open the context menu (right mouse) on
the input column's heading and choose one of the RecoveryPoints in the '‘Compare with' entry.
These are chosen according to the timestamp and creation comment. The following illustration
shows an example with VNC.

A2 Getting Started
2-28



EROx
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Viewsr wi B3 12.10.2010 15:31:02 (New system)
- el X Connection via Vncliewer wi
— LB Y 21.09.2010 14:52:04 (Before update)
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(7] Help [l Systemmessages | [5] Configuration history Close

Illustration 55: Compare with RecoveryPoint

Comparisons with several RecoveryPoints can be made simultaneously if several comparison
columns are activated. The following illustration shows the comparison of a configuration that
has been changed (yellow wrench in the input column) with the actually activated configuration
(green tick in the column heading of the comparison column) and another RecoveryPoint.

Enable %3 ‘1|§ ;g ggm El+ :é;?ggw Description
vncl |% | Connection via VncWiewer with resolution 1280 x 1024 and port 5301
vnc2 | Connection via VncWiewer with resolution 1600 x 1200 and port 5902
vnc3 [ Connection via VncWiewer with resolution 1820 x 1200 and port S903

Illustration 56: Comparison columns

Comparison columns can also be faded in by activating the respective RecoveryPoint in the
'‘Compare’ column, in the RecoveryPoints tab. This blends the respective comparison column
into all configuration editors. If there is no configuration contained in the RecoveryPoint for a
certain aspect, then the column there is marked accordingly, i.e. that the values of the fields do
not contain any data. The 'Activate display' checkbox blends in the comparison column together
with the currently activated configuration into all configuration editors where there is an activated
configuration.

The fading in and out of the comparison column only affects this editor and does not affect the
respective checkbox in the RecoveryPoints tab.

The (de-)activation of the checkbox in the RecoveryPoints tab always has an effect on all
configurations.

Apart from hiding a comparison column, the corresponding configuration can be restored with
the comparison column's context menu.

E1+ 12.10.2010 15:31:02

Hide Column
Restore

Illustration 57: Restoration of a CC-Account

The data are copied in the value column with this. The change icon is set in all lines where the
values are other than the activated configuration. The configuration must be activated in order to
complete the restoration.
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CC-Accounts

CC-Account Designatad syste;n type -

14 | untime K Runtime system

15 |alarun24 ? Funtime system
18 |engr JEngmeeu ing
B a7 oy Runtime -

Create CC-Account = '
CC-Account details
020372012
Valug B 125009 Description

CC-Account angjr engjr The name of the CC-Account
 De &d system fype [(no data) Engingering The system type which this CC-Account is designated for
_-.r\-: datay piieatildas Entisr the password for the CC-Account
_-I-?-en_e_al_p_assm_m (o datay [ Repeat the password
Languaga (no datay German Select the default language

Illustration 58: Display of the CC-Accounts from the RecoveryPoint

If a RecoveryPoint is show and it contains CC-Accounts that do not exist in the currently
activated configuration then they are displayed as in the illustration above. The RecoveryPoint
icon is shown in the uppermost table of the CC-Accounts, next to the corresponding line. An
empty column appears in the main table when the CC-Account is selected. A deleted CC-
Account can thus be restored, by restoring a comparison column and then activating the
configuration. It is not possible to create a new CC-Account via 'Create CC-Account' if a
RecoveryPoint contains a CC-Account with the same name. The input is discarded and a
corresponding message is output if such a name is used. The RecoveryPoints from which the
system can be restored in the above mentioned way are listed there.

If the [Configuration history] button is pressed in the RecoveryPoints tab, all configuration
history messages that belong to the activation process in the RecoveryPoint are shown. This is
the last activation process that was carried out for each configuration aspect before the
RecoveryPoint was created.

2.12 MySQL replication

AprolConfig (Management)

[ 2] Huip [ Suwtem messages | [T] Contguration nstery Cioaw

Ilustration 59: MySQL replication

Using this management function, a MySQL database replication can be created and tested for
parameter sets on redundancy runtime computers. The respective fields must be filled with the
host names and the 'root' passwords of both computers involved.
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The runtime master must be entered in the 'Replication reference host' field and the runtime
slave in the 'Replication partner host' field when a replication is set up for the first time.

If there is an inconsistent database then the computer that is not effected by the error must be
entered in the 'Replication reference host' field because the reference database with the
consistent state is there. The input fields are not labeled with master or slave because this can
also be the computer that normally acts as a slave. This sort of error state may be the complete
crash of a redundancy partner, or a hard-disk crash with subsequent new installation.

In the above mentioned cases (First-time installation, or case of errors), the [Initialize and start
replication] button must be pressed after inputting the parameters. Inputting a false host name,
or especially specifying the master as 'Replication reference host' when it was the one that had
the hard-disk crash, can lead to a complete loss of data. For this reason, the data that was
entered in the fields is not saved but must be entered each time that AprolConfig is started.

It is possible to test a replication with the [Test replication] button before a first-time installation
or during running operations. A test database is used for this purpose, so that the proper
parameter database is not affected by the test.

2.13 Language DVD

The German and the English language environments are available to you, upon having installed
the system software. Further languages can be installed with the Language DVD.
The Language DVD language packages must be installed on all CC-Accounts which need the
corresponding language environment.

) ;
/ 15 If language packets from the Language DVD were already installed before the
system software update, then it is absolutely necessary to uninstall and
reinstall these packets after the update according to the following instructions.

Un-installation of the ' Translation-devel' (Development environment for
localization) leads to a deletion of the "aproltr' user and its home directory together with
all of the translations within it.

Therefore, a backup of the translations that have been made must be carried out
before the un-installation.

2.13.1 Installation requirements

The following packages must be installed:

AutoYaST DVD for LINUX with following patterns:
" Basis" with the included language packages
"Basis technology"

system software DVD
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2.13.2 Un-installation of language packages (when present)

An overview of the necessary steps follows:

Step

Description

1

The item System/System settings (YaST) must be launched in the KDE menu.
The YaST Control Center is started after the root password is entered.

Delete existing language support packages
Choose Software/install or delete software in the YaST control center.

In the dialog box that is opened, "Patterns™ must be selected in the "Filter" pull-
down menu.

Consequentially select all of the entries on the left hand side of the dialog in

Language support, and mark them together with the respective
packets on right hand side of the dialog for un-installation via the 'Delete' shortcut
menu. The entries/packets that are to be deleted are marked with the
corresponding symbol.

20

File Package Configuration Dependencies Options Extras Help

[ View *| Search | RPM Groups | Installation Summary J F’atternsl

| |Pattem |
APROL Languageselec... [ [Package

Summary

B Chinese I APROL-LE p keep [ [ luage
LK APROLT slatiol
Russian/Cyrillic ® Delete% -
% Update . [+
Czech > Pl ] E
6 Protected - Do Mot Modify [l 1

Danish Show solver information

1|

1 s
Q Dutch All'in This List 3

n]

Export This List to Text File. ..

4

Finnish i

=
O
=
=
=
=
=
£

| | French
i ungarian .
DJi g g AP g AT A gttt e, gt o, g A

Illustration 60

Confirm the changes with [Accept], whereby the packets are then un-installed.

Choose the following for the "Install or delete further packets?" query: [No]. For
the installation of the packages from the language support, please pay
attention to the notes in chapter Installation of language packages.

Please log yourself out of, and back into the CC-Account in order to actualize the
KDE menu immediately.

2.13.3

Installation of language packages

An overview of the necessary steps follows:

Step

Description

1

The Language DVD should be placed in the drive.
The item System/System settings (YaST) must be launched in the KDE menu.
The YaST Control Center is started after the root password is entered.
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Step

Description

Choose Software/change installation source in the YaST control center, and
eventually insert the installation source. The installation source is to be activated
with "Activate or de-activate" via the "Source settings" pull-down menu. In order
to guarantee the access to the current installation source data, please choose
"Source settings/actualize now..." (See chapter Change installation source).

Install the language support packages
Choose the "Patterns" item in the "Filter" pull-down menu.

If the language support is already installed, the language packages
are not allowed to be actualized. Instead, these packages must be deleted and
newly installed (see chapter Un-installation of language packages).

Select the desired languages on the left hand side of the dialog in

Language support, and mark them together with the respective packets on right
hand side of the dialog for installation via the 'Install’ shortcut menu. A "tick"
marks the respective entry/packet.

[ View ~[ Search | BPM Groups | Installation Summary ] FPatterns i

| [ Pattem

APROL Languageselec... [ [Fackage

.| Chinese ¥, APROL-LanguageDWD

I:l APROL-Translation-Finnish !
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||

2 |
3

W
H
H
H
H
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| putch F
- Irgall [+1 l
o 8| Finnish [ D& Not Install M

French @ Taboo -- Mever Install M

Show solver information
Allin This List L4

Hungarian

Italian

Morwegian

!
Lithuanian :
i
¥

Folish

Portuguese

Description | Technical Data | Depen

Rornanian APROL-LanguageDVD - AFROL: Langu
Slovakian AFROL Language AddOnDWD

Spanish Supportability: unknown
Swedish

Develop Translations
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i

oo ) ) e e s

-
Turkish
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Illustration 61

Confirm the changes with [Accept], whereby the packets are then installed.
Important: The warning message "Signhature check" can be confirmed with [Yes].

Choose the following for the "Install or delete further packets?" query: [No].

When the update ends, exit the YaST Control Center and remove the DVD from
the drive.

Please log yourself out of, and back into the CC-Account in order to actualize the
KDE menu immediately.
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2.13.4 Actualization of language packages

To actualize Language DVD language packages, please carry out the described steps in
Uninstallation of language packages, as well as in Installation of lanquage packages.

2.14 APROL patch installation

2.14.1 General information about the Patch mechanism

B&R regularly supplies new functionalities, expansions, and bug fixes in the form of an upgrade
to the current release, as well as with updates to the newest build of the current
release.

Pay attention to the entry of the Linux super user password "root", as well as the notes
about the ssh security dialog.

=

The installation of an AMAPOL paich is only possible when no offline state is
present. All of the project parts that have been checked out must be checked in. Only
thereafter is it possible to carry out the installation of an SV/PAP@& patch in online
mode!

Additionally, there is a comfortable mechanism available with which databases,

applications, configuration files ( or LINUX), as well as shared libraries can be
integrated quickly and simply into the existing system environment.

The necessary changes and optimization in the system software can thus be made
available and installed promptly with an patch.

A patch can be made available for different CC-Accounts (engineering, runtime, operator
system).

In the current patch, all of the affected CC-Accounts are shown in the overview dialog, in
which this patch must be installed.

There is a further advantage in the transparency and traceability of the new mechanism due to
the continuous recording in the scope of the system messages. Here, the applications
are acquired, which are activated from the patch installation (stating the patch ID, as well as the
patch name), as well as all of the actions carried out by the system internal script patchCmd.

The exchanged applications, configuration files ( or LINUX), shared
libraries, or databases within the scope of the patch installation are saved with the name <Patch
TGZ name>_<Date_time>_Save in the directory /home/<CC-Account>/tmp/.

2.14.2 Preparatory measures

The following preparatory steps are to be observed before a patch installation:
W When offline engineering is in use, it is necessary to check in the project parts that have
been checked out, and to terminate the offline engineering.

W For security reasons, a backup of the CAE environment (CaeBackup) should be made
before the patch installation is carried out.
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Qf In order to install an patch on a runtime or operator system, an operator must

have the " patch: Install" right allocated to his operator group.

Qf The password for the LUNIX super user "root" must be known for all of the affected
computers!

Qf There should already be an overview of all of the existing CC-Account, CAE projects, and
computers.

f’ 13 Please pay attention to the dependencies, which are explained in the chapter

Specifics of various system topologies.

2.14.3 Executing the patch installation

The installation of an patch can be initiated from the user interface
applications (e.g. CaeManager, DisplayCenter).

Please start the respective application using the KDE menu, or with the corresponding icon on
your desktop.

i Please note that a patch installation using the StartManager in the engineering
environment is not possible!

'“ All of the other APROL applications should be terminated before the installation of a
patch!

A CAE message is displayed that informs about the start of a patch when multiple
access to a "system local" CAE database (in directory /home/engineering system>/ENGIN/)
takes place.

After calling up the menu item "Help / APROL Info database" in one of the user interface
applications, the installation procedure can take place after pressing the button [Install
cumulative patch].

A patch installation is possible with all applications in a runtime or operator system, and is
available via the 'Help / APROL Info database' menu item.

Applications are for example the StartManager (not available in KDE basic) or the TrendViewer.
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Illustration 62: Calling up the patch mechanism with the database info dialog

@ The supplied B&R TAR archive must be saved to the file system beforehand. The name
of the TAR file is fixed and is not allowed to be changed.

The directory /home/<Engineering system>/ENGIN/IMPORT is accessed per
default in the selection dialog.

Detailed information can be called up with the [Details] button in the "Database info" dialog if a
patch has been installed with this mechanism. Otherwise the button is switched insensitive.

The TAR file contains the patch as TGZ, as well as the corresponding check file with the
prefix tgz.md5 to ensure the validity of the TGZ. Further information about this can be
found in chapter TAR archives with MD5 check sum.

As of APROL R 3.2-03, one TAR file is used for the patch mechanism, which
contains not only the archive but also the MD5 check file. In older releases, both files
are needed separately for the installation of a patch.

A dialog is shown with detailed information about the chosen patch after selecting the TAR file in
the choice dialog, and the subsequent click on the [Open] button.
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1| APROL Patch - CaeManager (enain@Doesni)

Install patch for APROL

Pachid  [R32:01P1
Created (04072007 113717 CEST

Patch Name |SEWI::-F' atch 1 APROL R32-01 (R32-01P1)

Validity  [R32:01 - R32:0199 N

D fion of the new InaDriver option

Description
Additions Dispatcher

Relevantfor | %] Engineering-System ¢ Runtime-System ¢/ Operator-System
Subsequently APROL-System Aprol stop and restart APROL-Senver Reboot
necessary

*| Recompile project

Error
Element -
DAl Importin die caedb drvPisDispatcher APROL Dispatcher
DAY Importin die caedb gwCcDispatcher APROL Dispatcher
DAY Import in die cagdb  onlineHelp Linkname to Help
DAZ: Import in die runtimedb dvPisDispatcher APROL Dispatcher
DAZ: Import in die runtimedb onlineHelp Linkname to Help
FA kopiere Dateien fopvaprolbinidesil Correction for Namedviode
FA kopiere Dateien fopYaprolibinDispateher APROL Dispatcher
FA kopiere Dateien foptaprolibinDownloadManager Correction for Namedviode
FA kopiere Dateien fop¥apralibininalriver Correction for Mamedviode
FA kopiere Dateien fap¥aprolibinisetpw Dependency
FA kopiere Dateien fop¥aprolibrbinibrmod Dependency
FA kopiere Dateien fop¥aprolidoc/ tmI/HTML_bur01/x33_Ccl ing opti i her htm -
FA kopiere Dateien htmIHTML_bur001/x99_Cal i i iver him InaDriver Option -namediod ~
| (o1
x APROL R.32-0104 (APROL-Patch: R 3.2-01P1)

Illustration 63: Detailed information about the chosen patch

Confirm the progress of the installation with [Yes]. You return back to the "Database info" dialog
after choosing the [No] button.

@ If the chosen patch has already been installed, then you are informed of this situation
with a respective dialog.

There is the possibility of re-installing the most current patch. It is not
possible to install an older patch version!

In dialog that follows there is an information about the necessity of entering the password for the
LINUX super user "root". The dialog is to be confirmed with [Continue].

- APROL Patch- Caelvianagern (engin@Docsnv ) =2=

In oreer to install APROL Patch you must use root log on
Within the proceeding ssh thentication dialog you have to insert
the linux superuser password and caonfirm with [ok]

Information 1:
Ititis your first ssh connection to root konsole
you have to accept connection by typing yes and confirm with [ok]

Information 2:

If CaeManager was started on console prompt.

you need to switch to the console from which CaeManager

was startet and type root password there.

For first login you have to confirm the connection with typing  yes .

[ Mext ][ Cancel ]

Illustration 64: Information about entry of the root password in the ssh authentication dialog

If the application from which the patch installation has been started was called up using the KDE
menu, then the entry of the password must take place immediately after the following ssh
authentication dialog is displayed, using the keyboard.

& Please note the special user guidance. No further login dialog is called up!
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Illustration 65: Entering the root password

A Contrary to common

practice, if you want to start the application from the console

then do not use a script.

If the application (e.g

. CaeManager) was started from a console, then you must

change the window to this console, and enter the password in this console. Note that
the console may eventually be in the background!

An patch can contain the execution of scripts. For this reason, it may be
necessary to enter the password for the LINUX super user "root" several times in the scope

of a patch installation.

The following dialog is displayed after a successful patch installation. The execution of the
listed actions is absolutely necessary for a consistent state of the system!

1 APROL Pateh - Caellanager (engin@DocSvi

@ Installation of APROL Patch successfull

CAUTION
Please consider following hints regarding installation of th

also on all operator systems and all runtime systems
that are not located on this Server

In arder to make the changes of this Patch work please do
- Logofi from your APROL system and log in again.

- Stop your APROL system and start it again.

- Recompile your APROL projects.

Flease install this Patch R 3.2-00% (Semvice patch R 3.2-005)

is APROL patch

3

Illustration 66: Important information after a successful patch installation

A2 Getting Started

2-38



=

u 1. At the end of the patch installation, all of the CC-Accounts (engineering, runtime,
operator system) are listed again in the "Overview dialog", which are affected from the
current patch. Please also install the current patch in the additionally named system
environments. After the AIMPARPOL patch installation in the engineering - as well as in
the runtime system, it is necessary to generate at least one control computer task in the
engineering system, and to carry out a download to the corresponding runtime system,
an operator system.

2. A necessary re-start of the runtime system, a necessary computer reboot, or a
necessary recompilation of your CAE project, if it is needed by the actual patch, is
explicitly pointed out in the final dialog!

If the patch has not been installed on all of the necessary systems, and the necessary
generation and download steps have not been carried out, then the respective
LoginServer message is output.

Simultaneously, this inconsistent state is marked in color in the "Database info" dialog of the
respective application. In this case, the "patch name" field is marked yellow.

F
“ A patch installation with errors is marked with an orange color in the "Patch name" field.

A more specific description of the state can be obtained with the [Details] button.

If there are other notes to be observed after a patch installation, this information can be called up
when choosing the [Additional information] button.

2.14.3.1 First use of the patch mechanism.

When an patch installation is being carried out for the first time, and there has never
been an ssh call on a console by the LINUX super user "root" , then the following ssh
security message is shown:

OpenSSH Authentication Passphrase Reques = 1%

The authenticity of host 'driver64 (127.0.0.2)' can't be estahlished.
REA key fingerprint is h3:h6:25:6e:43:29:e3:6e:a:23:66:h4:13:60:94:22.
Are you sure you want to continue connecting {yesfmo}?

Illustration 67: Security message with the first use of the patch mechanism

When the security message is displayed then enter the letters y e s, and confirm your entry
afterwards with [OK].

e
After entering the word "yes", the first three placeholders change their color from "blue”

to "green".

After successful entry, the ssh authentication dialog mentioned before is called up for the entry
of the root password.
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2.14.3.2 Notes and error messages

Possible error messages during the patch
installation

Meaning

The chosen patch can only be used in the

context of R 3.2-00 to R
3.2-XX.
Your system has the state

R 3.4-xx.

The chosen patch is not permitted for the
existing installation ( Release /
Build).

The installation of the chosen patch is not
necessary. The changes contained in the
patch have already been supplied with the

patch version that was installed
beforehand.

A newer patch has already been installed.

-

o

If the copy procedure is unexpectedly not properly finished, this is recorded in the file

/home/<CC-Account>/tmp/<Patch-TGZ-Name>_ <Date_Time>_Save/<Patch-TGZ-Name>_errorlog

Possible errors are also logged in the

system messages.

A message about an inconsistent state takes place in the system environment in which the
necessary steps for a complete patch installation have not been carried out.

The message happens when:

4

the APROL patch has been installed in the engineering system, the recompile process

and the download have taken place, but no patch installation has taken place in the

runtime, or operator system.

an installation of the

<<

patch has taken place in the engineering, runtime, and
operator systems, but no download to the target system has taken place.

an update of the CAE database is necessary for an engineering system. This is the

case when a patch installation on this computer has taken place in another

(engineering) system.

=

e.g. in an x-term.

You can obtain information about the installed patch by calling "Getenvi -patchversion",

2.14.4 Specifics of various system topologies

Basically to note:

If there are several engineering systems, or several projects on one computer, then the patch is
to be installed on all of the runtime and/or operator systems that belong to this engineering

system or project.
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System environment

Procedure

Compact system

An installation of the patch must take place in the
engineering system.

Finally, the control computer task must be generated and a
download to the runtime system / operator system must take
place.

Several engineering
systems on one computer

An installation of the patch must take place in
<engineering system A>.

An update of the CAE database must take place on the
<engineering system B> where the patch was not installed.
Finally, at least one control computer task must be generated in
all of the projects of each engineering system, and a download to
each affected runtime / operator system must be carried out.

Please note the following overview image 2.

Distributed Systems

The installation of an patch should take place, as next, in
the engineering system. Afterwards, the patch installation should
be carried out in all of the corresponding runtime and operator
systems on the respective computer.

Finally, the control computer task must be generated and a
download to the runtime system / operator systems must take
place.

please note the following overview images 1 and 2!

Redundancy systems

The sequence corresponds to the procedure with distributed
systems. The patch installation can take place on the redundancy
partners one after the other, so that no impedance of the running
system comes into consideration.

Gateway system

The patch is installed from the StartManager.

As of R 3.2-01 P2, or R 3.2-02, the
StartManager can be configured as a CC module within a
gateway system.

If an older version of the system software is present,
the StartManager must be started out of a console for the
purpose of installing the patch. Do not use a start script to launch
the application.

The current state of a patch on a remote computer can be shown with the
StartManager in the "Database info" dialog. In this case, a patch installation is not

possible.
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2.14.4.1 Example topology 1
The following graphical overview describes the following system topology:

Computer:

Description:

Computer 1

The computer contains an engineering system and an operator
station.

The patch installation has the effect of an actualization of the files
for all of the computer's systems and the CAE database.
During the patch installation, all of the other applications that are
connected to this CAE database receive a CAE message about
the patch installation with the request to terminate the application.
A subsequent generation of at least one control computer task,
and the subsequent download has the effect that the runtime
database is actualized on the computer that the operator station is
located.

Computer 2

The runtime system that belongs to computer 1 resides on the
computer.

The download from the engineering system has the effect that the
runtime database is actualized.

As a patch installation has not been carried out on this computer,
a respective message is output from the LoginServer.
Additionally, it is pointed out in the patch details view that a patch
installation must be carried out on this computer.
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Computer 1 with patch

Engineering-System A g‘?set?r?‘:hk
caedb with patch runtimedb with patch

|

Download
Access to Manager
caedb Waits

Download

Computer 2 without patch

Runtime-System A
runtimedb with patch

A

Patch installation
nNecessary

Illustration 68: Example topology 1
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2.14.4.2 Example topology 2
The following graphical overview describes the following system topology:

Computer:

Description:

Computer 1

There are two engineering systems configured on the computer,
as well as two operator systems.

The engineering system A, on which the patch installation is
carried out, contains two CAE projects.

The patch installation has the effect of an actualization of the files
for all of the computer's systems. Furthermore, the CAE
database of the engineering system in which the patch installation
was carried out is actualized.

A subsequent generation of at least one control computer task, as
well as the subsequent download of the CAE project "Al1" has the
effect that the runtime database of the operator system "Al1" on
this computer is actualized.

The LoginServer in engineering system "B" notifies of a difference
between the local CAE database and the installed patch on this
computer. A CAE database update is necessary.

Moreover, generating a control computer task in CAE project "A2",
as well as a subsequent download to the operator system "A2" is
necessary.

Computer 2

The runtime systems "Al", "A2", and "B" are configured on the
computer.

Downloading the CAE project "A1" from the engineering system
"A" has the effect of actualizing the runtime database in runtime
system "Al".

As a patch installation has not been carried out on this computer,
a respective message from the LoginServer occurs.

As no download has taken place from the CAE projects "A2" and
"B", and up until now no patch installation has been carried out,
there is not inconsistency reported for these systems!
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Download

Illustration 69: Example topology 2

Computer 1 with patch

; . Engineering- Operator- Operator-
Engmeer:gfystem & System B System A1 System A2
caedb with patch caedb without patch | runtimedb with patch | runtimedb without patch
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A

|

Manager
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Caellpdate

necessary

LoginServer

'Y

Download
necessary

LoginServer

Computer 2 without patch

Runtime-System A1
runtimedb with patch

il

Runtime-System A2
runtimedb without patch

-

Runtime-System B
runtimedb without patch

ol

Patch installation
nNecessary

LoginServer

2.15

Gateway or runtime systems without an integrated operator system can basically be run in Linux

KDE configuration 'Service'

runlevel 3 (i.e. without a graphical user interface).

A special KDE 'Service' configuration is provided, as of

patch.

The KDE menu encompasses, amongst others, the StartManager application, with which an

reports, the
losDiagnosticManager, and the ControllerManager.

patch can be installed, the SUSE tools, the
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R 3.6-03, in order to be able
to use a graphical user interface for administration duties in these systems, e.g. to install a
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Illustration 70: KDE configuration 'Service'

The graphic user interface can also be o in Li i
. ; ened in Linux ru
@ AprolStartServiceX' script. " nevelswinne

A2 Getting Started
2-46



A2-3  Services

3.1 Information about services

The special services used in are configured with AprolConfig. Services can be
reconfigured at any time. The Runtime system must be stopped in order to configure
ChronoPlex.

The configuration of the different services takes place in the configuration aspects from
AprolConfig. These can be chosen in the navigation bar with the respective icons, see the
previous illustration. Apart from the 'System' configuration aspect, there are seven further
configuration aspects to configure the services.

3.2 ChronoPlex

The ChronoPlex reads data streams from named pipes and (called FIFOs) starts ChronoLog
child processes so that these recorded data streams can be stored to a container.

@ Detailed information can be found in manual 'D2 System API', chapter The ChronoPlex.

The basic configuration offers the following possibilities:
Basic Configuration

Choice | Description

Logging server (redundant) I ] Computér is cnnﬁgureﬂ asa re.ﬂ.unclant legging senver.

Legging client [ Collect data on a central server

Stand-alone system e Data will be stored locally. they will not be forwarded to a central logging semver

lIP aqqressmust name Specifies the protocol server resp. the redundancy partner in the case of configuring a protocol client resp. sever

Ilustration 71: Selecting the basic configuration for ChronoPlex

"q’ A basic configuration and its sections cannot be deleted! However, changes can be made
to it at any time.

Selection Description
Logging server This server is configured as a redundant loggin server.
(redundant) The host name or IP address of the redundancy partner must also be

specified in the 'IP address/Host name' field.
If a synchronization bus is being used, then its address should be used.
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Selection Description

Logging client The ChronolLog and trend data on this server should also be forwarded
to a central logging server.

The host name or IP address of the logging server must also be
specified in the 'IP address/Host name'’ field.

If the logging server is redundant, the virtual cluster name or cluster IP
address must be specified.

Autonomous This server is a non-redundant logging server or a stand-alone
System server.

ChronolLog and trend data can be forwarded to this logging server.

'/-_- - . -
0 ChronoPlex automatically restarts so that the configuration can be enabled.

. Basic data | @ Configurations [ # Management | 2} RecoveryPaints ] ;
_- R Chronoplex confis
—Basic Configuration
Jv
CC-Accounts ‘Choice Description
| Logging senver (redundant) |! Computer is co
| Logging client |i'..'i Collect data on
Stand-alone system |i'..'i Data will be sto
IF address/host name Specifies the lo
Chronoplex _— :
N L]

Illustration 72: Size limit for trend data

Size limit for trend data:

A The customer has the responsibility to ensure for substantial mechanisms to limit the
storage space on the logging server. The space limit for forwarded trend data on the
logging server is deactivated in AprolConfig per default. A size limit can only be specified
by the customer and therefore, the following notes about sizing the limit (configuration of
the ring-buffer) must be adhered to.

Detailed information can be found in manual 'D2 System API', chapter System variabls for
recording forwarded trend data.

Example limit:
server with 1 terabyte hard-disk, 1 project, 2 runtime systems, 2 control computer.

Range MB
APROL 'root' partition 50
Local ChronoLog container 13000
Local trend records (with -limit' = 1000 MB) times factor 10 10000
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Range MB
Runtime system 1 - ChronoLog forwarding (local default settings) 6400
Runtime system 1 - Trend forwarding (with '-limit' = 1000 MB) times factor 10 10000
Runtime system 2 - ChronoLog forwarding (local default settings) 6400
Runtime system 2 - Trend forwarding (with '-limit' = 1000 MB) times factor 10 10000
Trend forwarding (limit = 20000) for each project/runtime times factor 10 200000
Total: 255850

Containers for the ChronoLog data can be added or deleted with the 'ChronoLog container'
pull-down menu and [Delete ChronoLog container] button.

—ChronoLog container

Type Container name Lirmit Description
swslog 1000 AFROL system messages
audittrail 1000 Process parameter upload/download
parameter 200 Frocess parameter upload/download

ol 44444 4

compressor-fast

compressor-slow

triggered
alarm
changecontrol
shiftlog
targetcontrol
sysconfig
systemstate
sfclog

pda

customer

1

100 Compressor data < 10 min. compression interval

100 Compressor data == 10 min. compression interval

100 ChronoLog block

000 APROL alarm system records

200 ChangeControl logging (Changes in the CAE)

100 Logging of the APROL shift logbook

200 Logging of executed downloads to controllers or control computers
100 Logging of CC-Account configurations that have been done

SO0 Informations about the start and stop behaviour of AFPROL systems

2000 Logging of the course of action of the SFCs and the control of the SFCs

Ilustration 73: Adding a ChronoLog container

100 Frocess Data Acquisition
‘IU|This container has been customer-created

—

0 After a change in the ChronoPlex configuration, the script ReduceChronoLogContainer is
automatically called up with the "-useChronoPlexConfig' option. The physical size of the
container in the file system is checked according to the configuration that was made,
and is eventually reduced to the newly configured value.

PN

Please note that this procedure may take some time, depending on the size of the
container. Furthermore, attention should be paid to:

1. Additional disk space in the file system where the container resides will be needed
during the export and import procedure. This additional memory is the container size
+ 5% of the total file-system space, as reserve for a run-able LINUX and

system. The memory is released again at the end.

2. The internal structure of the ChronoLog container is optimized through the export
and import procedure. Thereby, the disk space used in the file system for the container
can be smaller (up to ca. 40%) as the given size limit.
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3.3 Using a UPS

When a sudden power-loss occurs on a computer without UPS (uninterruptable power supply)
monitoring it is put into an undefined state, which can lead to data loss and/or irreparable
damage to the hardware (e.g. the hard disk).

As a result, computers running the runtime and engineering systems should be equipped with a
UPS.

Brief power failures can be bridged by the UPS battery. During a power failure, the UPS
software monitors the battery's charge capacity and shuts down the connected load system in a
correct manner when the rest capacity is too low.

As long as the respective load system supports starting after the power supply has been re-
established, a correct system state will be restored.

3.3.1 The UPS concepts

Two concepts can be implemented when a UPS is installed and configured:

Concept 1 Each computer possesses its own a UPS, and carries out the monitoring of
the UPS.
Concept 2 Several computers are connected to one UPS

In this case, one computer (the UPS "master") communicates with and
monitors the UPS.

The other computers (UPS "slaves") receive information about the UPS from
the master over the LAN.

3.3.2 Configuring the UPS

The UPS support is configured on a computer with AprolConfig.

A2 Getting Started
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[ ation of uni p power supply for APROL server

~UPS type

Choice | Description

No UPS configuration @) No UPS is configured.

External B&R UPS @ IUPS 24V DC Model 9A0100.11

B&R APC Add-On UPS @) APC Add-On UPS module SACE00.UPSIOD
O
O

SHUT communication UPS ISHUT communication UPS {e.g. Pulsar 700, 3000)
UPS Slave /Computer is configured as UPS slave.

~UPS details =
‘ ‘ ; k3
Choice Description
"'\\\ UPS type BuR UPS B&R UPS Model 840100.11
“\\ Configuration Master Configure host as master with connected UPS, or as slave, or no UPS configuration
"\\Time worst low 30Time is seconds between a power loss and shutdown initiation ofthe hosts
.., Shutdown time STime in minutes until shutdown of the UPS without receiving signal rom master host
', Power-on time 2Time in minutes after powering on the WUPS for which power is guaranteed
"’“\\Interface thyS0 The port to which the UPS is connected (e.g. "thyS0" for "/dew/thyS0")
“\\ Dead time ﬂln state OnBattery: Time until shutdown of the host after loss of connection to the UPS

['{,}5 Activate UPS configuration. I

Illustration 74: AprolConfig with the UPS configurations aspect

The previous illustration shows AprolConfig's UPS configuration aspect. A 'B&R UPS
(External)' is configured as an example.
The UPS must be connected to the computer in order to activate the configuration.

The UPS type is chosen in the uppermost part of the configuration module. The default is set so
that no UPS is used or configured. The corresponding UPS configuration is made in the lower
'UPS details' part, depending on the UPS type.

The 'Configuration’ field differentiates between a master and a slave configuration, or shows that
no UPS has been configured regarding the UPS type in the uppermost area.

The following UPS types (master operation) are supported by B&R:

¥ B&R-UPS (External)
Model '9A0100.11"

¥ B&R-UPS (APC Add-On)
Model '5AC600.UPSI-00'

4 SHUT Communication UPS
(e.g. Pulsar 700, 3000)

3.3.3 B&R-UPS (External)

P

'“ The B&R UPS (External) is intended only for devices with a 24-volt supply voltage. For
example, they should be used with 24-volt APCs from B&R. They can be mounted on a
mounting rail in switching cabinets.
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Parameter

Description

Time worst-low

Time worst-low is the time (specified in seconds) that must pass
between when a power failure occurs and when the signal is sent to
shut down the load system (the connected computer).

Default value: 30 [s]

Permissible value range: 30 [s] ... 999 [s]

Shutdown time:

The "Shutdown" time is the time in [min] that the UPS switches itself
off, as long as no signal to shutdown the UPS has been sent
beforehand.

Default value: 5 [min]
Permissible value range: 2 [min] ... 60 [min]

Power-on time

After switching on the UPS, the power supply for the load system is
guaranteed for the period "Power-on time".

Default value: 2 [min]
Permissible value range: 1 [min] ... 10 [min]

Recommendation: Time period in [min] needed for the connected
computer to boot.

interface Choose the interface on which the UPS is connected, and confirm the
choice with [OK].
DEADTIME If the system is in "OnBattery" state, then when the monitoring

connection (computer / UPS) is lost the computer is automatically shut
down after the time period configured here.

Default value: 3 [min]
Permissible value range: O [min] ... 60 [min]

3.3.4 B&R-UPS (APC Add-On)

Parameter

Description

DEADTIME

If the system is in "OnBattery" state, then when the monitoring
connection (computer / UPS) is lost the computer is automatically shut
down after the time period configured here.

Default value: 3 [min]
Permissible value range: 0 [min] ... 60 [min]

3.35 SHUT Communication UPS

Parameter

Description

Minimal charge
state

Enter the minimal charge state of the battery in [%].

When the charge state falls below what is configured here (whilst the UPS
is discharging), then the load systems (e.g. connected computer) are shut
down in a correct manner.

Default value: 30 [%0]

Permissible value range: 25 [%] ... 99 [%]

A2 Getting Started
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On delay

At the point in time in which the UPS has switched off the power supply, a
timer starts with the time configured here.

If the supply voltage is restored during this period of time then the UPS's
power supply outputs are activated again after the time configured here.

If the supply voltage has not been restored by the time that has been set
then UPS's outputs are only activated again after the online state (battery
operation) has been reached.

Default value: 5 [min]
Permissible value range: 2 [min] ... 60 [min]

Off delay

Subsequently enter the "Off delay" in [min].

After the load system shutdown has been initiated, the UPS is switched off
after the time configured in [s] here.

Please note that the configured time for the "On delay” parameter
must be larger than that of the Off delay parameter.

Default value: 3 [min]
Permissible value range: 2 [min] ... 60 [min]

interface

Subsequently choose the port on which the UPS is connected.

Another valid interface (e.g. "ttyUSB0") can be configured for the UPS
connection after choosing the "Other interface" entry.

DEADTIME

Enter the "DEADTIME" in [s].

If the system is in "OnBattery" state, then when the monitoring connection
(computer / UPS) is lost the computer is automatically shut down after the
time period configured here.

Default value: 3 [min]
Permissible value range: 0 [min] ... 60 [min]

3.3.6 UPS in slave operation

Step

Description

Computer name /

Enter the computer name (including domain), or the IP address of the

IP address computer that is configured as UPS master (meaning which the UPS
is connected to)
DEADTIME Enter the "DEADTIME" in [s].

If the system is in "OnBattery" state, then when the connection
(computer / UPS) is lost the computer is automatically shut down after
the time period configured here.

Default value: 3 [min]
Permissible value range: 0 [min] ... 60 [min]
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3.3.7

Monitoring the UPS

3.3.7.1 Overview possible system states

Possible system states are sketched out in the following overview that could arise from a
loss of power and/or due to a loss of connection (computer/UPS):

System state Result
1 System is in an online state (connection System is in a safe state
to supply voltage) / communication
between computer and UPS is
undisturbed
2 System is in "OnBattery" state (UPS is A message appears pointing out that
discharging) / communication is the system is in the "OnBattery" state.
undisturbed
The minimal charge state of the battery A message appears pointing out that
has been reached ("Low battery" state) the computer will be shut down shortly.
Thereafter the computer is shut down.
Subsequently, the UPS is shot down.
3 System is in "OnBattery" state (UPS is The computer is shut down after the
discharging) / serial communication is time configured in DEADTIME has
interrupted expired.
4 System is in an online state (connection After an interval of 5 minutes, a
to supply voltage) / serial communication | message appears pointing out that
between computer and UPS is interrupted | there is no connection to the UPS.
Please note that a correct shutdown
of the computer cannot be
guaranteed with a continued loss of
connection to the UPS.
Status “Low Battery” (LB)
: éSigna\ UPS shutdown
iComputer Computer off
Voltage Loss of power supply voltage ishutsdown | “Off Delay” —
100 % i l—1 “a: m'"mm uPs off
: éEﬁekmMHJ{IO
[ | Ups offafier signal \UPS offafter
: U;S Bernecker + Rainer “Shutdown time*
Power supply voltage Battery voltage :

Status “On Line” (OL)

Status “On Bamery (UB)

|
|
I
min. Battery voltage il
1

Time

Illustration 75: Loss of supply voltage and having reached the minimal charge state of the UPS
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Monitoring communication

Computer status Loss of communication during battery operation
| ‘ Computer shuts down
|
| |

“DEADTIME" Time

Illustration 76: Loss of communication to the UPS operating on battery (OnBattery state)

Monitoring communication ) ) )
Computer status Loss of communication during mains operation

Computer is not shut down!
Amessage about the loss in communication
is shown every & minutes!

Zeit

Ilustration 77: Loss of communication to the UPS operating on supply voltage (Online state)

3.3.7.2 Using a CAE block and system variables to monitor the UPS

The state of the UPS and the current state of the power supplies in the individual computers
(powered with UPS or supply voltage) are to be monitored by the process control system itself.

The corresponding 'MonCc01' hyper macro is provided in the library_UCB group of the 'SysMon
Iib_rary for this purpose.

s

" An example can be found in the SamplesProject in 'System / Visualisierung /
PbSystemauslastung’

Detailed information about the status flags and operation data of the UPS can be found in the
respective implementation guide of the APC / PPC,

e.g. 'APC810 / PPC800 Implementation Guide', chapter 'UPS service Register'. This can be
downloaded from the B&R homepage.

If supported hardware is being used (APC910/810, PPC800), the system variables of
the 'ApcHwInfo' system service can be used in the CAE logic.

See manual 'D1 System Manual', chapter 'Variables for the uninterrupted power supply

(optional)'
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3.4 Remote operation via VNC

VNC makes it possible to access CC-Accounts in Linux from any platform and operating system.
VNC can be used without any extra configuration and guarantees excellent performance when
operating and observing your process control system.

While installing and configuring the server, you make a basic decision whether VNC
access should be used.

You have the following options, depending on whether you want to access an server

from a Windows computer or from a Linux computer.

Qf When accessing an server from a Windows computer, you can use a VNC
client.

W If accessing from a Linux system, you can use a VNC client (for Linux), or krdc (K
Remote Desktop Connection).

krdc allows a scaled full-screen display.

If the VNC service is set up and the desired VNC service is selected, you can then use the Linux
login mechanism to log in to the desired CC-Account on the remote computer.

3.4.1 Configuring VNC

In order to use the VNC service it is necessary to configure it with AprolConfig, in the VNC
configuration aspect.

VNC access is basically possible after at least one checkbox, i.e. a resolution, has been
enabled.

Enable

Description ‘

vncl Connection via VYnc\iewer with resolution 1280 x 1024 and port S201
vnc2 Connection via Vnc\iewer with resolution 1600 x 1200 and port 5302
vnc3 Connection via Vnc\iewer with resolution 1920 x 1200 and port S803

Ilustration 78: AprolConfig with the VNC configurations aspect

Start a VNC session in the VNC client:
<Host name | IP address>:<Port>

Starting from krdc:

Start using the KDE menu Execute command and enter krdc. krdc shows a further dialog for
which computers are functioning as VNC servers, and can be chosen.

3.4.1.1 Special notes about the use of the VNC service

.'IF\‘. . .

/ !3 Please note that a correctly and completely configured network connection must be
present in order that the connection queries are answered from the VNC server to the
VNC client!

It must be especially ensured, for both computers, that the name of the respective
computer can be detected on the basis of the IP address (reverse lookup).

A2 Getting Started
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For this purpose

- an entry must be present in the DNS server for both computer names
(VNC server and VNC client), or alternatively

- a respective entry in the s/etc/nhosts file of both computers
(VNC server and VNC client).

This file can be edited after logging in as root. The following syntax is to be noted for the
correct name resolution (as in the example of the VNC server):

<IP address of the VNC client> <Fully qualified host name> <Short host name>

E.g.:
10.49.83.89 gatewOl.br-automation.com gatew0O1l

Correspondingly, the information for the VNC server must be entered on the VNC client.

Do not abort the VNC connection in order to terminate processes that are no longer needed, and
to free the resources that are occupied by these processes. End the connection in an orderly
manner:

After closing all applications and files, please choose the KDE 'Logout' menu item and close the
VNC client with the [End current session] button.

Please note that special characters are not always correctly displayed or interpreted by the VNC
service. Please check your entries to that effect.

Display of VC visualizations on the controller via VNC viewer

supports the integration of visualizations that have been created with Visual
Components in the Automation Studio environment.

The configuration of process graphics for a direct visualization on the PowerPanel unit's display,
or on a virtual display via VNC viewer, can now be enabled in Automation Studio, so that these
graphics can be provided directly with project variables from the engineering.

@ The Linux VNC viewer must be started with the '-bgr233' input parameter, so that the
Visual Components visualization can be displayed.

3.4.2 VNCrecordings

The creation and monitoring of VNC recordings can be reached via the following KDE menu:

Diagnosis/Record VNC Session
Diagnosis/View VNC Session

Switching operations that lead to problems can be locally recorded as a video with VNC
recordings, in order to evaluate them at a later stage.

Special points with a Multiscreening environment:
The following information is to be taken into account with a Multiscreening environment:
Qﬁ No limitations are known with the use of 2 monitors.
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No limitations are known with the use of 3 monitors that have an entire monitor
geometry of 4:3

(e.g. 3 monitors in an L form).

A recording of 3 monitors is not possible if the entire monitor geometry exceeds the
ratio 8:3

(e.g. 3 monitors in a row, next to each other).

No limitations are known with the use of 4 monitors that have an entire monitor
geometry of 4.3

(e.g. 4 monitors ordered in an 'square’).

A recording of 4 monitors is not possible if the entire monitor geometry exceeds the
ratio 8:3

(e.g. 4 monitors in a row, next to each other).

X € X <

To start a recording of the

monitor, choose the 'Diagnosis/Record VNC Session' KDE menu.
= B L = e

1

= |

*w CaelManager 1

mm Operatorhanager 3

wall TrendviewerConfig

w= DownloadiManager E
4

- NNy

StarthManager

¢ Controllertanager

5l Diagnosis ¥ 5h APROL System Diagnostics Manager

[[] Reports " /i, System messages (local) F

e Tl G Wl " & Disk usage ChroneLog centainer (locak

Fo | Sl (ks 10 losDiagnostichanager E

[dl APROL product documentation T e T ot }

- - <

% Automation Studio Help V2 \iew VNC-Racording & p

S4 Language * [2] Check installation >

o [FUniE | Superuser xterm

W Tools 3

@ APROL Licensing ¢APROL Licensingy

—# SUSE Menu »

2% Personal Files (Home)

=, Configure Desktop (Fersonal Settings) r

=« ] . Find Files/Folders
Actions

£ Run Command

-] Lock Session

[ MRS O C G s DU U

Ilustration 79: 'Diagnosis' KDE menu

The 'Pyvnc2swf' application is then started and a control window with a green [Start] button is
opened.

5 VICZSWT. Py =!
Start | Ready (0 frames recaorded).

Ilustration 80: Start VNC recording

The recording begins as soon as the [Start] button is pressed. The recording is stopped with the
[Stop] button.

Fecording.

Stop | Clipping: 1280x1024 +0+0

Framerate: 12.0

Ilustration 81: Stop VNC recording

'u If the recording is stopped several times, the resulting sequences are merged into one
file after the application is closed.

When the application is closed with the window manager's ‘X', the recording and the
corresponding HTML page are finalized.
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l.e. the new recording is only saved after the widow has been closed.

Using the 'View VNC recording' menu item, a web browser is opened with the recording that
was made last.

Technical digression:

The script 'AprolStartVncRecording' is started in the background, as well as an x11vnc process
that makes the desktop available on the port 5900.

The recording is located in Zhome/aprolsys/vnc2swf/ and has the name vnc2swf. swf.

There is an additional HTML file called vnc2swf._html here, with which the vnc2swf.swf
file is played.

When the window is closed (with 'X'), the x11vnc server and the 'AprolStartVncRecording' script
are stopped.

The 'View VNC Recording' KDE menu item opens the browser that has been set for the
operator or user ('PccStartBrowser') with the URL
'‘/home/aprolsys/vnc2swf/vnc2swf.html'.

3.5 Time synchronization with NTP

3.5.1 General information about Time Synchronization with NTP
All computers in an process control system can be automatically subjected to time
synchronization with one central clock.

The time synchronization of all computers functions at best when a DCF77, or a GPS clock is
used as the time source.

"j It is recommended to use the runtime server as a time server. A radio-controlled clock, if
available, should be connected to the runtime server!

All other AMPROL servers (e.g. operator stations, gateway server) should use this
runtime server as a time server.

uses the standardized NTP service for synchronization. This service works with a
platform-independent protocol to synchronize the computer clocks on a network. The heart of
this service is the NTP Daemon. The computer designated as the server for time
synchronization supplies the time; the client simply takes the time supplied by the server.

'a The initial synchronization between the client and time server may last for several
minutes, because the client requires some time to check the delivered time.

If several time sources are configured, the service determines the time nearest to the
exact time from the NTP cluster, and adjusts to it.

Further information about the theme NTP can be taken from the site http://www.ntp.orq.

The configuration of the NTP daemon can be changed later at any time via AprolConfig.
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3.5.2 Configuration of NTP

The NTP configuration aspect must be chosen after starting AprolConfig.

Time sources
Identifier Type of time source

1 Ntp_Net_1 G} Network time server

2 | Mtp_Met 2 G} Matwork time server

Add time soyrce = || [ Delete time source
Time source details

Value Description

Identifier [Ntp_Net 2 lidentiner of the netwark time source |

Source type |Metwork time server Type of time source: can be an intemnal clock. external clock. or external network time server

Time semver timeserver domain de Host name and domain of netwark time server

% Activate NTP tonngulaman
Illustration 82: AprolConfig with the NTP configurations aspect

The previous illustration shows AprolConfig's NTP configuration aspect. There is already an
internal BIOS clock configured as the time source in the example, and a network time server is
being configured.

A time source is inserted with the 'Time source' pull-down menu. There are three types of time
sources available:

internal BIOS clock (can only be specified once)
another time server that is queried over the network
an external clock that is connected physically to the local computer

If several time sources are configured, the NTP service determines the most exact time from the
NTP cluster, and adjusts to it. The internal clock is entered automatically as time server with a
minimal weighting.

As soon as the time source for the computer is configured, the computer acts as an NTP server
in the network, and can be entered in the NTP configuration of other computers as a network
time server.

Principally, any number of time sources can be configured. As already mentioned, only one
BIOS clock can be entered, and more than one physically connected external clock does not
make any sense. When a time source falls out, the NTP service ensures that the most
dependable time source available takes its place.

The 'ldentifier’ field only has an internal meaning for AprolConfig. There must be a unique
situation between the different time sources that have been configured.

Configuration as time server without external time source

No further configuration is necessary if only the internal BIOS clock is used as a time source.
After activating the NTP configuration, one is made aware that the internal clock cannot be set to
the correct time and one has to set it manually with, for example, YaST.
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Configuration of a network time server

Enter the computer name in the 'Time server field (including the domain), or alternatively the IP
address of the computer that serves as time server.

Configuration of a physically connected clock

Choose the 'Add an External Clock' menu item in the 'Add Time Source' pull-down menu. The
possible options are listed in the tooltips in the table headers 'Type of clock' and 'Interface’.

The clocks that

chosen serial interface are listed in the following table:

supports, and for which the clocks have the necessary settings of the

Clock Baud rate Data bits Stop bits Parity
Gude radio clock 9600 7 1 stop bit even parity
EMC Professional

Hopf radio clock 9600 8 1 stop bit no parity bit
HOPF 6870

HKW radio clock 300 7 1 stop bit even parity
CID 03000

Meinberg GPS clock 19200 8 1 stop bit no parity bit
GPS16x receiver

Meinberg FM clock 9600 7 1 stop bit even parity
DCF PZF 535/509 / TCXO

Meinberg FM clock 9600 7 1 stop bit even parity
DCF PZF 535/509/0CXO

Meinberg DCF77 clock 9600 7 1 stop bit even parity
DCF77 C51

CEP220C GPS clock 4800 8 1 stop bit no parity bit

Specifics for configuring the HOPF 6870 radio clock:

The HOPF 6870 radio clock must be configured as follows:

Clock Baud rate

Baud rate 9600

Data bits 8

Parity None

Stop bits 1

Time string hopf6021 ( Standard (hopf6021) with Year )
Time basis UTC / Local time (no meaning, is also transferred)
Seconds feed Off

Control character: | On

Control character | Off

for Sec.change

3-15
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Clock Baud rate

CR/LF:Order LF/CR -> not equal to the default value for hopf6870, Firmware 11.xx,
driver version vOO06

Sending time Every second

point

3.6 Remote compiling

As of R 3.2, the compiling time has been reduced with a new mechanism for

RemoteCompiling.

Remote compiling uses the available operator stations for generating libraries, control computer
tasks, and controller tasks. The generation is distributed parallel to the operator stations with a
scheduler. Whereby the system load of the individual clients is taken into account to guarantee
an optimal performance. The necessary LINUX packet icecream is installed per default with the
AutoYaST DVD.

3.6.1 Configuration of the remote compiling

The integration of the operator stations and the engineering system into the compiling group
takes place with AprolConfig. In order to activate the remote compiling it is necessary to
configure not only the engineering system, but also all of the operator stations that are tied to
this process.

wWalue Description |

=\, Enable remote compiling IZI Enable remote compiling for this host
Enable Scheduler D Make this host the scheduler
Scheduler host |tchwte38.br—automation.com Host name of the scheduler

Illustration 83: AprolConfig with the Remote Compiling configuration aspect

Specify if the computer should take part in the remote compiling in the 'Activate remote
compiling' field, and if the computer starts the job scheduler as manager of this group.

'u The scheduler should only be started on one engineering system. For this purpose
please select not only RemoteCompiling, but also Scheduler. Only the remote compiling
should be activated on an operator system.

If the scheduler is not selected then the field for entering the name, or IP address of the job
scheduler can be edited. This is pre-set with the name of the local computer and should be
respectively adjusted.

i The RemoteCompiling should never be installed on a runtime system with a large
working load so that the performance is not impaired.
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After a successful configuration of the remote compiling you have the possibility to show the job
distribution during compiling in the CaeManager.

In the generation dialog you get an overview of the involved operator systems with the button
[Show RemoteCompiling]. The following illustration shows a view of the compiler group in the
icecream monitor (icemon). Instructions about the operation of the icecream monitor can be
found in icemon, in 'Help / Icecream Monitor Handbook'.

|/-_-

You also have the possibility to launch the icecream monitor from the KDE menu with
"APROL/Tools/Icecream monitor (icemon)".

_pr Generate library  APROL - CaeMar
Eile Wiew Hel
 chvinund
@ Scheduler
<
Lcrviod

Illustration 84: Display of the compiling group in the icecream monitor

Services
3-17






3.7 APROL LDAP server

3.7.1 General information about the use of an LDAP server

The Lightweight Directory Access Protocol (LDAP) is an application protocol that is derived from
the network technology. It allows the query and modification of a directory service (that is a
hierarchical database distributed over the network) via an IP network.

allows the use of a separate LDAP server or Active Directory Server for the
authentication of an engineering user or an operator.

The users / operators that are defined in the user management or OperatorManager
are awaited as configured users on the LDAP server. They are authenticated with their
password that is stored in the LDAP server.

Information about the use of an LDAP server or an Active Directory Server in can be
found in the manual 'D1 System Manual', chapter Authentication via LDAP / Active Directory
Server. The background, implications, and motivation for its use in are explained
there.

3.7.2 Configuration

The configuration parameters are divided in four sections. Different sections are relevant,
depending on the type of usage.

3.7.2.1 General information

The LDAP type of usage is selected first in the General section.

There are basically the following categories of usage:

o  NoLDAP
Qf Configuration solely as LDAP server

Qf Configuration solely as LDAP client
Qf Configuration as LDAP server and client

No LDAP is selected if an LDAP server should not run on the computer and the
systems do not authenticate the users via and LDAP or Active Directory server. It is then not
possible to edit the configuration parameters.

I‘.’ All further explanations are based on the other above mentioned types of usage.

The basis DN represents the root of the LDAP directory, which is built up as a tree, on the LDAP
server. This must correspond with the entry in the user management, or in the
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OperatorManager. It must also correspond with a computer that is only an LDAP client and the
LDAP server which is configured there.

The server host name must be the actual host name of a computer which is configured as an
LDAP server; a computer which is configured as an LDAP client has the host name of the
computer where the LDAP server or Active Directory server is running.

ETE The host name must be the fully qualified host name (including domain name). An IP

address is not permitted here. This is necessary when an APROL LDAP server is
being used, because the LDAP server needs an SSL certificate. It is also used when
the configuration is not encrypted (see below), and amongst others, for the
communication between the redundancy partners.

SSL/TLS (no encryption) and With START_TLS (encryption and authentication with SSL
certificate) cannot be selected for the Security protocol parameter. A further selection With SSL
(encryption and authentication with passwords) is only offered in a configuration as a stand-
alone LDAP client, i.e. the Server type 'APROL LDAP server' is not selected.

Detailed information about this can be found in manual 'D1 System Manual’, chapter Extended
security via SSL / TLS for the openLDAP server

3.7.2.2 LDAP server (non-redundant)

The sections General and Server are relevant for the configuration of a non-redundant LDAP
server (usage Only LDAP server or LDAP server and client). The fields in these sections can
only be edited in these cases.

The Administrator parameter is the name of the administrator for the LDAP server. It is used to
administer the LDAP server. Command line commands can be used for this, or a GUI such as
the Apache Directory Studio. You can compare chapter Authentication via LDAP / Active
Directory Server_ in manual 'D1 System Manual'.

This user has all rights and is not a normal user. It is not contained in the LDAP database (DIT -
Directory Information Tree) and is a configuration parameter (together with the Admin password)
for the LDAP server.

The password is configured as usual with an additional field for the password repetition. Admin
password (confirmation). It is saved in an encrypted form.

3.7.2.3 LDAP server (redundant)

Apart from the General and Server sections which are necessary for a non-redundant LDAP
server, the Redundancy section is relevant for a redundant LDAP server.

The Redundant server checkbox is activated in this case. All of the fields in the Redundancy
section can then be edited.
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A A redundant LDAP server that has been configured with AprolConfig is composed of
two computers. It must be possible to reach them both via a mutual cluster name,
because a switch is made to the redundancy partner when the active computer cannot
be reached. The 'Global cluster' aspect must also be configured when a redundant
LDAP server is configured. The parameters for the global cluster can also be found in
the master data of the '‘Control computer' project part in the CAE project. See section
Globaler cluster configuration with AprolConfig The two computers which build the
global cluster must both also contain the redundant LDAP server.

P

'd There is no explicit differentiation between master and slave in a redundant LDAP
server configuration. Both redundant partners are seen as having the same rights. The
service that assigns and switches the cluster address of the global cluster specifies the
active LDAP server. This takes place in the background and is not noticed by the LDAP
server process.

The host name (fully qualified) of the second computer involved in the redundant LDAP server is
specified.

The fully qualified 'host name' is specified as cluster name, and is used to reach the active
computer in the cluster. This must be the same as the composition of cluster name and cluster
domain name in the Global cluster aspect.

;_:'H_\ The cluster name must also be fully qualified (including domain name), because it is
also entered in the server certificate. This is necessary for a client to recognize the
validity of the server certificate when it has connected to the server with the cluster
name.

The following three parameters are for experts. The default values can normally be adopted
without change and deliver a stable replication of the LDAP data between the redundancy
partners.

A deeper knowledge of the replication of openLDAPV3 servers is necessary in order to be able
to adjust the parameters, and can be accumulated by reading the appropriate literature.

The Retry configuration specifies the interval in seconds between two connection attempts if the
redundancy partner is not reachable, and the number of retries until cancellation. There is no
cancellation if other number pairs are added, then there is a continuation with the values of the
next number pair. If a '+' is specified for retries, this means unlimited, and there is no
cancellation. The default value "5 10 60 +" means 10 repetitions with 5 seconds interval, then
unlimited repetitions with 60 second intervals.

The Checkpoint configuration specifies after how many operations (1st number) and after how
many minutes (2nd number) changed files are written to the database after the last check
(checkpoint). Whichever limit is reached first is counted.

The size of the history (hnumber of entries) that is kept in memory for synchronization search
operations is specified in the Session log configuration. This session log improves the
performance during a replication.
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3.7.2.4 LDAP Client

If a computer is used as an LDAP server and client, no further parameters must be configured
for the client than have already been specified in the configuration of the LDAP server.

f.!;." It is not possible to configure a computer with an APROL LDAP server and LDAP
client when the LDAP client should connect with a different LDAP or Active Directory
server. This limitation is built into AprolConfig as it is un-typical and should be avoided.

P
u 1) Each computer which has an operator and/or gateway system must be configured as
LDAP client if the operators must make their authentication via LDAP.

2) Operator and/or gateway systems which run on the same computer can only use the
same LDAP server, even if they originate from different projects.

Both points are also valid for the engineering systems.

If a computer is configured a pure LDAP client, the Client section is important in addition to the
General section.

The server type selection offers the possibilities of APROL LDAP server, External OpenLDAPVv3
Server and External Win2008 AD Server.

An APROL LDAP server is an LDAP server that has been configured using AprolConfig.

A If a configuration is made with the type of usage 'Only LDAP client' and server type
'APROL LDAP server', then the LDAP server host name cannot be the host name of
the own computer. It is not possible that an LDAP server can run on the computer,
because one has not been configured.

The Query user is a user in the LDAP database and is allowed to read from the database. This
is required for the LoginServer. The parameter specifies the DN of the user (without the basis
DN), i.e. the position in the DIT.

The Query user password is configured in the Password query user field and the respective
repetition field. It is not saved in an encrypted form.

The above mentioned parameters for the query user and its passwords cannot be
edited when using an LDAP server. They are then set to the default values,
which can be read in the tool tips of the column headings.

3.7.2.5 Using another server

It is possible to select the Type of LDAP server when using the type Only LDAP client. Apart

from the default LDAP server, the following server types can be used:

External openLDAPvV3 server:

An LDAP server that runs with the same software as the LDAP server. The server is
running on a non- server and is not influenced by or its administration.
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External Win2008 AD server:

A Kerberos-capable Windows Active Directory server can be used. The configuration and the
user management of such a server are described in chapter Authentication via LDAP / Active
Directory Server in manual ‘D1 System Manual'.

The parameters and password for the query user can be edited when using this server type.

B apreiconng oot _EEE X

Bﬁm AprolConfig (LDAP) - n

Basic data W Configurations | 4 Management

g-‘ ' = Configuration of LDAP server and client
o /
TP ConBigusation parameters
Valug | Descrption
LDAP Server onty LDAP usage type: Type of LDAP installation
r . | de=br-automation dc=com Base DN of the server
| Server hostnama docsnl br-automation com Hastname of LDAP or Active Directory server (FQHN)
| Security protocol No SSLALS 'Security protocol for the data communication
| Section: Senver
" Administater  __[idapadmin LDAP sewer administrator login
Admin password { Enter passwort for LDAP server agministrator
| Admin password (confrmation) | [ Connem passwert fof LDAP Sever agmiastrater
| Section Redundancy | R i e, S
| Redundant server | Establish
|__ Redundancy partner host Radundar r of LDAF sarver (FQHN)
| Cluster name “|docsevge br-automatian com Custer na AP server (FQHN)
- | Retry conguration 51060+ Retry configuration: Reachablility of the redundancy partner
ups | Checkpoint conguration 01 Checkpoint configuration: Replication fiequency
= | | Sessioniog configuration | 100 Sessionlog configuration: Rephcation performance
= | Section Client
. APROL LDAP Server Type of server
|[LDAR)~» I= Cr=LDAP Query cr=Users LDAP query user login
LoAp [= | | cuervuserpasswora  [seeseees ENREr quiry USEr password
| Query user password (confimation) |****** ** Canfum query user password
% Impoit ail
' Export all
- Create
B RacaveryPoint
Reactvate | . Activate LDAP conBguration
= Print
[ Heip [7] System messages W Configuration history iy APROL SDM Close

‘M_MMW R L T——— S "““"’"‘_’ T RP I

Ilustration 85: LDAP configuration

3.7.3 Activation

When activating the configuration, the corresponding system files are created and adjusted,
services are started or stopped, and the LDAP database is eventually initialized. This differs
according to the type of usage.

If the configuration is activated with the No LDAP type of usage, the system configurations are
reset in the history and running LDAP servers are stopped.

The steps that are carried out after activation in the specified order can be seen in the following
table. The columns S, C, A, show if a step is relevant for the type of usage. This signifies:

S: LDAP server
C: LDAP client connected to an openLDAPV3 server

(Server type APROL LDAP server or External openLDAPV3 server)
A: LDAP client connected with an Active Directory Server

(Server type External Win2008 AD Server)

No. S C A Step carried out

1 X X X Stop running server

2 X Write configuration file for LDAP server
/etc/openldap/slapd.conf
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3 X X X (De)activate auto-start for LDAP server
/etc/sysconfig/openldap

4 Write configuration file for LDAP client
X X /etc/ldap.conf
X /etc/openldap/ldap.conf
/etc/krb5.conf
5 X X Write PAM configuration file for LoginServer
/etc/pam.d/aprolloginserver
6 X X X Adjust configuration for NSS
/etc/nsswitch.conf
7 X Link root CA to
/etc/openldap/certs/ca.crt
8 X Check and recreate server certificate when necessary:

/etc/openldap/certs/server.crt
/etc/openldap/certs/server.key
/etc/openldap/certs/Idapimport.crt
/etc/openldap/certs/Idapimport.key

9 X Check and recreate client certificate when necessary:
/home/aprolsys/APROL/certs/Idapquery.crt
/home/aprolsys/APROL/certs/Idapquery.key

10 X Start server

11 X Create database structure for query user

'a It is always ensured that a running server process is stopped during the start of
activation. A running process can be regular (server configuration) or be the result of a
previous configuration.

3.7.4 Maintenance dialog

B EREE

LDAP Maintenance Dialog

LDAP Server O [ Stop

Semver certificate ¥ Create
Query user certificate 4 Create

Database structure Initialize

Close

lllustration 86:

There is a maintenance dialog for checking the status of the LDAP server components and for
its control. This modular dialog is opened with the [Maintenance] button under the configuration
table, on the left.

The button is only active when the configuration being shown corresponds to the activated
configuration. The dialog cannot be opened if the configuration has not been activated or has
been modified.

All of the action which are possible here are carried out during the activation of a configuration,
and normally there is no need to make any changes via the dialog.
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If changes have been made to the components outside of AprolConfig, i.e. by another process,

the dialog will point this out. The result can simply be displayed in the dialog after a configuration
has been activated successfully.

The following functions are available for all components:
An icon shows the status.
The tool tip of the icon names the status and shows detailed information if it is available.

The button is either activated or deactivated according to the state of the configuration. The
description (and the action linked to the button) can also change: If the LDAP server is running,
the topmost button is intended for stopping the server, otherwise to start it.

The tool tip on the button shows which action is carried out when the button is pressed. If the
button is deactivated, the tool tip on the button shows the reason for this.
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A2-4 \Web server

4.1 Why a Web server and browser?

The following advantages arise from supporting a web server with PHP 4 and a web browser
with Flash:

product documentation as well as documentation for function block libraries and
controller hardware is available at a central location in the form of HTML pages.
These pages can be opened in a Web browser from various places as the online
documentation (from the KDE menu), help (function blocks), or module documentation
(when putting together a controller).

Qf The texts for intervening with individual alarms are displayed on separate HTML pages.
Implementing Flash can provide considerable advantages in this regard.

Qf XML data can be exported as HTML pages as well as in CVS format.

4~ Finally, you may create product documentation of your own in the Engineering system
using HTML pages that can be retrieved later from a central location while the system is
being operated.
Implementing PHP 4 and Flash may be particularly useful in this regard.

Qf All HTML pages are displayed in a Web browser and are provided from a central location
on a Web server.

The HTML format was developed for the high-speed transfer of data pages and has become an
integral part of the Internet and intranets alike. A Web browser is required to display these

pages.
)
/ !3 The standard web browser in is the Konqueror. If you are using a different
web browser, please make sure that it has a plug-in for Flash.
4.2 Installing and configuring the Web server

In order to make computers suitable for the web when performing the installation, the APACHE

Web server is installed and launched when using .

The configuration of the web server is carried out automatically within the scope of the
installation, an upgrade, or an update of the system software.

For this purpose, the file apache2.conf is created specifically for each computer in the
directory /home/aprolsys/APROL/cnf/apache2/.
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4.2.1 SSL protocol

The http TCP/IP communication between client and server (Web browser and Web server) in

only works via the SSL protocol. SSL stands for Secure Socket Layer and has been
implemented in order to protect queries to the Web server against potential
interception. Certificates are created for these secure queries, which are then counter-checked
by the browser and web server. In the event that these certificates are no longer valid or have
expired, communication will not be possible.

Using this data, a unique certificate is created for the Web server and counter-
signed by a certification organization. Upon the first call of a documentation page, or a CGl
query using the HTTPS protocol in the format:

https://

is notified to the browser that the following side is secured with a 128 bit key. The browser will
guestion whether this connection should really be established because it does not recognize the
certification or the computer.

'“ In this context please see the notes in chapter Importing the APROL SSL CA certificate.

If due to application reasons the SSL encryption should not be used, then the file
apache2.conf must be edited, e.g. with vi.

A corresponding adjustment of the file apache2.conf can be carried out in several ways. For this,
pay attention to the instructions in the head of the file.

E.g. itis possible to release the port 8000 for an access without SSL encryption.

A\ -

/ 53 Note that after a successful change in the apache2.conf, the web server must be
restarted.

To make sure that the changes made are also present after an update of the system

software, these must be separately backed up-
The new apache2.conf file must be readjusted after an update.

4.2.2 Importing the APROL SSL CA certificate

With release R 3.0-02, a new SSL CA certificate is being delivered that is used as a
signature for all server certificates.

With these server certificates, the SSL connections are encoded and signed for web queries
(e.g. reports).

The new CA certificate, also called certificate from the certificate authority or certificate from the
SSL subscriber (Konqueror), is — unlike older releases — identical on all
servers.

After completing the update to R 3.0-02, the new CA certificate should be
@ imported into the web browser that is being used. Afterwards, all SSL access to the
server starting with release R 3.0-02 will take place without requiring
confirmation.
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Fe
'd The import is to be carried out once on each CC-Account from any server
with Release 3.0-02 installed.

For web-based access on Windows computers, it's necessary to import the new CA
certificate into the web browser being used there.

4.2.2.1 Importing the certificate in Konqueror:

Open the following URL in Konqueror
http://<APROL Server>.<domain name>.<domain suffix>/crt/ca.crt auf.

Select the "Process Automation” entry and acknowledge importing the certificate with [Import].

Then exit the import dialog box using the [Finish] button.
e

'd The CA certificate "Process Automation — Root CA" is self-signed.
Corresponding warnings can be ignored.

4.2.2.2 Importing the certificate in Internet Explorer

First, enter the URL http://<APROL Server>.<domain name>.<domain suffix>/crt/ca.crt.

File Download - Security waming : EI

Select [Open] in 'File Download — Security
Warning' dialog.

Mame: ca.cer
Type: Security cerfificate 1,55 KB
“on: docsryl.br-automation. com

o | _sa

@ Only open or save if you trust the source of origin

Illustration 87: Dialog to download file

Cerifcale 2] In the "Certificate" dialog box, the certificate
] | import wizard must be started using the [Install
Certficate Information Cel’tificate] button.
Only install it you trust this certificate The information dialog box shown is confirmed

by clicking on [Next>].

Issued BPROL Root CA

Issued APROL Root CA

Valid from 10.01.2006 to 08.01.2016

install certiicate .|  information |

Illustration 88: Installing a certificate
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Certificate import assistent x| Then Select the OpthI’]
Certificate memory n H
Certificate memory and system area where cerfificate is saved AUtom atlca”y SeleCt the
certificate store ...".

. : , Confirm the selection by clicking
O Select certificate memory automatically
© savein following memory on [Next>].

_Sears.._ | In the next dialog box shown, you
can complete the import by
clicking on [Finish].

< Back [ Next » | Cancel |

Illustration 89: Automatically select the certificate store

"’ Other warnings can then be ignored. The request to install the certificate must be
answered with "Yes"!

4.2.2.3 Importing the certificate in Mozilla Firefox

After opening the URL http://<APROL Server>.<domain name.<domain ending>/crt/ca.crt, it's
necessary to activate the "This certificate can identify web sites" checkbox in the following
dialog box.

") = Downloading Certificate

“ou have been asked to trust a new Certificate Authority (CA).

Do you want to trust "APROL Root CA 2" for the following purposes?

[#]iTrust this CA 1o identify websites.

|:| Trust this CAto identify email users.

|:| Trust this CA to identify software developers.

Before trusting this CA far any purpose, you should examine its certificate and its policy and
procedures (if available).

View Examine CA certificate

'C:'EIDK 1%lﬁancel

Illustration 90: importing the '"APROL Root CA'in Mozilla Firefox

Using the [View] button, you can check the details about the certificate to be imported.
Acknowledge importing the certificate with [OK].
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") |5 certificate Viewer:"APROL Root CA 2"

Could not verify this certificate because the issuer is not trusted.

Issued To

Common Mame [(CN) APROL Root CA 2

Drganizatian (O) Bermecker + Rainer Industrie Elektronik Ges.m.b.H
Drganizational Unit (OW)  Process Automation

Serial Number 00:COeAE:BC C:40:44:B6:EE

Issued By

Common Mame [(CN) APROL Root CA 2

Qrganization (2) Bemecker + Rainer Industrie Elektronik Ges.m.b.H

Drganizational Unit (OW)  Process Automation

Validity

Izsued On 12.01.2012

Expires On 31122037

Fingerprints

SHA1 Fingerprint C4:32:21:29:EE:01:02:46:7 C:09:A8:E4:88:95:94:7B:39:1E:31 7D
MDS Fingerprint E2:ZD:ET:FA1D:CA:C3:T3:C5:ED:54:03:66:98:3A:8F

Illustration 91: Viewing the certificate to be imported

i . — —
/ !3 With all web browsers, there may be earlier imported CA certificates that must be
removed!

4.2.3 Web server and browser features

Configuring the Web server is done in the CaeManager in the Control Computer project part
under the Network tab. This determines whether the Runtime computer is simultaneously the
server for the documentation and logging.

4.3 Web server in aredundant environment

The problem with web-based requests for data from a redundant Runtime environment is that
the name of the current process control computer (master) must be entered/selected.

When using , this switch between the respective process control computers occurs
automatically — in this case, we are dealing with access redundancy.

For this purpose an cluster is created during a configuration of a redundant runtime
server.

"1.' You can find further information in chapter Cluster for redundant runtime servers.
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Web-based requests are always responded to by the current process control computer because

these requests are made using only the name of the cluster.
0 Web-based requests are always made via the cluster even in non-redundant
systems.
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A2-5 System licensing

5.1 General information about APROL licensing

T
m As of

R 3.4-04, the known licensing via dongle is replaced with the web
based licensing procedure.

It is necessary to license all of the
after an update to

R 3.4-04.

servers with the web based procedure

The web based licensing procedure offers you the following advantages:

Qf no additional hardware necessary,

Qf no dongle swap necessary for an

B&R delivers a unique serial number for each

release change

The 11 digit B&R serial numbers, which are noted on the supplied license certificate, are
contained by B&R together with the respective delivery date in a license database.

The

The

L= License Information - LoginServer (engin @tchwie3e)

~ License Information
License mode
Serial number:

Licensee:

Customer number:
Delivery date:
Licensing date:
Registration counter:

Licensed (ERO)
AICTGTLUXKK

Bernecker + Rainer
Industrie-Elektronik Ges.m.b.H
Niederlassung Essen

0000221044
12/30/2010
06/2%/2011
a8

~Dongle information
Dongle ID at license time
Actual Dongle ID

2053787174
1848808230

— Release information
APROL release:
APROL release date:

APROL R 32.6-0707
05/05/2012

IAF‘ROL major release date:

07/12/2010 I

[ Refresh l [

oK

Ilustration 92: 'License information' dialog

The following advantages result for you:

update / upgrade.

major release date, which contains the release date of the major release (e.g. R
3.6.-00), is used in order to simplify the rights for an

major release date is identical for all builds of this major release and can be
viewed in the 'License information’ dialog of the LoginServer.
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ED] Unlimited update right:

By purchasing an license for R 3.x, you have the right to update free of
charge to all builds of this major release.

The update right also encompasses all builds of releases with a lower major
release.

I::::] Limited update right:

If a new major release is publicized within a period of up to 6 months after receiving the
license (delivery date), it can be used without an additional upgrade license being
charged for.

In this case, all update from the new major release can be used.

A separate dialog makes you aware when there is no right to upgrade.

APROL Installation >WARNING
You have the right to update your release free-of-charge.
You no longer have the right to upgrade, because of your license delivery date.
After the installation of this upgrade, you will therefore need to purchase an
upgrade license, as the current license will have expired.

You can now
- cancel the installation or
- continue and carry out the licensing later.

< Continue Installation?

Ilustration 93: Check of the upgrade right:

51.1 Use of an APROL evaluation license

The BrLicense license database is created in the setc/BrLicense directory when installing the
system software.

The license database, which contains amongst others computer specific information, is
not allowed to be manipulated, moved, or copied!

[>

This would result in that the license mechanism no longer recognizes the APROL
system as being "licensed" and the AAPROL system can no longer be operated.

The server is in 'evaluation mode' if no licensing takes place after the installation. The
evaluation time period is 90 days, and you are made aware of this in regular intervals.

The necessity to license is reported again after the evaluation period has expired.

You should buy a valid license, at the latest, at this point in time.

5.1.2  Automatic licensing

You basically have the possibility of an automatic licensing when the computer to be licensed
has an existing internet connection. If there is no internet connection then it is only slightly more
effort to choose the manual licensing procedure, by which the licensing takes place on a suitable
computer's browser.
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Step

Description

Call up the "License status" menu item from the LoginServer's context menu
and subsequently confirm with the [License] button.

Alternatively, a call via the "APROL licensing"” menu is possible.

2 Enter the 11 digit B&R serial number in the following dialog. The serial number can
be taken from the license certificate that belongs to the scope of delivery.
15 Liceraing- Erlicomss anpinfrichizss) BEEE
Licensed
Senial number [rasassoamas
Remuinmg evalastion period. [0 days, 00 hows. 00 min, 00 secs
Actual Dongle 1D [ne dongte founa Betresh
Larry out bcensing autematicaty (anline)
Carry gut Reansing manually (omns)
Ilustration 94
3 Start the automatic licensing by choosing the [Carry out licensing automatically
(online)] button.
Through this, an internet connection is built up to the license database, and the
system's licensing is automatically carried out.
5.1.3 Manual licensing

The existence of an internet connection on the computer to be licensed is not necessary for
the manual licensing.

Step Description

1 Call up the "License status" menu item from the LoginServer's context menu
and subsequently confirm with the [License] button.
Alternatively, a call via the "APROL licensing" menu is possible.

2 Enter the 11 digit B&R serial number. The serial number can be taken from the
license certificate that belongs to the scope of delivery.

3 Start the manual licensing by choosing the [Carry out licensing manually

(offline)] button.
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Step Description

4 A corresponding system code, which must be subsequently registered via the B&R
homepage, is output in the following dialog.

Note the system code that is output.

L3 Licensng - Bricense fengingteminess) EEOx|

Pltast oRTOIYOUr SCHGRIEN Code UNDEMESM ©Rd ACTaben cade |5 poSesE Up 1o now. s can be gentrated veth e
ByStEm C024 on e BEA hemepage www.br-automation.com,

System code: |6 YRIGDK-CI6-USH154-HIL

Activation code

Illustration 95

The dialog is not allowed to be closed in the meantime, because a new system
code is generated when it is opened again.

If a registration has taken place via the B&R homepage with the system code that
has been previously generated, without having licensed the APRLOL system via
activation code, then it is also necessary to contact B&R (per telephone) in order to
carry out the licensing with the serial number that has been made available.

5 Select the "Service / Software registration” menu item on the B&R homepage
"www.br-automation.com” from a computer with an existing internet
connection.

Open the "Registration” link in the "APROL Process Automation" section.

Please enter the system code that was previously detected in the dialog and
confirm your entry with [Register].

Registering the B&R Automation Studio and detecting the activation code
takes place with the same dialog.

See the following illustration for this.
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ftware registration - Mozilla Firefox
Datei Bearbeiten Ansicht Chronk Lesezeichen Extras Hife

‘ I B B2R - Software registration L-i_-_l

(€& BB b jcpsirde fxchg/br- _comhs. sl fservice_2051_ENG_HTML.him w GIE" Google P] ® & -

Company Industries Products JECIUCEE Events News Career myPortal

M e Service > Software registration Search

Dowricass
General downloads Software registration
Personal uploads APROL process automation

Starting with R3.4, APROL software is activated by registering it using the license code purchased from
ST FEE O B&R (BAR serial number). This procedure must be used for the following APROL systems: Enaineering
Software registration (E), Operator (0), Runtime (R) and Gateway (G).
ToEranirEroEs Register
Service order portal

SafeDESNGNER

Support portal
Do you have¥g full version of B&R SafeDESIGNER? Register your software now to take full adwantage of

Configuration portal all its function}once the trial period expires.

Remote access
Register

Online meeting

automationLETTER Automation Studfo Target for Simulink®

Subscribe here to receive | Do you have a full verf§on of B&R Automation Studie Target for Simulink(R) V3.0 or higher? Register —

the latest news about your software now to taWg full advantage of all its functions once the trial period expires.

current automation trends

directly in your mailbox. Redister

Your e-mail address | EEN
FieldbusDESIGNER

B&R FieldbusDESIGNER is a staNdalone tool based on Automation Studio. It can be downloaded for free
and makss it possible to easily cMgfigure BaR fieldbus components. Register your edition now free of
charge to take full advantage of aljts functions once the 30-day trial period expires.

i} service.br i atior 11d=SID-0A2B820A-FEBSAFE I

B&R APROL Process automation / Automation Studio / Target for Simulink / F

Please enter the B&R AutomationSoftware™ system code to System Code
unlock the full version.

< F -

Illustration 96: Determining the activation code

If the system code has been incorrectly entered (e.g. incomplete or wrong format) then
a corresponding error message is output after pressing the [Register] button!

Step Description

6 Note the activation code that is returned on the B&R homepage, or copy the
activation code in a file and transfer it subsequently to the server.
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Step Description

7 Enter the activation code in the dialog mentioned in step 4, and confirm your entry
with [OK].

The manual licensing is completed thereafter. The licensing success is confirmed
in the dialog that follows.

The licensing success is shown when calling the "License status" context menu
in the LoginServer.

_‘—[EJ License Information - LoginServer (engini@ichwie3s)
—License Information
License mode: Licensed (ERD)
Serial number. AIATTINGIK
Bernecker + Rainer
Licensee: Industrie-Elektronik Ges.m.b.H
Niederlassung Essen
Customer number: 0000221044
Delivery date: 12/20/2010
Licensing date 12217201
Registration counter: 33
~Dongle information
Dongle ID at license time: no dongle
Actual Dongle ID: no dongle
—Release information
AFPROL release: AFROL R3.7-0115
APROL release date: 05A1/2012
APROL major release date: 07/12/2010
Remesh |[ oK

Illustration 97

5.1.4 Monitoring the license status via system variables

I~ The "SysMon" CAE library functionality should be used for the system and self-
1’ monitoring.

The license status can be monitored in the scope of the system and self-monitoring with the new
'LicenseState' and '_LicenseEvalTime' system variables.

Please note that the new "_LicenseState" system variable does not replace the old
" DongleState" variable with the same functions. Adjustments to the logic may be
necessary because of this.

The old "_DongleState" system variable could adopt the following values:

0 Dongle detected, license mode is active
1 No dongle present, demo mode is active
2 Demo time has expired

3 unknown error

The system variables have the following prefix:
<Instance name of the computer> <M | S >

s The following applies for the nomenclature of the system variables:
d If a redundancy system is present then the configured slave is marked with the letter 'S'.
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Variable Description Type
_LicenseEvalTime This system variable states the remaining time in DINT
evaluation mode. The value is output in [sec].
The value "0" is displayed after a successful licensing.
_LicenseState This system variable provides the license status. INT

-1 = Unknown license error

0 = Unknown status

1 = Evaluation mode active

2 = Evaluation period expired
3 = Licensed

4 = License expired

The following dialogs are output depending on the license status:

License status:

Error while checking the license (_LicenseState = - 1)

A= 0E X

Attention:
An error occurred during the license check,

The integrity of the system cannot be guaranteed in this state!

Please contact BER straight away in order to fix this error,

Illustration 98

The message appears every 60 seconds

APROL evaluation mode (_LicenseState = 1)

. runtime@doesrvi

i : Attention:
You are using a time-limited evaluation license!

07 days, 20 hours, 54 min, 41 secs

The evaluation time runs out in

Please contact B&R in order to purchase a non-limited license.

Illustration 99

The message appears every 60 minutes
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License status:

Evaluation period expired (_LicenseState=2)

" runtime@docsrv1 — o x

4_‘ i Attention:

The time-limited evaluation license has expired!

Please contact BER in order te purchase a non-limited license.

Ilustration 100

The message appears every 5 minutes

License expired (_LicenseState=4)

" runtime@docsrvi - g%

Attention:
Your license has been issued for an older APROL release.

Delivery date of licanse: 19.02.209

Current APROL release date:  10.00.2012

Please contact B&R in order to purchase a valid license for the new APROL release

Illustration 101

The message appears every 5 minutes

Additionally, a complete licensing check is carried out when the following applications
are started and you are made aware of the current license status with the respective dialog:

CaeManager, DisplayCenter, StartManager, DownloadManager, ControllerManager

5.1.5 Logging of the APROL license state change

The system messages, based on the ChronoLog mechanism, allow a comfortable
and flexible display and analysis of all state changes in the licensing.
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System messages - Filtered (7
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PAMLDAR not configured (user=Supenisce
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Ilustration 102: Logging of the license status in the APROL system messages

Furthermore, all status changes are entered in the Configuration Report.

[ overview | Confiauration istory |
overview

| U . [ = =
= a - e N R R W e ) . % osnenor2 240000 Lo I
Results [ Page
HBOHNEH SETQOERSH ESVQOREE H==| @m kK
- — = -_
Bl FEEEERESREBE
-
Time =a Masrage type Message va ©id value A Mew valus ™ cC-Account Applicalion ¥ AptoiCe
‘Srow a8 sousces =l
Somaltpes =] Show sty
05142002 071551 [ message Change language to 049" engin o s gt _AproSeectLanguage
05152012 16:38:20 [1] meseage Changs language to 001° engin o scipt_AproiS slectLanguage
05152012 16:01:31 7] message Changa languags to 048" engin & senp_aprors sactLanguage
Found vald icense 2
152012 15981 E
05152012 153910 [7] info_ntemal ASATIINGIGEX) engin sciipl_Brlicense
L ance galanase
ki 3t | focEricenso P
0152012 159509 (3 intontemal | 0 sngin o scipt_Briicense
rastored.
QHiine registration
05452012 15:0831 [T info_intemal  (CreateSysid) engin F scipt_Briicense
successtully completed
Liconse dalabase saved
05182012 183831 [7] info_intemal @ fesc/Brliconse engin #scnpl_BrLicense
BrLicensa 1137089111
05152012 12:31:43 [7] message Change language to 001" engin o sciipl_AproiSelectLanguage
Hetivation of LOAP
05152012 13:23: 2% [[] message configisation suce 38ty roct  scipl_AproiContig Hap
completed
s [ message___ Ghanaes for kiop roct I___.-.’wm mmgwn__._ﬂw__lﬂ
¥
APROL R 3 7.0115 (4B, © 19953013 Bemecker + Raner Industie Elekirons: Ges m b H Actual sever time 073141

Illustration 103: Display of the status change in the Configuration Report

5.1.6 License loss due to hardware exchange

& A new licensing is always necessary if the root partition hard drive is exchanged.

The hard drive exchange should be reported to B&R support at soon as possible, in order
that the corresponding license counter is increased and a new licensing with the same
serial number is then possible.

By using the (optional) 'License Protection Hardware Key', you can avoid the loss of the license
because of a hardware exchange until the new license is available. There is no license loss as
long as the same dongle remains insterted which was inserted at the time of licensing. If the
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dongle is removed and there is no new licensing, an invalid license environment will be
signalized.

Detailed information can be found in the following chapter Optional use of the ‘License
Protection Hardware Key'.

5.1.7 Special information about the 'B&R Partner License’

B&R provides a '‘B&R Partner License' for system integrators.

This license contains all system functionalities (without any kind of limitation) and is only
allowed to be used for engineering operations.

E!S A use on productive systems is not allowed!

Fil: Zct Build ‘iew Repols Exias Login Help B&R Partner License [l #§
® BB 98 6 oW B (st el OL_Campact_4w/ aa F0T R DR EEEA
Project: SamplesPraject (Lagseal-Struciure)
Praject: Samgles ioject (Fys cak-Stucieg)
Scrver (enginfis foi -
Liranes: 5amalss=rojact dLogieal-Stuctare) nj- LopinServer (enginttshvriest) = _ox
License Infomztion
_ - ) Licerse mae Licensed (R
T|E @[S T [ summeaver =/ | senat ramver Partner License
| Tvne fHame « Slalus Masking Instanee | Vesiencomment Gemacker + Rainel ime Mediied by | 4
= Il SamplesPioject .00+ 040 Belspiele | | Leersee Incastrie-Clektoni< Ces.mb.b 0341 CEST apral 1
Maderlassung Eszan
Customer Aumbsr. 0003221044
Delhery date: 12302010
Licensing date 12z
RegiEnatan couiter kK
Dongss Inmmation
Dongle D &t Ieense dme: o dange
Actual Dangle I o Bange
Felaasa ntrmation
AFROL ralnase AZROL R3.7-0115
AFROL ralassa dare: os1 12
AFROL Malar release date ar2me
[ TRty Semesh [ QK
i I . . e R i A RO s S e AN | G i s N g s g

Illustration 104: Characterization of a B&R Partner License

5.1.8  Optional use of the 'License Protection Hardware Key'

The BrLicense license database is created in the /etc/BrLicense directory when
installing the system software.

;_:'H_n. The license database, which contains amongst others computer specific information, is
not allowed to be manipulated, moved, or copied!

This would result in that the license mechanism no longer recognizes the APROL
system as being 'licensed' and the APRLOL system can no longer be operated.

In addition to the existing web based licensing, you also have the possibility to use the so-
called 'License Protection Hardware Key'.

The system licensing (Software registration) can take place via the additional use
of a 'License Protection Hardware Key' for use on a USB port and allows the creation of a
'mobile license'.

A2 Getting Started
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For this, a B&R USB dongle must be inserted at the moment of installation (online or offline).
After the dongle has been inserted, the device /dev/aks/hasp/* should have been created.
In doing so, the unique ID of the hardware key is recorded in the licensing file during the
licensing.

T If the system has already been licensed, the use of the hardware key is only then
possible by re-licensing completely.

This allows the copy of the license file on one or more physical control computers, so that these
can then be operated alternatively with the hardware key.

EDIJ The USB dongle thus allows for example, the preparation of a substitute control
computer, which can be put into operation when a redundant server crashes by simply
plugging the hardware key.

A simultaneous operation of the license in the license file on the installed control
computer and the substitute control computer is not allowed.

The License Protection hardware Key can be ordered from B&R with the following
material number:

B&R material number: B&R material text:

AP.ACC-1500 License Protection Hardware Key

iy The Linux package 'aksusbd-suse’, which is installed
per default, is necessary in order to license via the
'License Protection Hardware Key'.
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A2-6 Multiscreening

6.1 General information about Multiscreening

Multiscreening on servers is handled using multiple (in this case two) graphics
cards. That means this type of Multiscreening cannot be compared with Multiscreening via a
VGA splitter.

With the VGA splitter solution, the entire picture coming from the computer is distributed to
several monitors using special hardware (VGA splitter).

The Multiscreening solution introduced here uses the installation and configuration of additional
graphics cards and a second display to extend the desktop or work with a completely separate
system on the second screen.

use of Multiscreening offers you the following basic benefits:
Better overview in the CAE and during operation,

Swapping of faceplates to another monitor,

Swapping of the alarm list to another monitor

The
,{llj The swapping of docked application modules to another monitor,

Simultaneous display of engineering and runtime environments

L

6.1.1 Multiscreening with APC 910

Because of the 5SAC901.LDPO-00 and 5AC901.LSDL-00 interface cards, up to 3 monitors can
be connected and operated without an external NVIDIA card.

The BIOS and firmware on B&R equipment must always be up-to-date in order to correctly
configure the 3x screening.

New versions can be downloaded from the B&R homepage (www.br-automation.com).

At the time of this document, this is version 1.16.

Section from the APC910 user manual. Please always refer to this manual, because it may not
be possible to adopt certain newer versions at all or partialy.

f‘.! A BIOS upgrade might be necessary for the following reason:

To update implemented functions or to add newly implemented functions or
components in the BIOS setup (information about changes can be found in the
'readme’ files of the BIOS upgrade).

What information do | need?
Custom BIOS settings are deleted during a BIOS upgrade.
It makes sense to record the different software versions before an upgrade is carried out.

Multiscreening
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http://www.br-automation.com/de-at/produkte/industrie-pcs/automation-pc-910/monitor-panel-optionen/5ac901ldpo-00/
http://www.br-automation.com/de-at/produkte/industrie-pcs/automation-pc-910/monitor-panel-optionen/5ac901lsdl-00/
http://www.br-automation.com/de-at/downloads/#categories=industrie-pcs-und-panels/automation-pc-910/qm77hm76-cpu-board/
http://www.br-automation.com/de-at/downloads/industrie-pcs-und-panels/automation-pc-910/automation-pc-910-anwenderhandbuch/

Which BIOS version and firmware are already installed on the APC910?

This information can be found of the following BIOS setup page. After switching on the APC910,
you can get to the BIOS Setup by pressing [DEL]. From the BIOS main menu 'Advanced’, select
'OEM Features' sub-item.

Procedure with MS-DOS

Step

1

Download the ZIP file from the B&R homepage www.br-automation.com

2

Create a boot-able media

Information about creating a boot-able media can be found in the APC910 user
manual:

Creating an MS-DOS boot disk in Windows XP

USB Memory Stick for B&R Upgrade Files
Mass Memory for B&R Upgrade Files

Copy the content of the *.zip file to the boot-able media. This step is not necessary
If the B&R upgrade was already created via the 'B&R embedded OS installer'.

Connect the boot-able media to the B&R equipment and reboot

The following boot menu is shown after startup:
UpgradeAMIBIOSforAPC910(5PC900.TS77-0x)
2) Exit

Concerning point 1: BIOS is automatically upgraded (default after 5 seconds).
Concerning point 2: Return to the shell (MS-DOS).

If you do not press a button within 5 seconds, then step 1 'Upgrade AMI BIOS for
APC910 (5PC900.TS77-0x)" is automatically carried out and the industry PC is
independently updated.

The system must be rebooted after a successful upgrade.

Reboot and press the [DEL] key to enter the BIOS setup menu and load the setup
defaults; then select 'Save Changes and Exit'.

Information:

If this is the current BIOS, select the default seetings (F9) and then 'Save Changes
and Exit'.

A2 Getting Started
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IF Option 1

Illustration 105: Connections APC910
1. DVl interface
2. Display portl (additonal DVI adapter necessary)

3. Extension card with display port 2 (additonal DVI adapter necessary)

6.2 Graphics cards for Multiscreening

i" A current listing of all B&R supported and tested graphic cards, respective of the
computer hardware, can be found in the B&R Product Catalog ' Process
Automation' or on the B&R web side ‘www.br-automation.com'.

An overview can be found on the web page in 'Products / Process Control /
Hardware / Multiscreening'.

A current overview can alternatively be obtained via the B&R support.

The necessary graphic card drivers can be found on the homepage of the respective
graphic card manufacturer.

6.3 Setup of the Multiscreening for NVIDIA graphic cards

The following pages describe the steps that are necessary for configuring a Multiscreening with
NVIDIA graphic cards. These steps go from the installation to the setup of the driver and up to
the adjustment of the KDE environment (Desktop environment).

Multiscreening
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The following points should be checked beforehand in order to be able to carry out these
configurations:

Point: Description:

1 Use of monitors of the same type
(recommended, to avoid complications)

2 Connection of the monitors with the same cables
(VGA or DVI (Recommended)), as otherwise complications may arise with the
driver

3 Setting of the signal type used in the monitor, so that all monitors are
addressed when identifying the monitors.

4 Use of the correct driver

There are 2 driver variations available:

- for PCI express cards. V185.18.XX
- for PCI cards and mixed operation with PCI express: V173.14-XX

6 Use of the current driver version

The driver can be obtained from the NVidia homepage (www.nvidia.de).
6 Deactivation of the onboard graphic card in the BIOS
6.4 Installing the NVIDIA driver

In any case, the current driver version should be used for the installation of the driver. The
current driver can be found in the NVIDIA homepage on www.nvidia.de.

The computer that is to be configured must be switched to runlevel 3 after the driver has been
downloaded. This takes place in the console, as Linux superuser 'root’, with the init 3 Linux
command.

Then the installation of the driver can take place. Now change into the directory in which the
driver is located.

The installation is started with the sh <Name of the driver>command.
Example: sh NVIDIA-Linux-x86-1.0-9755-pkgl.run
The message regarding the license agreement follows.

In this step, the question "Download kernel from FTP side (via internet connection)?" should
be answered with "NO".

Confirm all other questions with "Yes" or [OK].

After the installation, execute the following command in runlevel 3 (init 3) on the console:
sax2 —r —m O=nvidia

This command creates a new configuration file by using the NVIDIA driver.

The X configuration normally takes palce with the sax2 tool. The configuration information for X
is then written to the /etc/X11/xorg.conf file.

A2 Getting Started
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|a It must be noted that there may always be small changes to the delivered hardware in

the normal course of the product lifetime; this concerns graphic chip sets, etc..
Therefore, the /var/log/Xorg.0.log file should be checked for possible error messages
after the X has started.

These error messages can be processed simply in the /etc/X11/xorg.conf file by
experienced members of staff.

There is no general 'recipie’ or instructions for a correct configuration of all possible hardware
combinations as this is not practicable. This documentation contains an example xorg.conf
which should function in the most cases.

6.5 Configuration of the graphic card

6.5.1 3x screening with APC910

The xorg.conf file

Unnecessary sections have been removed and are not visible in this example.
Changed parts are marked in blue.

# /.7

# SaX generated X11 config file

# Created on: 2014-07-09T09:41:48+0200.

#

# Version: 8.1

# Contact: Marcus Schaefer <sax@suse.de>, 2005
# Contact: SaX-User list <https://lists.berlios.de/mailman/listinfo/sax-users>
#

# Automatically generated by [1SaX] (8.1)

# PLEASE DO NOT EDIT THIS FILE!

#

Section "Files"
FontPath  "/usr/share/fonts/misc:unscaled"
FontPath  "/usr/share/fonts/local"
FontPath  "/usr/share/fonts/75dpi:unscaled"
FontPath  "/usr/share/fonts/100dpi:unscaled"
FontPath  "/usr/share/fonts/Typel"
FontPath  "/usr/share/fonts/lURW"
FontPath  "/usr/share/fonts/Speedo”
FontPath  "/usr/share/fonts/PEX"
FontPath  "/usr/share/fonts/cyrillic"
FontPath  "/usr/share/fonts/latin2/misc:unscaled"
FontPath  "/usr/share/fonts/latin2/75dpi:unscaled"
FontPath  "/usr/share/fonts/latin2/100dpi:unscaled"
FontPath  "/usr/share/fonts/latin2/Typel"
FontPath  "/usr/share/fonts/latin7/75dpi:unscaled"
FontPath  "/usr/share/fonts/baekmuk:unscaled"
FontPath  "/usr/share/fonts/japanese:unscaled"
FontPath  "/usr/share/fonts/kwintv"
FontPath  "/usr/share/fonts/truetype"
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FontPath  "/usr/share/fonts/uni:unscaled"
FontPath  "/usr/share/fonts/CID"
FontPath  "/usr/share/fonts/ucs/misc:unscaled"
FontPath  "/usr/share/fonts/ucs/75dpi:unscaled"
FontPath  "/usr/share/fonts/ucs/100dpi:unscaled"
FontPath  "/usr/share/fonts/hellas/misc:unscaled
FontPath  "/usr/share/fonts/hellas/75dpi:unscaled"
FontPath  "/usr/share/fonts/hellas/100dpi:unscaled"
FontPath  "/usr/share/fonts/hellas/Typel"
FontPath  */usr/share/fonts/misc/sgi:unscaled"
FontPath  "/usr/share/fonts/xtest"
FontPath  "/opt/kde3/share/fonts"
InputDevices "/dev/gpmdata”
InputDevices "/dev/input/mice"

EndSection

Section "ServerFlags"
Option "AIGLX" "on"
Option  "AllowMouseOpenFail" "on"
Option  "AutoAddDevices" "off"

Option  "ZapWarning" "on"
EndSection
Section "Module"

Load "dri"

Load "dbe"

Load "freetype"

Load "extmod"

Load "glx"
EndSection

Section "InputDevice"
Driver  "kbd"
Identifier "Keyboard[0]"
Option  "Protocol" "Standard"
Option  "XkbLayout" "de"
Option  "XkbModel" "microsoftpro”
Option  "XkbRules" "xfree86"
Option  "XkbVariant" "nodeadkeys"
EndSection

Section "InputDevice"
Driver ~ "mouse"
Identifier "Mouse[1]"
Option ~ "Buttons" "12"
Option ~ "Device" "/dev/input/mice"
Option ~ "Name" "Logitech USB Optical Mouse"
Option  "Protocol" "explorerps/2"
Option ~ "Vendor" "Sysp"
Option  "ZAxisMapping" "4 5"
EndSection

Section "Screen"
DefaultDepth 24
SubSection "Display"
Depth 15
Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"
"800x600" "768x576" "640x480"
Virtual 3840 1200
EndSubSection
SubSection "Display"
Depth 16
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Modes  "1280x1024" "1280x960" “1280x800" *1152x864" "1280x768" "1280x720" “1024x768" *1280x600" "1024x600"
"800x600" "768x576" "640x480"

Virtual 3840 1200
EndSubSection
SubSection "Display"
Depth 24
Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"
""800x600" "768x576" "640x480"
Virtual 3840 1200
EndSubSection
SubSection "Display™
Depth 8
Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"
"800x600" "768x576" "640x480"
Virtual 3840 1200

EndSubSection
Device  "Device[0]"
Identifier "Screen[0]" # Connection to definition section device
Monitor  "EXT1" # Here monitor 1
EndSection

Section "Screen"
DefaultDepth 24
SubSection "Display"
Depth 15
Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"
"800x600" "768x576" "640x480"
Virtual 3840 1200
EndSubSection
SubSection "Display"
Depth 16
Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"
""800x600" "768x576" "640x480"
Virtual 3840 1200
EndSubSection
SubSection "Display"
Depth 24
Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"
"800x600" "768x576" "640x480"
Virtual 3840 1200
EndSubSection
SubSection "Display"
Depth 8
Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"
""800x600" "768x576" "640x480"
Virtual 3840 1200
EndSubSection
Device  "Device[0]"
Identifier "Screen[1]"
Monitor  "EXT2"
EndSection

Section "Screen"
DefaultDepth 24
SubSection "Display"
Depth 15
Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"
"800x600" "768x576" "640x480"
Virtual 3840 1200
EndSubSection
SubSection "Display"
Depth 16
Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"
"800x600" "768x576" "640x480"
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Virtual 3840 1200
EndSubSection
SubSection "Display"
Depth 24

Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"

"800x600" "768x576" "640x480"
Virtual 3840 1200
EndSubSection
SubSection "Display"

Depth 8

Modes  "1280x1024" "1280x960" "1280x800" "1152x864" "1280x768" "1280x720" "1024x768" "1280x600" "1024x600"

"800x600" "768x576" "640x480"
Virtual 3840 1200
EndSubSection
Device  "Device[0]"
Identifier "Screen[2]"
Monitor  "EXT3"

EndSection

Section "Device"
BoardName "lvybridge M GT2"
Driver "intel"
Identifier "Device[0]"
Option "monitor-VGAL" "VGA1"
Option "monitor-HDMI1" "EXT1"
Option "monitor-HDMI2" "EXT2"
Option "monitor-HDMI3" "EXT3"
Option "monitor-DP1" "DPS"
Option "monitor-DP2" "DPS"
Option "monitor-DP3" "DPS"
VendorName “Intel"

EndSection

Section "Monitor"
Identifier "DPS"
Option "Ignore™ "true"

EndSection

Section "Monitor"
Identifier "VGAL"
Option "lgnore™ "true"

EndSection

Section "Monitor"

HorizSync 30-82

ldentifier "EXT1"

ModelName "1280X1024@60HZ"
VendorName "-->LCD"
VertRefresh 50-60

EndSection

Section "Monitor"

HorizSync 30-82

Identifier "EXT2"

ModelName "1280X1024@60HZ"
Option "RightOf" "EXT1"
VendorName "-->LCD"
VertRefresh 50-60

EndSection

Section "Monitor"

HorizSync 30-82

Identifier "EXT3"

ModelName "1280X1024@60HZ"
Option "LeftOf" "EXT1"

# Here is the defition of the 3 monitors
# Monitors are defined and addressed
# via the name EXT?

# These entries are necessary.

# DVI connections are used
# Deactivieren of VGA

# See device section

# Definition of an LCD monitor without vendor

# See device section

# Right of monitor 1

# See device section

# Left of monitor 1
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VendorName "-->LCD"
VertRefresh 50-60
EndSection

Section "ServerLayout"

Identifier "Layout[all]"

InputDevice "Keyboard[0]" "CoreKeyboard"

InputDevice "Mouse[1]" "CorePointer"

Option ~ "Clone" "off"

Option ~ "Xinerama" "off" # Xinerama is not possible
EndSection

Section "DRI"
Group  "video"
Mode 0660

EndSection

Section "Extensions"
Option "Composite™" "on"
EndSection

6.5.2 Other multiscreening configurations

Then put the computer in runlevel 5 (as Linux superuser 'root' with the init 5 command) and log
in as a CC-Account user (Engine / runtime / operator).

Log yourself in on a console as the Linux superuser (via sux - root command) and then execute
the "nvidia-settings" command.

f’ 13 Prerequisite for the configuration via 'NVIDIA X server settings' is that all monitors are
connected.

Start the 'NVIDIA X server settings' tool and choose the "X server display configuration" item.
You should find all of the screens here, which are connected to the graphic card(s).

If this is not the case then actualize the view with the [Detect Displays] button. It may be
necessary to press the button several times.
| /5] NVIDIA X Server Seftings.

¥ Server Information e
'
X Server Display Configuration

nviDia

¥ X Screen0

% Server Color Correction

X Server XVideo Settings

Cursor Shadow

OpenGL Settings 1600x1200 1600x1200 1600x1200 1600x1200

OpenGLGLX Information

Antialiasing Settings
¥ GPUO- (Quadro NVS 285)

Thermal Monitar

PawerMizer

CRT-0- (ViewSonic VP2130 SERIES)

CRT-1- (ViewSonic VP2130 SERIES)

¥ GPU 1 - (Quadro NVS 55280 PCI)

PowerMizer [ Enable Xinerama

DFP-0 - (ViewSonic VP2130 SERIES)

DFP-1- (ViewSonic VP2130 SERIES) Display |x Screen |
nvidia-settings Configuration
WModel: ViewSonic VP2130 SERIES (CRT-0an GPU-0) = |
( configuration: Separate X screen Canfigure... }
Resolution: 16001200 b= 1 60 Hz b= ]

Apply | Detect Displays | Advanced...| Resst

| @ Hilfe | ﬂ Beenden

Illustration 106: NVIDIA X Server Settings
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If one selects a screen, one obtains the current configuration.

The configuration type of the current display is shown in the "Configuration"” item. This field can
have the following values:

a) Disabled:
The screen is deactivated

b) Separate X-Screen:
The screen has its own workspace with program bar and menu

C) TwinView:
The screen builds a common workspace with a second screen, in which one can move
windows and maximize them to the entire workspace.
Limitation: There can always only be 2 screens in a group.

A solution for this is the "Xinerama" mode, which will be described in the point d).

d) Xinerama:
All of the configured screens build a common workspace in "Xinerama" mode. All of the
screens must possess the "Separate X-Screen"” type as basis for the Xinerama mode.
This option can be activated with the "Enable Xinerama" option.

Resolution and screen frequency are set with "Resolution”. It is recommended to set definite
values here and not to use the "Auto" option.

After choosing the X Screen tab, the position of the screen is stated in "Position". We
recommend that the left monitor obtains the absolute position, and the rest of the monitors are
adjusted according to it.

If one has configured a 4-times Multiscreening and "TwinView", the leftmost screen of the
"screen pair" is to be configured as absolute and the rightmost monitor adjusted according to it.

™ 5] WVIDIA X Server Settings. EBEE

X Server Information
* Server Display Configuratian

v X Screen0

X Server Color Correction

X Server XVidea Seftings
Cursor Shadew
OpenGL Settings 1600x1200 16001200 1600x1200 16001200

OpenGLIGLX Information

Settings.

wSonic VP2130 SERIES)

wSonic VP2130 SERIES)

Pawerhlizer Enable Xinerama
DFP-0- (ViewSonic VP2130 SERIES)

DFE-1 - (ViewSenic VP2130 SERIES) Display X Screen ‘

nvidia-s=ttings Configuration [

Color Depth: 16.7 Million Colors (Depth 24y ﬂ

‘ (g uire i Eencen

Ilustration 107: Defining the position
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X Server XVideo Settings

Cursor Shadow
OpenGL Settings
OpenGLIGLX Information
Antialiasing Settings

¥ GPU0- (Quadro NVS 285)

Thermal Meniter

Sonic VP2130 SERIES)
CRT-1 - (ViewSonic VP2130 SERIES)
[+ GPU 1 - (Quadre NVS 55280 PCI)
Powerlizer

DFPO- i VP2130 SERIES)

c VP2130 SERIES)

NVIDIA

1600x1200

1600x1200

1600x1200

1600x1200

Enable Xinerama

Display X Screen ‘

Screen Number: P

Color Depth 16.7 Million Colors (Depth 24)

Gmmm Right of

4 far

Delete

Apply | Detect Displays | Basic. | Resst

Save o X Configuration File

(6 i ] Esenden

Ilustration 108: Alignment of the 2nd monitor

After the configuration has finished it must be saved with the [Save to X Configuration File]
button. The following window appears.

Shaw praview...

|fehc.fx1 1/xarg conf

{Merge with existing file.

& savwe ‘ XCanoell

Ilustration 109: Saving the X configuration

One can see the configuration (xorg.conf) beforehand, and eventually change it, with the [Show
preview] button.
This could be necessary for example when using the "Xinerama" configuration type. If a

configuration has been previously created with "Sax2" then the configuration file contains entries
(lines) that cannot be interpreted by the Nvidia driver, which could leads to that the "Xinerama"

mode does not work.

When using the "Xinerama" mode open the configuration file via [Show preview] and

check the configuration for the following marked lines.

If they are present then both lines are to be removed, the configuration then saved via

[Save], and the program closed.
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# nvidia-settings: X configuration file generated by nvidia-ssttings -
# nvidia-settings: version 1.0 (buildmeister@builder57) Thu Jul 17 18.40:12 POT 2008

#1.4
# SaX generated X 11 config file
# Created on: 2008-03-31T00:48 2040200,

#
# Version: 7.1

# Contact: Marcus Schasfer <sax@suse de=. 2006

# Contact: SaX-User list <httpsi/lists. berlios. de/mailman/listinfo/sax-users>
#

# Automatically generated by [ISaX] (7.7)

# PLEASE DO NOT EDIT THIS FILE!

#

Section "ServerLayout”
Identifier  “Layoutiall]"
Screan 0 "5 000

EndSection

=l
[T I 0+
|aemx1 1uorg conf Birowss:

Merge with existing file.

Q Save ‘ X Cancel ‘

Illustration 110: Removal of the lines in the configuration file

An X server restart is necessary in order to load the configuration. This can be done either with
[STRG] + [ALT] + [Backspace], or with the combination of an init 3 Linux command on the
console followed by init 5.

E!S All open programs are to be saved and closed before the graphic is restarted.

If the configuration has been properly carried out then all screens must now light up briefly and
show the NVIDIA symbol.

f.!;." It is recommended to make a backup copy of the current configuration.
The configuration file is stored in the /etc/X11 directory with the name
xorg.conft.

6.6 Display and order of the monitors

Open the 'System settings' in the KDE menu and select the 'Display’ item in the 'System
management' section in order to display and check the monitor configuration in KDE.
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- HDMI1 (Connected)

Size:| 1280x%1024 (Auta) -

Refresh:| 60.0 HZ v

Orientation: 4k No Rotation -
Fosition;| Absolute - 1280 ]

| HDMIZ (Connected)

Size:| 1280x1024 (Auta) -
Refresh:| 60.0 H= o
Orientation;| 4} No Rotation -

Paosition; Right of HOMIT |~

| HDMI3 (Connected)

Size:| 1280x1024 (Auto) -
Refresh: 0.0 Hz - T o e
O[’[Qntatjon: ﬁ No Rotation - 12801024 {800 Hz) 1280100 4 (600 Hz) 138001004 @O0 Hz)
Fosition:| Left of - HDMIT | =
Ilustration 111: Display of the monitor configuration
6.7 X displays for auto-start configured applications
The applications configured for auto-start in the system can be duplicated on different

monitors with AprolConfig. This take place in the 'Display’ configuration aspect.

AprolConfig (Display)

% Exportal

eate
B
scavaryPaint
- Erint ‘:)) Activate Display configuration

H uer L systemmensn ges. | (51 contgurenon mstery Clase

Ilustration 112: AprolConfig: Display configuration aspect

Thereby, up to a maximum of three displays can be additionally chosen. The Display :x.0 is
always active. On application instance is started up to a maximum of four times.
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A2-7 Touch-screen configuration

Multitouch Panel:

5AP933.240C-00

Chapter 'Multitouch Panel 5AP933.240C-00 and 5AP933.215C-00 installation /
configuration’

5AP933.215C-00

Chapter 'Multitouch Panel 5AP933.240C-00 and 5AP933.215C-00 installation /
configuration’

5AP933.156B-00

XX € <

Does not have native resolution and is not supported.
5AP933.185B-00
Does not have native resolution and is not supported.

Other panel installation / configuration

Under constuction

If graphic problems occur during the AutoYaST installation (e.g. a continuous black
screen), see chapter Problems when using the Intel graphic chip setin SLES 11

E

7.1 Multitouch Panel 5AP933.240C-00 and 5AP933.215C-00 installation /
configuration

The following chapter explains how to operate a multitouch panel with an server

Connection on the link module 5DLSDL.1001-00:

After the 24 volt B&R power supply is attached to the multitouch panel, connect the panel USB
port with a USB type B -> USB type A cable, and a display cable (see the delivered instruction
manual).

7.1.1 64 bit installation of the 3M driver

Download the 3M driver from the 3M support

Navigation: Enter link in web browser %

For 64 bit:

Touch-screen configuration
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http://solutions.3m.com/3MContentRetrievalAP1/BlobServiet?Imd=133676776
3000&01ocale=en_US&assetType=MMM_Image&assetl1d=1319228114026&blobAttribu
te=ImageFile

Executing the driver for the respective architecture

Navigation: In a console as Linux superuser 'root'.

1) Change rights and call driver

chmod +x MT7.14.0_0.bin64 ; ./MT7.14.0_0.bin64 64 bit

2) Confirm the 'Software License Agreement Document' with "Y".

Y

3) Unpack the resulting twscreen.7.14.0.tar.gz.

tar xvfz twscreen.7.14.0.tar.gz -C /Zusr/local

4) Change to the new 'twscreen' directory.

cd Zusr/local/twscreen

5) Install driver.

_/Install

6) Re-link library

cd Zusr/1ib64/ ; In -sftv /usr/local/twscreen/libTwSystemRnR.so
libTwSystem.so

7) Re-link TwMonitor

cd Zusr/local/twscreen ; In -sfv TwMonitorRnR_bin TwMonitor

8) Configure boot service.

insserv -f /etc/init.d/TWDrvStartup

9) Set the 'AutoAddDevices' entry in the 'ServerFlags' section of the Zetc/X11/xorg.conf
file to 'on' or expand the section with the entry if does not exist.

vi /etc/X11/xorg.conf

10) Reboot server.

Configuration finished i
7.1.2 32 bit installation of the 3M driver

Download the 3M driver from the 3M support

Navigation: Enter link in web browser '@g

For 32 bit:

http://solutions.3m.com/3MContentRetrievalAP1/BlobServlet?Imd=133676775
8000&1ocale=en_US&assetType=MMM_Image&assetl1d=1319208999149&blobAttribu
te=ImageFile

Executing the driver for the respective architecture
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Navigation: In a console as Linux superuser 'root'.

1) Change rights and call driver

chmod +x MT7.14.0_0O.bin ; ./MT7.14.0_0.bin 32 bit

2) Confirm the 'Software License Agreement Document' with "Y".

Y

3) Unpack the resulting twscreen.7.14.0.tar.gz.

tar xvfz twscreen.7.14_.0.tar.gz -C /usr/local

4) Change to the new ‘twscreen' directory.

cd Zusr/local/twscreen

5) Install driver.

/lInstall

6) Re-link library

cd Zusr/lib/ ; In -sfv /usr/local/twscreen/so6/1ibTwSystemRnR.so
libTwSystem.so

7) Re-link TwMonitor

cd Zusr/local/twscreen ; In -sfv TwMonitorRnR_.bin6é TwMonitor

8) Configure boot service.

insserv -f /etc/init.d/TWDrvStartup

9) Set the 'AutoAddDevices' entry in the 'ServerFlags' section of the Zetc/X11/xorg.conf
file to 'on' or expand the section with the entry if does not exist.

vi /etc/X11/xorg.conf

10) Reboot server.

Configuration finished i

7.1.3 Post configuration / uninstallation of the 3M driver

A post configuration (calibration) can be made with the 'StartCP' tool.

/usr/local/twscreen/StartCP

An uninstallation is carried out with 'Remove’.

cd Zusr/local/twscreen ; ./Remove

7.2 Other panel installation / configuration

This description is under construction at present.

oy Please inform yourself regularly about the current documentation in the '‘Downloads’ section
of our internet page www.br-automation.com.
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Possible connection types
Connection based on DVI cable + serial cable

Connect your automation panel per DVI cable (5CADVI.00xx-00) with the servers DVI
connection. The display must be connected with the serial interface (COM1) of the server with
the help of the serial cable (9A0014.xx).

This design can be used for all conventional graphic cards, and standard computers.

Connection based on SDL cable

The automation panel must be equipped with an SDL card (5DLSDL.1001-00). A connection
between APC and automation panel takes place with SDL cable (5CASDL.00xx-0x or
5CASDL.0400-13).

SDL uses a conventional DVI plugs, and can only be used with B&R APCs.

A configuration in BIOS must be carried out for a touch-screen connection based on SDL.
In advanced ? The parameters of the serial port B must be noted 1/0 Device Configuration.
Thereafter, the serial port B is disabled.

You can access COM port C with Advanced » Baseboard/Panel Features » Legacy
Devices. This is enabled and contains the parameters of serial port B. Subsequently the
changes can be saved with F10, and the APC booted.

Attention: The touch-screen is now interpreted as ttyS1, as the serial port B is disabled.
Therefore: Serial Port A ... ttyS0, COM C ... ttyS1

7.2.1 Configuration with SaXx2

Start "sax2" in the console as root in order to configure the touch-screen.

In
[Change configuration]
» Setting according to image

[Change Configuration]
» [OK/]

P
E"’{E Pay attention to changed connection port (ttyS0/ttyS1) with connection based on DVI
cable + serial cable, or alternatively connection based on SDL cable!
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Manitor \:@ Touchscreen Properties
Touchscieen 1

el |

Mouse
'r:j Agsign touchscreen to display numer 1
[l
[... , 4| Keyboard ~Touchscreen: Selection of manutacturor & name
T__——‘ -
'\“.‘ i Graphic tablet MICROTOUCH
MUTOUCH

WACOM

¥l
‘_‘/‘E!J Remote access
==

[-]

‘ [com [ /devinyS0 ] ’

4o ]

Illustration 113:

» [Test/] » P [Save] B [Close SAX2 -Yes]

[+]9 Cancel

@ Final steps

Save and test configuration
If not OK then press [Strg+Alt+Backspace]

| | cance

Illustration 114:
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®Fine2

[0]:800x500 @ 38 Khz : 60 Hz y

|

Ilustration 115:

Message

@ Configuration saved

Finish Sax2?

Ilustration 116:

Init 3
Init 5
Thereby, the graphical user interface is re-started.

Log in and start the following command in the console:
od -h -w10 </dev/ttyS0

If the touch-screen is touched after the command has been carried out, then it returns the
coordinates of the touch. The general functionality of the touch-screen can be tested with this.

7.2.2 Touch-screen calibration

There are different possibilities to calibrate an Automation Panel or a touch-screen.

7.2.2.1 Use of the Linux tool 'touchcal’
The automatic panel can be calibrated with the Linux tool touchcal.

Proceed as follows to calibrate the touch-screen:

Step Description

A2 Getting Started
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Step Description

1 Log on as LINUX superuser "root".

2 Switch the computer into runlevel 3 with the init 3 command.

3 Change to the [F2] console, for example, with the key combination | © +[ 4= +
[F2].

Basically, with the exception of console [F1], any console can be chosen.

Iu The APROL banner is shown on the console [F1] in the bottom area of the screen.
The complete screen area must be available for the calibration.

Step Description
4 Enter the command "touchcal e /dev/ttyS<x>".

Enter "ttyS0" as the interface description, for example, for the COML1 interface.
5 Thereatfter, 4 points are displayed after another on the touch screen.

Please touch the points that are displayed one after the other, and confirm each
your actions by pressing the [Enter] key.

6 4 coordinates are returned (MinX, MaxX, MinY, MaxY), which must be noted and
subsequently entered in the configuration file xorg.conf.
For this, please note chapter Adjusting the configuration file.

7 The calibration is finished.

-/, When entering the coordinate values for MinX, MaxX, MinY, MaxY into the configuration
file, please pay attention that there is an exact match of the detected values, as well as to

their order.
The configuration file xorg.conf is located in the directory Zetc/X11/.

7.2.2.2 Use of the ELOCALIB.exe tool

You need a "DOS boot disk" with the following additional DOS programs in order to re-start the
APC with DOS.

ELOCALIB.EXE---> (DosWin3_1 V2_0Oc.zip)
(Calibration tool)

ELODEV.EXE----> (Elodev_update dos.zip)
(Touch-screen driver)

Download:
http://www.br-automation.com/cps/rde/xchag/br-
productcatalogue/hs.xsl/service 67768 ENG HTML.htm

Note:

A USB stick can be used as a DOS boot disk with the freely available tool
.,HP_USB_Boot_Ultility.exe"!

Touch-screen configuration
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The files for the creation of the USB stick can be found packed on the DVD in the root
directory /windows_drivers_and_tools.

The name of the archive is:
BootableUSBStick_ELO_TouchScreen.zip.
Format the USB stick giving the path of the DOS directory

HP USE Disk Storage Format Tool, ¥2.0:E x|

Device

IGeneric STORAGE DEVICE 1033 (500 ME] [F:4) j

File sugtem

[FaT =]

“alume label
IUSB-EDDtabIe-DDS

— Format ophions

™ Quick Farmat

[T Enable Compression

v Create a DOS startup disk
£ wzing internal bS-D0 S spstem files
= uzing DOS system files located at;

IEZ"-.DDS _I

Start I Cloze

Illustration 117

Afterwards, both of the files ELOCALIB.EXE and ELODEV.EXE must be additionally copied to
the USB stick.

After booting, the start of the touch-screen driver takes place with the following command:
ELODEV 2310,1,9600

2310 ... Type
1... COM port
9600 ... Transfer rate

Afterwards, the calibration toll is started:
ELOCALIB.EXE

The first step in this tool is the choice of the resolution (e.g.: 1280x1024 with a 19" automation
panel). The choice is confirmed with ENTER, and the actual calibration is accessed with "C". 3
points are shown here after another, which must be pressed on the touch-screen.

4 coordinate values are returned (XLow.... YHi) and must be written down and entered into the
configuration file later on.

A2 Getting Started
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7.2.2.3 Adjusting the configuration file

The following entries can be found in the file xorg.conf (opened for example with vi or kwrite) in
the

letc/X11/

directory, in the "InputDevice" section:

Identifier "touchscreenl” (the entry ,Mouse[3]“ is also possible)
Driver "elographics”

Option "Device" "/dev/ttyS0"

Option "AlwaysCore"

Option "screenno” "0"

Option "MinX" "600"

Option "MaxX" "3600"

Option "MinY" "600"

Option "MaxY" "3600"

These 4 coordinate values must now be adapted to the returned values from the calibration.

MinX = XLow (z. B. 444)
MaxX = XHi (z. B. 3654)
MinY = YLow (z. B. 468)
MaxY = YHi (z. B. 3574)

The computer must be newly started after this configuration file has been customized.

Touch-screen configuration
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A2-8 Redundant networks

8.1 General information about network redundancy

More and more demands are constantly being placed on process control systems. The most
frequent demand is a high degree of availability. In the worst case, a failure of the PCS can lead
to a production standstill.

By using the network redundancy mechanism, the first step is taken to secure against the failure
of a network line or card in one of the PCS servers. The machines in the PCS that handle the
process control (Runtime server) and interactive process control (operator stations)
components should always be connected to one another.

8.2 APROL network redundancy

Every computer, which is set up as an operator station, engineering, or runtime server can be
equipped with two or more network cards. Parts of the communication system can therefore
exist twice, even the lines to the connections (bus). However, each bus (Control bus / process bus) can only
have one IP address. Several network cards must be grouped to one device in order to achieve this. This functionality is realized
via bonding.

Bonding is a driver that groups several network cards and is integrated as a module in the
kernel.

With the structure mentioned above, one line can be disconnected (cable break) or a network
card can fail without the connection between the computers being disrupted. A loss of data does
therefore not occur in the scenarios that have been mentioned.

'd Equipping a computer with several network cards is not the problem. What's important is
that the computer can be accessed using both network cards but ONE IP address!
Linux bonding makes this possible.

The following illustration shows a schematic overview of bonding:

Redundant networks
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bond0 (eth0 + eth1)
IP=192.10.30.42

bond0 (ethD + eth1)
IP=192.10.30.41

i .
5 f e
I bond0 (ethD + eth1) bond0 {ethQ + eth1) i ! bond0 (ethO + eth1)
IP=192.10.30.30 IP=192.10.30.31 Redundancy bus | IP=192.10.30.32

Ilustration 118: Network redundancy between the PCS's computers

8.3 Technical information about bonding

The following describes how several physical network cards can be grouped together into a
single virtual network card.

."j The configuration is carried out as Linux super user 'root'.

E!E You normally have to use network cards that support Mll link status detection.
Configuring bonding for all other technologies is much more difficult, requiring kernel
sources that are normally included with the AutoYaST Installation DVD.

If you need information about this, please read the following file when the kernel source
is being installed:

/usr/src/linux/Documentation/networking/bonding.txt
Or visit the website of the bonding project:

http://sourceforge.net/projects/bonding/

The network cards being used and their respective drivers must be able to check whether a
network connection or link exists. There are two ways to carry out driver-dependent checks
using software tools:

Tool Description

ethtool For MII link status detection. This tool is located in Zusr/sbin/.
Options listed using ethtool .

arp (special This tool is located under /sbin/.

case) Options listed using arp -help.

Furthermore, there are three common ways to check the link status using the network card
drivers.

Check Description
MIl link status Checking with MII link status detection is the method supported by most
detection new network cards. This method should always be the one to be used.

A2 Getting Started
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Check Description

ARP Using ARP monitoring is also a common method. However, it may cause
monitoring slight problems with bonding and should only be chosen if the kernel
with register source is installed on the computer (special case!).

last_rx or This source has to determine whether the network card drivers are
trans_start working with these registers. This is only detected with the help of the

driver source.

With the ARP monitoring method, the driver must either support the
last_rx or the trans_start register. In the via-rhine.c driver source code,
you have to run a search for last_rx or trans_start.

Viathe This method should be chosen only if the kernel source is installed on the
netif_carrier computer (special case!).

register in the This source has to determine whether the network card drivers are

driver working with these registers. This is only detected with the help of the

driver source.
For the method via the netif_carrier register, search for that exact string in
the driver's source code (via-rhine.c).

'“ We recommend the MII link status detection. You get important information in the
kernel source, which is normally on the AutoYaST installation DVD, for the other
checking methods.

The following requirements should be met to avoid problems during installation and
configuration:

¥ ltis important that all of the drivers being used support the same method. It is not
possible to combine the different methods for checking the link status.

% Identical network cards should be used.

¥ Ifit's not possible to use identical network cards, then the respective drivers should use
the same option (method) for checking whether the network card has a link or network

connection.
& Your cards should be installed from YaST2 and the drivers should be monitored to see
how they work.
P
4| Fixed IP addresses should be used for the bonding configuration. The allocation of IP
addresses via DHCP is also principally possible, although in this case it is not
recommended by B&R.
.II’\& . . . .
/ 13 It is absolutely necessary to check / re-adjust the file Zetc/hosts when using
more than one network card and a post-configuration of the cards is carried out with
YaST2.

See chapter Configuring /etc/hosts)

Bonding should only be set up once you have determined that there is a common method being
used to check the link status.

Redundant networks
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8.4 Bonding configuration via YaST

The following example configuration describes the combination of double network cards for an
active backup (Bonding mode=1).

fts It is therefore recommended to make a backup copy of the Zetc/hosts file before
carrying out a configuration with YaST, in order to be able to restore it without problems
if it is needed at a later stage.

Step Short description
1 Start YaST with the 'SUSE menu / System / System Settings (YaST)' KDE menu.
You need the rights of the Linux super user 'root' in order to do this.
2 Select the 'Network Devices / Network Settings' entry in the YaST control center.
ST
,,,,,,, )
Ilustration 119
3 Press the [Add] button in the 'Network settings' dialog in order to create a new

network card as bond slave or the [Edit] button to configure an existing network
card. The device type must be 'Ethernet'.

If creating, select the 'Ethernet’ entry (default) in the 'Device type' drop down
menu in the 'Hardware dialog' and confirm the dialog with [Continue].

4 '‘No IP Address (for linked device)' must be selected in the 'Address’ tab in the
'‘Configure Network Card' dialog

(instead of '‘Dynamic Address' or 'Static IP Address’).

By doing so, the network card is shown for selection in the bonding configuration
(‘Bonding slaves' tab).

18 nsmasen
|4, Network Card Setup

[T Asdiess sardware

mEax

| | Aosmonal Asdrenses

Cancu Baex [

Illustration 120
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Step Short description

5 The 'Device activation' combo box must be set to 'Never' in the 'General’ tab.
‘1 N'-!hnlmrk Car:'.i Setup "
Illustration 121
Repeat this configuration for another network card, so that two bonding slaves are
available.

6 Press the [Add] button in the 'Network settings' dialog in order to carry out a new
Illustration 122

7 Select the 'Bond' entry in the '‘Device type' drop down menu in the 'Hardware

dialog' and confirm the dialog with [Continue].

| (@ vasTzgdossn Soox
“L Hardware Dialog

Token Ring
VLAN

InfniBand
IBand

| ARCnet =
1 Bluetooth

Help Lancel Back Maxt

Illustration 123
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Step Short description

8 Enter the IP address and the sub-net mask in the 'Address’ tab of the following
'Configure network card' dialog.
0 B rasramavca ERax]
[y Nzt::r:lCard s. .Lm?n_' o

Ho Link na IP Semg @@anang Stwen)
Dymamic Address |OHCF
® Staticaly assigned IE Addiess
1P Addeess
10498 12
= EFten T

Hastnama

| Adas hamd | P Assress Htmask

Halg Lancw Back || bt

Illustration 124

9 Select the 'Bond slaves' tab in the same 'Configure network card' dialog.

Select the 'eth’ interfaces (network cards) that should be consolidated to a bonding
device.

Then select the ‘'mode=active-backup miimon=100' from the '‘Bond driver options'
drop-down menu.

Confirm the dialog with [Continue].

) K YoRTI @ semar _EEOR
=/ Network Card Setup

lllustration 125

10 The configured bond network is shown in the 'Network settings' dialog in the
'Overview' tab.

Confirm the finalization of the configuration by pressing the [OK] button. The
respective configuration file is written by doing this.

D8 yasTagdsasn T1 1}
%, Network Settings
g pons

Oy

Eand Network

Caneal

Illustration 126
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Step Short description

11 The automatically created configuration file i fcfg-bondO is located in the
directory Zetc/sysconfig/network/.

,Etlnnlnuamn:' yes’
BONDING_MODULE_OPTS=’ node=act ive-backup mi inon=100"
BONDING_SLAVEO=' eth1’
BONDING_SLAVE1-’ ethz’
BOOTPROTD-" stat ic’
BROADCAST="*
ETHTOOL_DPTIONS="*
[PADDR=" 10,4983 . 112,24'
nru=""

NANE=" "

INETWORK=""
REMOTE_IPADDR=""
STARTHODE=" auto’
USERCONTROL=" o’

1,1 Alles

)

Ilustration 127

12 An adjustment / checking of the /etc/hosts file must definitely be carried out
afterwards.

E.g. double entries which may have occurred must be removed.
See chapter Configuring /etc/hosts

13 The respective data (device / IP address / host name) must be entered for the
process buss, control bus, and alignment bus in the CaeManager, '‘Control
computer' project part, aspect 'Resources’'.

J Control Computer: | APROL_Runtime_Hw_01 Instance: CONTROL_COMP

- Configuration Network resources
=~  APROL_Runtime!
|Basic data default
EAResoUrces |dewce IP address Hostname T
-+ ™ APROL syste| [1 Jbondo 104983112 fichwieas  [e

WPAprolConfig
-+ A Documentatiol

-

kbt ot sttt | AR s e g g j

Ilustration 128

8.4.1  Additional information (kernel source required)

Some network cards need longer for the initialization in combination with the bcm5700 or tg3
drivers. When restarting the system, this may result in that the bonding interface cannot be
started. Once the network is restarted, however, bonding works again with no problems. This

problem can be avoided by loading the corresponding driver shortly after the system start takes
place.

To do so, edit the setc/sysconfig/kernel file and add the respective driver for the network card
with the MODULES_LOADED_ON_BOOT parameter.

Example:
MODULES_LOADED_ON_BOOT=""tg3"

8.5 Improved availability due to process bus redundancy

The following are possibilities in for reaching a maximum protection against failure of
the process control system.

Redundant networks
8-7



The process bus redundancy can be implemented for connecting the controller to the runtime
system. A specification for this is that the controller has two Ethernet interfaces. The interfaces
must be configured with IP addresses from two separate network segments.

In the case of redundant runtime servers, any network interfaces that are configured for
redundancy on the control bus must have the same IP address because the process
database 'losys' manages exactly two IP addresses (one for the master and one for the slave)
The Linux bonding must be used for the control bus because of this.

The Linux bonding must also be used for the process bus, as only one process bus exists from
the controller's point of view. In doing so, IP addresses from both segments of the redundant
process bus must be configured for the bonding devices.

'd Detailed information can be found in the following example.

Both networks (control and process bus) in the following example are already redundant due to
the ring structure (regarding the failure of a switch or a connection between the switches).

- - E: Engineering Server 10.1.0.0/24: primary process bus
(0] I M: Runtime Master 10.2.0.0/24: Control bus
bondo S: Runtime Slave 10.3.0.0/24: alignment bus
on
0: Operator Station 10.4.0.0/24: redundant process bus
ﬂ‘ 102098 C: Controller

Control bus (10.2.0.0/24)

C
0
bondo C bondz  bondz ondo || bondo
: 51 !

10.2.01 10.3.0 10.30.2(] 0.2.0.2 PDrozoa

beondl ™y bondl
10.1‘0‘1C E C‘—'>10‘1‘0.4'l
10.4.0.1 10.4.0.4

jwes: jwes:
MO ¢ c AT

10.4.0.5 10.4.0.6

Process bus (priméar 10.1.0.0/24, redundant 10.4.0.0/24)

Illustration 129: Example of a process control system with process bus redundancy
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Controller:

The controller must have two Ethernet interfaces for the process bus redundancy.
This is the onboard interface for controllers of the 'B&R System 2005’ series (E.g. CP382)
and an 'IF781' interface card. Controllers in the 'X20' series have two onboard interfaces.

A bonding configuration on the controller is not possible with the current AR.

The Ethernet interfaces must be configured with different network segments, one with an
IP address from the primary and one with an IP from the redundant process bus.

These are as follows for the left controller in the example: 10.1.0.5 and 10.4.0.5, as well as
10.1.0.6 and 10.4.0.6 for the right controller.

The '-ipPrimary' and '-ipSecondary' parameters must be set to the respective IP addresses
in the configuration of the InaDriver in the APROL system project part; in out example,
10.1.0.5 and 10.4.0.5 for the left, and 10.1.0.6 and 10.4.0.6 for the right controller. The '-
inaPortPrimary' and -inaPortSecondary' options must be different. 1159 and 1160 are
used here as default. Either the 'EthernetRedundancy’ or 'EthernetNodeRedundancy’
value must be selected for the '-medium' option. The InaDriver options are explained in
detail in the manual X99.

The connections are not connected with the same switch in order to ensure an additional
protection against failure regarding a cable connection or the failure of a switch.

Operator stations:

The operator stations can be operated with bonding. In this case, the cable connections
are also connected to two switches. The bonding device has an IP address from the
control bus network (10.2.0.7 and 10.2.0.8 in the example). If only one switch can be
reached by an operator station, it can be connected like the operator station on the top left
of the illustration (IP address 10.2.0.9).

If it is necessary to have a connection from an operator station to a controller, e.g. when
the ControllerManager is opened, a runtime server must be configured as a network
gateway, over which the data traffic can be routed to the process bus. If the possibility
exists in operating another network interface, the connection to the process bus can be
established with it. If this is not the case, then a bonding cannot be carried out.

Runtime server:

The boding devices with which the runtime servers are connected to the control bus have
the respective IP addresses (10.2.0.1 and 10.2.0.2 in the example). The cluster for the
control bus also runs over these devices (With the IP address 10.2.0.3 in the example).

The boding devices with which the servers are connected to the control bus have the
respective IP addresses from the primary process bus network (10.1.0.1 and 10.1.0.2 in
the example). The cluster for the process bus also runs over these devices.

In the case of a redundant process bus, these bonding devices need a further IP address
from the redundant process bus network (10.4.0.1 and 10.4.0.2 in the example). This is
necessary so that the runtime server can be reached over an IP address from the
redundant process bus network if the primary process bus connection of a controller fails.

Redundant networks
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The addition of another IP address is carried out via YaST (See following illustration). The
alias that is specified for the additional IP address can be chosen freely; 'R’ is used in the
example.

| Do) yasT2e 238 ==

rd Setup

eneral e Hardwase

2. Netwol

= — S (o

Ilustration 130

The resulting configuration file "1 fcfg-bond01' is located in the directory
/etc/sysconfig/network and has the following contents in the example:

BONDING_MASTER="yes"
BONDING_MODULE_OPTS="mode=active-backup miimon=100*
BONDING_SLAVEO="eth0"
BONDING_SLAVE1="eth1*
BOOTPROTO="static"
BROADCAST=""
ETHTOOL_OPTIONS=""
IPADDR="10.1.0.1/24"
MTU=""*

NAME=""*

NETWORK=""*
REMOTE_1PADDR=""*
STARTMODE="auto*
USERCONTROL="no*"
IPADDR_0="10.4.0.1/24"
LABEL_0="R"

The alignment bus (10.3.0.1 and 10.3.0.2 in the example) represents an eventual direct
connection over a separate network (also redundant in this case).

A further network card must be used if this connection is to be configured for redundancy.
& Engineering server:

The engineering server is connected to the control and process bus in the same way as
the runtime server. The bonding device on the control bus has the IP address 10.2.0.4.
The bonding device on the process bus has an IP address 10.1.0.4 from the primary
process bus network and an additional IP address 10.4.0.4 from the redundant process
bus network. Thus, a download is still possible if a controller's primary process bus
connection fails.

A controller must be able to reach the cluster via the cluster IP address from the primary process
bus, amongst others, for the logging of events in SFCs. If the primary process bus connection of
a controller has failed, it cannot reach this cluster because a second cluster IP address from the

redundant process bus network cannot be configured.

@ Detailed information about this can be found in chapter Cluster for redundant runtime
servers.

A2 Getting Started
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A2-9 Cluster for redundant runtime servers

A 'Cluster’ is a group of computers and ensures that redundant control computer pairs can be
reached with one virtual computer name and one virtual network address.

Clusters are used in to increase the availability (High Availability-Cluster).

If a computer (hardware) fails, a second is available to adopt the tasks immediately,
without any data loss.

A cluster consists of:

¥ 2 redundantly configured control computers

% Mutual cluster names (like host names)

& Mutual cluster IPs (Unigue IP addresses in the network)

The functionality of a cluster is shown in the following illustration:

The operator station 'aprolop’ contacts a redundant logging server via the virtual cluster name
‘aprolredugc' and always contacts the master (Control Computer) with process control.

E —
aprolop
IP = 10.49.80.10
. — T
— Cluster adressing CLUSTER
———3» Direct adressing (virtual server name/IP)

aprolredugg, IP = 10.49.80.60

aprolredum
IP =10.49.80.64

|

aprolredus
IP = 10.49.80.65

I
|-

Master Slave

Illustration 131: Overview of a simple cluster

9.1 Why are clusters necessary in APROL?

A cluster is used to offer security when a control computer on which a runtime system is running
fails. The redundantly configured control computers build a cluster together with their mutual
cluster name and cluster IPs.

differentiates between a 'Global cluster' and a 'Local cluster'.

Global cluster

Cluster for redundant runtime servers
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The use of a protocol or documentation server on a redundant control computer necessitates the
configuration of a global cluster.

The protocol / documentation server is used for the web-based operator queries of the historical
data (apart from trend data) and the documentation.

The global cluster is composed of one global cluster name and one global cluster IP.

The redundancy switching of the global cluster depends on the status of a control computer and
not a runtime system (losys) and is controlled by the 'keepalive' daemon (see chapter Global
cluster)

.IIF\\. . . . . -

/ !5 It is definitely necessary to configure an system of the type 'Runtime system'’
on the control computer which is being used as a logging server. This does not depend
on the fact that the control computer is set up for redundancy.

Local cluster
A local cluster is necessary when a runtime system is assigned to a redundant control computer.

The local cluster is composed of one local cluster name and one local cluster IP. At least one
local cluster name and one local cluster IP are required for the control bus of each runtime
system.

If the process bus is different to the control bus, a further local cluster (process buss cluster)
must be configured for each runtime system.

The redundancy switching of a local cluster depends on the state of a runtime system (losys)
and not that of a control computer.

The following table gives an overview of which data is assigned to which cluster:

Cluster type

Global Logging server (report access)
E.g. Audit Trail, Shift logbook, ChangeControl

Product documentation

Local Trend recording

Alarm and messaging system

Diagnostics and system messages

Parameter management

SFC logging

losys web interface

Project documentation

The following illustration shows a redundant control computer pair (master / slave) with a multi-
runtime system (Runtimel and Runtime2).

A2 Getting Started
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Operator station H p—
- 3]

aprolop

IP =1048.80.10

1 control bus
. o *
Global cluster Local cluster Local cluster

aprolreduge apralredubba aprolredubbh
1P = 10.49.80.60 1P = 10.48.80 61 IP = 10.42.80 62

aprolredum aprolredus
1P =10.49.80 64 IP = 10.49.60.55

Master | Slava

aprolredum aprolredus
IP = 10.49.83 64 IP = 10.49.83.65

Rurdimsl Runtime2

@ {@ CAE Praject

| i \
Local cluster Local cluster
2dupk apralredusbh
1P =10498361 IP=1048.83.62
2 i process hus
Py

|

aproalctrl
IP=104283.10

|
e
L

Illustration 132: Example of cluster configuration in

9.2 Cluster configuration

Following requirements must be met for the configuration of a cluster:
v Asof release 3.6-00 (operating system SLES 11)
¥ Two computers to run redundantly
& Cluster names must be assigned / exist
(unigue virtual host name)
1-2 global cluster names (protocol / documentation server)
1-n local cluster names (1-2 each runtime system)
% P addresses names must be assigned / exist
(Unique virtual IP addresses)
1-2 global cluster IPs (protocol / documentation server)
1-n local cluster IPs (1-2 each runtime system)

The following steps must be carried out:
& Global cluster configuration with AprolConfig

& Cluster configuration in the CAE project

4 Necessary adjustments in Linux

9.2.1 Global cluster configuration with AprolConfig

AprolConfig is used for configuring the 'Global cluster' on an server.

This configuration must be carried out on both redundant computers. The configuration must
be identical apart from the 'Master / Slave / Backup' mode.

Cluster for redundant runtime servers
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AprolConfig (Global Cluster)

.........

R Heip (] System messages | (5] Connguratien nistory Ty APROL SDM

ccccc

Ilustration 133: AprolConfig with the 'Global cluster' configuration aspect

Navigation: AprolConfig / 'Global cluster’

Redundancy type

Redundant

Cluster name

<Global cluster name>

Cluster domain name

<Global cluster domain name>

Cluster IP

<Global cluster IP>

If it is desired that the protocol and documentation server are on different redundant control
computers, then one global cluster must be configured for each of them.

Master/Slave/Backup

<Master | Slave | Backup>

Backup

The global cluster is normally configured as 'Backup' (Default) on both computers.

In doing so, both obtain the same priority and the control computer which boots first is the
master with process control. Unnecessary redundancy switching is avoided in this way.

Master / Slave

It is also possible to configure on control computer as master (configured master) and the

second as slave (configured slave).

In doing so, the configured master is always preferred, because it obtains a higher priority in the
configuration. It always becomes the 'process control master' when it is ready.

This may be useful if different hardware with different hardware performance is being
used. The hardware with the higher performance should therefore be the master.

The switching is controlled from the 'keepalived' daemon according to the priority that has been

configured (see chapter Global cluster).

Unique cluster ID

<Cluster ID>

é

The same cluster ID is to be assigned to both master and slave.

It must be ensured that the cluster ID is unique in each network segment.
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Daemon password <Daemon password>

Confirm with [Activate]

Continue with Cluster configuration in the CAE project »|

This 'Global cluster' must also be entered in the corresponding 'Control computer
project part in the CAE project.

A simplification is to export the global cluster configuration at this point, and to import
the global cluster configuration in the project part in the CaeManager.

(see Import and export functionality)

The export from AprolConfig can be done with [Export all] and is stored in the file
system for a later import in the 'Control computer’ project part.

f’ IE After the 'Global cluster' that is used as documentation or logging server has been
changed in the CAE project, in the '‘Control computer’, the '‘Global cluster' aspect in
AprolConfig must be checked and eventually adjusted.

9.2.2 Cluster configuration in the CAE project

The following configuration is necessary in the CAE project:
'‘Control computer' project part of the master and slave
global cluster names (1-2 protocol / documentation server)
global cluster IP (1-2 protocol / documentation server)
local cluster names (1-2 each runtime system)

local cluster IPs (1-2 each runtime system)

LY SIS S MR N

' system' project parts

9.2.2.1 Master data of the master

The 'Control computer' project part must be configured for redundancy.

Redundancy settings

® Master  Configurated slave:

Slave Assigned master:

Illustration 134: Redundancy master

Navigation: Project / Control computer (master) / Master data %
Documentation server Enabled
Logging Server Enabled
Redundancy server Enabled
Master Enabled

Cluster for redundant runtime servers
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When the slave configuration has been made, the respective slave will be entered automatically
in the 'Configured slave' field.

The checkboxes must be activated respectively if the redundant control computer is used as
'‘Documentation server' and/or 'Logging server'. This is the case in our example.

Server usage

X Documentation semver X Logging semver

Illustration 135: Server usage

If the control computer is used as an documentation and/or logging server,
the specification of a 'Global cluster' must definitely be made.

The 'Global cluster' is independent of the redundancy switching for individual runtime systems,
because the data being queried is from the entire CAE project.

It is still possible to enter a global cluster for other purposes if no documentation or logging
server is used on this hardware (E.g. For a redundant LDAP server).

The benefit of this central acquisition in the CAE project is the plausibility check in , l.e.
names that are repeated are marked as an error.

Enter the cluster data which were already allocated in AprolConfig in the 'Global cluster' aspect.

Global Cluster for central server jobs
Cluster name [ Cluster IP address A

Cluster-ID 1 Mode | Synchronous | » | Password (111}
Ilustration 136: Global cluster

Alternatively, you can use the import mechanism if the data were exported from AprolConfig
beforehand (see Import and export functionality / Global cluster configuration with AprolConfig ).

[ n

Navigation: Project / Control computer (master) / Master data @%
Cluster name <Global cluster name>

Cluster IP address <Global cluster IP>

Mode <Master | Slave | Synchronous>
Cluster ID <Cluster ID>

Password <Daemon password>

Enter the local clusters, which are intended for the individual runtime systems.

Cluster configuration }

Local Cluster for Runtime systems

|CIuster name iCIuster IP address iDeseription 4
docsrvlpb 10.49.180.162 049:

|1
|2 |docsrvibb |10.49.80.182 049:

&, add new cluster

% remove cluster Del

e help 1
ol B LT W ek

R TR Y e A ‘ﬂ""" -\\_‘_rj

b
+

Ilustration 137: Local cluster
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Navigation: Project / Control computer (master) / Master data / Cluster configuration @%

Right mouse button Insert new cluster
Cluster name <Cluster name>
Cluster IP address <Cluster IP>
Continue with Resources of the master |

A local cluster is mandatory for the control bus of each runtime system.

If the control bus and the process bus are different (i.e. they use different network interfaces), an
additional local cluster is required for the process bus.

The clusters are only configured in the '‘Control computer' project part. An assignment of the type
of usage takes place in the ' system' project part.

9.2.2.2 Resources of the master

Enter the existing physical network interfaces and check the default suggestions for assigning
the busses.

¥ Control computer [tchwterun3am_Hw Instance: |A_Hw g }

| Status | Configuration ~Network resources
=] ‘ tchwterun3@m_HwW s IF adress e default default default [
Basic data | Operator bus | Process bus | Redundancy bus |,
= 1 |ethD 10.49.83.116 tchwterun3am . Ol (- 0

el Resources 2 ethl 10 49 183 116 tehwterun3ame

&= sPROL systems 3 eth2 200 200.200.1 tehwterun3gma
;.:'-tApro\Conﬂg

E Documentation

ol ¥ ST P T —— e FP BT PP N ‘:'rt"".‘“\-'ﬂ“' - st o A et pa A

Illustration 138: 'Resources' section of the master

Navigation: Project / Control computer (master) / Resources @%
Device <Network device>

IP address <IP address>

Host name <Host name>

Default control bus <Device>

Default process bus <Device>

Default alignment bus <Device>

Default alternative alignment bus <Device>

Continue with Master data of the slave ]

Switch to the project part of the respective slave after having saved, activated, and compiled.

9.2.2.3 Master data of the slave

After configuring the master, the slave is assigned to it.

Cluster for redundant runtime servers
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Redundancy settings

® redundant server
Master Configurated slave:

® Slave Assigned master. | APROL_Runtime_HwW (CCO1_HW)

Illustration 139: 'Master data' section of the slave

Navigation: Project / Control computer (Slave) / Master data

Redundancy server Enabled
slave Enabled
Assigned master <Master control computer>

Continue with Resources of the slave

hd

% The cluster names and cluster IPs are entered automatically after the respective master

has been selected.

¥ The server usage is entered automatically after the respective master has been selected.

9.2.2.4 Resources of the slave

Enter the existing physical network interfaces and check the default suggestions for assigning

i Control computer: [rchwterun3gs_Hw Instance: [A HW S LY %
' !
Status | Configuration Network resources f
= ‘ tchwterun3gs_HW | devicas |IPadress HostEma default default default d
|Basic data | Operator bus .Plucess bus | Redundancy bus | #
= 11 et 10.49.83.115 tchwterun3gs . C} . .
o it 2 ethl 1049183115 tchwierun38sr
+ & APROL systems 3 leth? 2002002002  tchwterun38sa
;;',)Apml(‘onﬁg
# W2 Documentation !
h |
i "
B \_\ﬁ_h*«».,,w\,m.‘»g,ma aaaaaaa e g . r"--,&,MW.M&M"\_“‘M__MWQVL._‘N_‘_"-“_”.“‘__M,.

Ilustration 140: 'Resources' section of the slave

Navigation: Project / Control computer (Slave) / Resources

Device <Network device>
IP address <IP address>
Host name <Host name>
Default control bus <Device>

Default process bus <Device>

Default alignment bus <Device>

Default alternative alignment bus <Device>

Continue with Assignment in the system

hd

9.2.2.5 Assignment in the APROL system

The assignment to the control computer is done in the

system project part.
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Control Computer connection

i System | AprolLoat
Instance |CC-Account |Control Computer Redundancy |Password Start Start
[1 Jecon runtime APROL Runti. W (Ceol w1 - x x
Kl | (I

Illustration 141: Control computer assignment

|_-/:"

Navigation: Project / APROL system / Master data / Control computer assignment @%
<Control computer> <Master control computer>
CC-Account <CC-Account of the runtime system>

v The corresponding control computer settings are detected automatically and are offered in
the pending configuration.

The basis configuration that was made before in the '‘Control computer' project part for the
control bus, process bus, and local cluster names are only thought of as default values. An

actual usage and final assignment is made in the ' system' project part.
A local cluster name must be assigned to each redundant system. This cluster can be
seenas' system'-local. It is used to establish contact to the active losys of the
system.
Metwork usage
Comcome [CRTILES Jome o e, [ m | o

Master |APROL_Ru.. CCO1_HW) eth0 docsmibb ethl docsmiph etho

Slave |APROL_Ru..CCO3_HW) eth0 docsivibb [t JJaocsmipn etho

[« | K0

Illustration 142: Network usage

Navigation: Project / APROL system / Master data / Network usage

Control bus device <Network interface>
Control bus cluster <Cluster name>

Process buss device <Network interface>
Process bus cluster <Cluster name>
(alignment bus) <Network interface>
Alternative alignment bus device <Network interface>
With that, the cluster configuration is finished. i

9.2.3 Special points for the SFC logging
If you are using the Logging of the course of action of the SFC, the local cluster of the
process bus of each runtime system is used for that.

The local cluster IP is always active on the computer where the losys of the runtime system is
running (actual master).

Cluster for redundant runtime servers
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9.3 Necessary adjustments in Linux

A respective entry must exist in the setc/hosts file of both computers.

This file can be edited after logging in as the Linux super user 'root’. The following syntax must
be observed for a correct name resolution:

<IP address> <Fully qualified host name> <Host name>
E.g.:
10.49.83.89 docmaster.br-automation.com docmaster

The setcshosts file must be adjusted manually on all of the servers which are involved.

Navigation: Console

vi /etc/hosts

Host names and IP addresses are only allowed to exist once in this file.

9.4 Checking the cluster

The result of the cluster configuration be controlled as described in the following chapter:

94.1 Global cluster

The 'keepalived' daemon is responsible for switching the global cluster.

The configuration file keepalived.conf (in the setc/keepalived/ directory) should be similar to the
following sample file:

Navigation: Console

vi /etc/keepalived/keepalived.conf

A2 Getting Started
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1 Configuration File for keepalived

global_defs {
# string identifying the machine
# APROL: clustername will be used here
router_id tcsquishvmredu
#(Global cluster name)

}

vrrp_instance VI_1 {
Initial state, MASTER|BACKUP
IT state is MASTER:
As soon as the other machine(s) come up,
an election will be held and the machine
with the highest "priority" will become MASTER.
If state is BACKUP:
Disregarding the "priority" the machine stays "MASTER"
until it fails or goes down.
state MASTER
# interface for inside_network, bound by vrrp
interface ethO
# arbitary unique number 0..255
# used to differentiate multiple instances of vrrpd
# running on the same NIC (and hence same socket).
virtual_router_id 152
# VRRP Advert interval, secs (use default)
advert_int 1
# for electing MASTER, highest priority wins.
# to be MASTER, make 50 more than other machines.
priority 150
# in case of state == BACKUP: nopreempt
# nopreempt
authentication {
auth_type PASS
auth_pass BuR1

HH W HH R

3

virtual_ipaddress {
10.49.83.152/24 brd 10.49.83.255 dev ethO label eth0:GC
#(Global cluster IP)

"GC'is the identification of the global cluster and allows a unique identification when
additional local clusters exist on the control computer.

The device <Network device>:GC only exists on the current master of the global cluster.
The result can be controlled with the command ifconfig.

[ S o m o oo a7 T

tcsquishvm@l:/ # ifconfig
etho Link encap:Ethernet Hwaddr 00:0C:29:88:5D:26
inet addr:10.49.83.44 Bcast:10.49.83.255 Mask:255.255.255.0
inets addr: fe80::20c:29ff:fe8b:5d26/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets: 25760885 errors:0 dropped:14700 overruns:Q frame:0
TX packets:24105571 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 txqueuelen:1000
RX bytes:2114704558 (2016.7 Mb) TX bytes:31331022871 (29879.5 Mb)

[ethO:GC Link encap:Ethernet Hwaddr 00:0C:29:8B:5D:26
inet addr:10.49.83.152 Bcast:10.49.83.255 Mask:255.255.255.0

UP BROADCAST RUNMNIMG MULTICAST MTU:1500 Metric:l
et Bt 4 o At ok RN . nns

l‘.mnqm_hAn.J‘“‘AJ; T S,

Illustration 143: Global cluster with Linux command 'ifconfig' on active master

Navigation: Console

/sbin/ifconfig

The master and slave can be switched by entering the rckeepalived stop command (only
executable as Linux super user 'root’) in the setc/init.d directory on the master. The device
<Network device>:GC switches to the inactive control computer, which becomes the master.

The configured state can be restored with the rckeepalived start command.

Cluster for redundant runtime servers
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Navigation: Console

cd /Zetc/init.d/

rckeepalived <stop | start>

All computer switches can be seen in /var/log/messages.

Navigation: Console

vi /var/log/messages

The keepalived signal can be checked with the tcpdump —i <Network device>:GC command on
the console.

Navigation: Console

Su -

tcpdump —1 <Network interface>:GC

e

This ends the global cluster check.

9.4.2 Local cluster

The virtual IP address of the local cluster can be checked on the runtime system which has the
process control with the command ifconfig. A download to the runtime system is
necessary for this.

The 'ifconfig' command lists all network devices. The device <Network device>:<Cluster
name> only exists on the active master of the local cluster.

The runtime system which has process control can be detected in the StartManager. It is the
runtime system where the losys is running.

The cluster number is a running number and assigned automatically to each local cluster by the
operating system.
e et (1151005 MT0BE0” Senoewartasthrangsn Lange F1800 + - =7+ -,

RX bytes:771575338 (735.8 Mb) TX bytes:5255201010 (5011
Interrupt:16 Speicher:feae0000- febo0OOO

ethl:o Link encap:Ethernet Hardware Adresse 00:60:65:0A:76:73
inet Adresse:10.49.83.209 Bcast:10.49.83.255 Maske:255
UP BROADCAST RUMMIMG MULTICAST MTU:1500 Metric:l
Interrupt:16 Speicher:feas0000- febo0OOO

ethl:GC  Link encap:Ethernet Hardware Adresse 00:60:65:0A:76:73
inet Adresse:10.49.83.208 Bcast:l10.49.83.255 Maske:255
UP BROADCAST RUMMIMG MULTICAST MTU:1500 Metric:l
Interrupt:16 Speicher:feas0000- febO0ODO

lo Link encap:Lokale Schleife
inet Adresse:127.0.0.1 Maske:255.0.0.0 _
inet6 Adresse: ::1/128 Gultigkeitsbereich:Maschine
SNL S P, AH'*@“\M@WMM\ UYL ST, I a it

Illustration 144: Local cluster with Linux command 'ifconfig' on active master

Navigation: Console

/sbin/ifconfig

A redundancy switching of the runtime system can be carried out in the StartManager.
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For this, see manual 'B5 Download & Debugging’, chapter General information about the
StartManager.

95 Detail information

9.5.1 ‘AprolCluster' and 'keepalived'

With the 'AprolCluster' script and the 'keepalived' daemon, there are virtual IP addresses and
virtual computer names are available, with which all other computers can connect. This is also
the case even if one of the two computers is shut down or disconnected from the network.

Because of the use of a cluster, it is no longer important to the operator which computer offers
the data. The 'AprolCluster' and 'keepalived' ensure which computer in the cluster answers the
gueries.

The 'keepalived' daemon is configured via AprolConfig and is responsible for switching the
‘Global cluster'.

The other computer is upgraded to the master if 'keepalived' determines that the active master
has missed its life-signs. This redundancy switching is independent of the status of the runtime
systems.

The local cluster is controlled by the ‘AprolCluster' script.

The AprolLoader controls if a cluster switching is necessary. This redundancy switching depends
on the status of a runtime systems.

95.2 Protocol and runtime server

The majority of PCS historical data is normally stored on the control computer running the
runtime System.

If the protocol and runtime server are one and the same then it is recommended to install a
separate hard-disk for a smooth operation. If this is not possible, we recommend creating an
additional partition for the preservation of the historical data. This can be read in chapter The
installation of SLES

9.5.3 System communication

The communication between DisplayCenter and losys (Runtime system) is configured with the
host name and the losys port. A cluster is not used for this.

This applies to all applications and tools which establish an losys connection.
Example:
pio -1osys runtimel:1,runtime2:1

Cluster for redundant runtime servers
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Call of 'pio" which connects to runtimel. If runtimel cannot be reached, 'pio’ tries to connect to
runtime2. The losys is running on losys port 1 in both cases.

A2 Getting Started
9-14



A2-10 Tools in the KDE menu

Useful Linux programs are available using the KDE menu in engineering, and also that of the
operator system. These should help the operator and user in their activities, and with solving
problems.

The scope of the tools that can be chosen in the operator system is defined by the KDE menu
configuration. The choice of the KDE configuration takes place with the AprolConfig script (via -
changestartupkde option).

p %

o
..

;lﬂ.:;’_:; Mli5:019 50 0

Ilustration 145: Calling the tools from the KDE menu

The following tools are offered to the user in an engineering system in the KDE menu "Tools":

10.1.1 Editor (Kate)

The program editor Kate offers, amongst others, a syntax highlighting and code-wrap for
programming languages such as C, C++, and the markup language HTML.

Kate can open many files at the same time and create and manage projects.

10.1.2 Document viewer (Okular)

Okular is a universal document viewer that supports, amongst others, the PDF format.

10.1.3 Browser (Firefox)

The Firefox is a free web browser from the Mozilla project.

10.1.4 Drawing program (LibreOfficeDraw)

LibreOfficeDraw is a graphic program from the LibreOffice package. LibreOffice is a free
compilation of useful software for work in the office.

Tools in the KDE menu
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10.1.5 File/Directory search (KFind)

KFind searches for files, directories, and expressions in files.

10.1.6 FTP client (FileZilla)

FileZilla is a graphic FTP client which, amongst others, allows the continuation of
uploads/downloads which have aborted.

10.1.7 Calculator (kcalc)

Kcalc masters, amongst others, trigopnometric functions, logical operations and can carry out
statistical calculations.

10.1.8 Screen magnifying glass (kmag)

KMag allows you to magnify parts of the screen in the manner of a magnifying glass.

10.1.9 Publicize working area (krfb)

Krfb allows a mutual use of the current monitor environment with a user from another computer.

10.1.10 Port scanner (Zenmap)
Zenmap is a port scanner with a graphical user interface and scans a computer for open ports
over the network.

10.1.11 Licensing of the software for speech output for alarms
(LoguendoLicenseManager)

Opens the tool for licensing the Loquendo TTS7 software which converts the text
information of alarm events into a synthetic speech output.

10.1.12 LDAP server configuration (Apache Directory Studio)

The Apache Directory Studio allows the complete analysis and configuration of the openLDAPVv3
or Active Directory server. This tool is also suitable for the import / export of LDIF files.

10.1.13 SQL client (SQuirrelL)

SQuirreL SQL client is a Java-based graphic SQL client which allows you to view meta data
from a JDBC-conform database, to browse in SQL tables, to send SQL queries, etc.

10.1.14 Administration chip cards for hardware-supported login
(KTowiTool)

allows hardware-based log in via keyboards which have an integrated chip card
reader, or a separate card reader.
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The following devices are supported:

- Towitoko keyboard, or separate Towitoko readers
- USB reader "SCR3311" from the company SCM Microsystems.

The administration of the chip card takes place with the KTowiTool tool. Different card types
can be described and read out. You can find further details about this in manual 'C1 Interactive
Process Control', chapter Hardware supported log in.

10.1.15 XML editor (kxmleditor)

XML files can be created, edited, and administered with the XML editor The drag & drop
functionality makes a quick modification of the clearly arranged tree structure possible.

Application examples:

View of the trend composition

Creating categories, and defining individual time ranges in the Shift logbook
configuration.

View of the alarm line configuration

€€ <<

View of the DisplayEditor menu configuration

¢

You have the possibility to attach a button to the DisplayCenter's toolbar to comfortably
launch the XML editor. This toolbar, for quickly starting applications in the
Operator System, can be freely configured.

After having been configured by the user, any of the functions or applications can be
started from the toolbar. The toolbar can be defined separately for each operator.

10.1.16 Image viewer (gwenview)

The image viewer caters for a clearly arranged display of the directory structure, and display of
the images in preview mode. Many functionalities, and an individual configuration of the surface
allow a comfortable administration and editing of images possible.

Application examples:

Qﬁ Viewing images, which have been created for visual error analysis by the UCB block
AprUcVideo.

Qﬁ Self-made engineering images/graphics for individual documentation, or for use as
background images

10.1.17 Picture editing (gimp)

gimp is a powerful program for picture editing. Different file formats can be read, and saved.
Application examples:

W Preparation of pictures/photos for the use as static parts of an image, and as background
images

Tools in the KDE menu
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10.1.18 Screenshots (ksnapshot)

The monitor's display can be saved as an image file in different formats. After a previously set
time, either the whole screen content, or a certain area is copied.

Application examples:
Documentation of certain system states, e.g. Error states

Additional to the system messages for diagnostics

€<<

Help with support

Please use the 'Defect Tracking' from for the documentation of unexpected
system events, and as help with support queries (via 'pyvnc2swf' tool).

With this, you can document all of your interactions and all necessary information in the
form of a shockwave flash film.

It is launched via the 'Diagnosis / VNC Session' KDE menu.

¢

10.1.19 Diagram editor (kivio)

This editor, for creating flow charts, contains an extensive library with diagram elements.

Application examples:
V Display of flow diagrams

o  Display of system topology

10.1.20 Archiving (ark)

Data can be packed and saved in the formats tar, zip, and lha with drag & drop functionality.

Application examples:
V Compression of own data for data exchange between projects
V Compression of diagnostic data for support and documentation

.IIF\\. - - . -
fts This tool is not allowed to be used as an alternative to the CaeBackup mechanism!

10.1.21 CD/DVD burning program (k3b)

k3b makes it possible to archive data to CD / DVD. A wizard, when creating a data medium,
offers setting possibilities. A file explorer clearly shows the chosen data to be archived. The
efficient burning program offers many setting possibilities, and special functions.
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Application examples:

Q\f Save a CAE database backup to a medium
Q\f Backup of runtime system data to a medium
Q\f Saving ChronoLog and trend data

10.1.22 Directory statistic (kdirstat)

The program examines defined memory areas for directory structure, and shows the areas
graphically, as well as in list form. Thereby, the size of the graphical element is proportional to
the file size. Files can be marked directly, and simple operations carried out (e.g. deleting).

Application examples:

Q\f Detecting directories that use a lot of memory, and are possibly no longer needed.
Q‘f Optimizing the free memory

Q\f Help with backup of directories

Q\f Administration of an server

10.1.23 File manager (krusader)

The extensive tool for the administration of files and directories offers many features for the
management of files. Files and directories can be easily copied, moved, or re-named. The drag
& drop functionality is integrated into the clearly arranged two-frame design.

Application examples:

Q\f Administration of an server

10.1.24 FTP client (kftpgrabber)

The tool is very good for a quick connection to FTP servers, and bidirectional data transfer, as
long as the FTP service is activated. Bookmarks can be configured for servers, which are
contacted often.

Application examples:

o  Data transfer between CC-Accounts

10.1.25 Calculator (kcalc)

The complex calculator can be run in different modes, and contains many constants. Therefore,
it is useful for many purposes, for example for binary and statistical calculations.
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10.1.26 Screen magnifying glass (kmag)

The program for enlarging screen areas increases the readability of data, even from larger
distances to the monitor. To guarantee the functionality of the tool, the magnifying glass remains
in the foreground until the magnifying glass is closed.

Application examples:

V Enlarged display of parts of the screen

'u You do not need the magnifying glass to enlarge the visualization of the process
images, as there is a zoom function in the DisplayCenter.

10.1.27 Virtual keyboard (xvkbd)

This tool makes an input possible, even on systems without a keyboard. The virtual keyboard
stays in the foreground after being started in order to ensure its functional use. In the
DisplayCenter, the virtual keyboard can be started not only using the menu items, but also
using the toolbar (see manual "C1 interactive process control”, chapter The DisplayCenter menu
bar, and chapter The DisplayCenter toolbar).

Application examples:
Qf Operation after a keyboard fall-out
V Operation of devices that do not have a physical keyboard, e.g. touch-screen monitors

'u The virtual keyboard is started automatically when using touch screens as soon as an
input field gets the focus. The virtual keyboard is closed as soon as the focus leaves the
input field.

Please note that the environment variable USE_ TOUCHSCREEN must be set in order
to make this functionality possible.

10.1.28 Time driven task management (kcron)

Time based tasks in LINUX can be carried out with this tool. In this way, periodical tasks can be
accurately controlled, and automated. Root rights are necessary for the use of this tool.

Application examples:

%’ Reduction of the memory for recorded data from the ChronoLog mechanism in preset time
intervals.

10.1.29 System monitoring (ksysguard)

ksysguad shows system values graphically on a time scale. Several sensors can be chosen, and
placed parallel on the monitor. Each sensor represents a system resource, which is displayed
optically for analysis.

Application examples:
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Q\f Evaluation of the system load (e.qg. in case of an error)
o  Creation of protocols
Q\f Remote access to another server, as long as the corresponding service has been started

10.1.30 Program for network analysis (wireshark)

The communication of an Ethernet interface can be recorded and analyzed with this tool.
Application examples:

Q\f Error analysis on network interfaces

10.1.31 Connection to a foreign computer (krdc)

krdc is for logging in to other computers, which have the VNC service installed. The remote
maintenance of a computer using a graphical interface is made possible. Further explanations
about the VNC service can be found in manual "A2 Getting Started", chapter Remote operation
via VNC.

Application examples:

Q\f comfortable remote operation and monitoring of another CC-Account with great
performance, and without functional restrictions

10.1.32 Desktop Sharing (X11vnc)

X11vnc routes X-Window displays to any other VNC client. X11vnc makes the so called Desktop
Sharing possible with implemented SSL encryption and authentication.

Desktop Sharing (or Desktop Monitoring) generally refers to the state when the visible screen
content of one computer is transferred over a private network, or the internet, to one or more
other computers.

Application examples:
¥ X1lvnc can be utilized for example for support, presentation and training purposes.

10.1.33 Network scanner (linscope)

linscope is an IP scanner with listed Windows network permitted access (SMB). You can add
different IP ranges, and scan these together or separately. Optionally, FTP and HTTP services
can also be searched for with this tool. linscope supports the use of favorites.

Application examples:

Q\f Search for controllers during error analysis
Qﬁ Creation of an overview for projected controllers
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10.1.34 Icecream monitor (icemon)

You can show the configured compiler group for remote compiling with the Icecream monitor.
This tool makes it possible to view the activities during a remote compiling. icemon can be
launched in the KDE tools without starting a generation process. Detailed information about this
can be found in the chapter Remote Compiling.

The scope of the tools in the operator system depends upon the KDE menu configuration . The
KDE configurations "Basic" and "Standard" are available to you in the current release.

In this way, you can select a limited KDE menu for the system operator's desktop, which allows
him or her to concentrate on the most important aspects for operation and monitoring the
system.

A foreman or shift manager, on the other hand, may have additional menus at his or her
disposal, which allows him to use more advanced or KDE functions.

The choice of the KDE configuration takes place with the AprolConfig script (via -
changestartupkde option).

The configuration chosen with AprolConfig is loaded when logging into an operator or runtime
system.

10.1.35 Vector graphic editor (inkscape)

Inkscape is an open source vector graphic editor, which has comparable capabilities as
lllustrator, Freehand, CorelDraw, or Xara X. The special thing about inkscape is that it uses
SVG (Scalable Vector Graphics) as its native format.

By using the SVG format it is possible to display graphic objects in all zoom factors
without loss of quality

Other than the definition of individual pixel or pixel areas (bitmaps), the SVG format contains
graphic elements, the position of the elements, and their properties in the form of an XML file.

Further inscape functions:

Q_ﬁ Unicode, word-wrapping, and "Text-to-path"”

Qf Effects, cloning, and levels

Q_ﬁ Addition of license and other information to the graphic as RDF

The inkscape vector graphic editor can be used in the system for creating image
objects, static background images, or icons on buttons.

10.1.36 LDAP server configuration (Apache Directory Studio)

The 'Apache Directory Studio' (ADS) allows the complete analysis and configuration of the
openLDAPvV3 or Active Directory Server. This tool is also suitable for the import / export of LDIF
files.

Amongst others, the Apache Directory Studio also has an LDAP browser, an editor for LDIF
files, and a tool for scheme management.
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10.1.37 Linux analysis tools

The atop, htop, ftop and iftop Linux analysis tools are explained in the following chapter. These
offer more options as the top standard application.

Note that each of these four tools is suitable for a different case.
You obtain the following benefits through this:
Detailed system monitoring in different situations

Analysis of the current system state

Py

E!s The use of the Linux analysis tools may lead to a higher system load.

10.1.37.1 Extended system monitoring (atop)

The atop Linux analysis tool offers an overview of the current activity of the Linux system. After
starting, the upper area shows general system information, and the lower area shows a detailed
view of single processes. The information is based on the average value of the last time interval
(also called snapshot), which can be seen in the upper right corner. Values are highlighted in
color (green, blue, red) to indicate values which produce an unusual load. Desired information

PRC sgé " 1.98s user  5.41s '-%bréc 326 #tslpu 1 #zombie 1 #exit 196

CPU | sys 21% user 51% irg 1% idle 254% walt T4% curscal 100%
cpu | sys &% user 17% irq 1% idle 55% cpuloo w 21% curscal 100%
cpu | sys &% user 12% irg % idle 65% cpuooz w 16% curscal 100%
cpu | sys 4% user 14% irg 03 1dle S6% cpudel w 25% curscal 100%
cpu | sys 4% user &% irg [0 idle T7% cpudoz w 11% curscal 100%
CPL | avgl 2.90 | avgs  1.97 | avgls 1.42 | csw 116271 intr 31601 numepu a4
MEM | tot 3.4G free 279.5M cache 1.1G dirty 5.8M buff 0.1M slab  93.8m
SWP | tot 2.0G free 1.8G mcom  B.7G vmlim 7G
PAG | scan 37668 steal 36957 stall o] swin 33 swout 41
DSk sda busy B5¢ read 1012 rite 29 MBw/s  0.07 avio 5.18 ms
MNET | transport tepl 8303 tcpo 15566 udp1 34 udpo 34 tcpao 30
NET | network 1p1l 8732 1po 7715 1pfrw o] deliv 8645 1cmpo 310
NET | ethl 1% pcki 3047 pcko 10455 s1 399 Kbps so 11 Mbps erro o]
NET | eth3 Fs pcki 281 pcko 237 s1 27 Kbps so 11 Kbps erro o
HET lo - pcki 4727 pcko 4727 si 14 Mbps so 14 Mbps arro o]

3 GROW RDDSK  WRDSK & . S CPUNR  CPU CMD 1/17

13358 o] 0.15s 1.52s oK oK - - NE 0E - 17% <BR.AS.TaskBu=
13237 o] 0.05s  0.46s oK oK - - NE 30E - 5% <kdm_greet=
23982 S 0.01s 0.40s oK oK oK oK -- -5 o] 4% Xvnc
13526 1 0.04s ©.30s 11980K GB92K 448K oK N- s El ¥ ksplashx
20010 4 0.13s 0.20s oK - 40K oK oK -- s 3 3% CaeManager
8102 - 3 0.11s 0.22s oK -152K oK oK -- - S 2 Fs CaeManager
10097 - 15 0.17s 0.15s oK oK oK M- -5 El 3% DownloadManage
256710 - El 0.10s 0.18s oK - 156K oK oK -- -5 1 3% CaeManager
13313 1 0.19s 0.07s oK 152K aK oK -- - S 2 ¥ wineserver
7048 10 0.08s 0.17s oK -12K oK oK -- - S 3 % ControllerMana
13294 o] 0.09s 0.15s oK oK - - -E 0E - 2% <BR.AS.Backen=
28107 3 0.08s 0.13s oK -BK oK oK -- - 8 1 Z% LoginServer
26802 3 0.07s 0.13s oK -BK oK oK -- - 8 2 2% LoginServer

957 3 0.09s 0.11s oK oK oK oK -- - S [¢] ] LoginServer
20102 El 0.08s 0.11s oK oK oK oK -- -5 El 2% LoginServer
32110 1 0.01s 0.13s oK oK oK oK -- -5 o] 1% X
13546 1 0.04s 0.08s 47060K SOB0K 10324K 20K N- - D 3 1% brdepend
13347 1 0.03s 0.09s 1.5G6 7984K 316K 0K N- - S 2 1% explorer.exe

Ilustration 146: "atop" output

Overview of the important information in the upper area:

Abbreviati | Meaning

on

PRC Elapsed CPU time in the system and user level
CPU (cpu) CPU load (load on single CPU kernels)

MEM Information about working memory

Tools in the KDE menu
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Abbreviati | Meaning

on

SWP Information about swapping
DSK Information about hard-disk load
NET Information about network load

Overview of important interactions:

Key Action

(] Quit

[h] Help

[z] Pause

[m] Sorting according to memory usage

[0] Sorting according to CPU load

[c] Sorting according to CPU load / Display of the call
[1] Change of time interval (snapshot)

[u] Mask display for one user

[v] Display single process threads

Areas of use:
Qf Detection of short and otherwise non-detectable processes

W Detection of short (and otherwise non-detectable) processes
W Overview of the current system state

Qf 'Look into the past'

Qf Analysis of performance problems

'a The system information since the last reboot can be displayed when starting atop and
pressing the [z] key.

Further information can be found at http://www.atoptool.nl/.

10.1.37.2 Interactive system monitoring (htop)

The htop analysis tool offers a detailed overview of the current system state. A user can
customize the display. There are many different values and visualizations. You can see an
example layout with basic information in the following screenshot. The control takes place via
the [F1] - [F10] keys listed at the bottom of the window. Information about the current system
state is in the upper area, and an overview of the processes and threads in the lower area.

A2 Getting Started
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A | , thr; running
2 LI age: 4.00 3.83 3.43
2 LI Up
a [I111
MemCI TITITETEVEEETTEEETEE T ] 12044/ 35280
Swp L1111 245/ /2054MEB]
10997 mrseng 20 0 S 3.3 2.3 0:49.64 DownloadManager --nocrashhandler
19532 mrseng 20 0 D 3.3 0.0 0:00.08 cp debugdb.tree ../GENERATED/mrsru
957 mrseng 20 0 S 2.6 0.5 26:28.75 LoginServer --nocrashhandler
7048 mrseng 20 0 S 2.0 2.8 1:19.56 ControllerManager --nocrashhandler
19417 root 20 ] FE 2.0 0.0 0:01.09 htop
20103 mrseng 20 0 S 2.0 0.9 3:30.68 LoginServer --nocrashhandler
28107 mrsenq 20 0 S 2.0 0.7 2:10.00 LoginServer --nocrashhandler
23982 nobody 20 0 S 2.0 2.2 1:57.75 Xvnc -ac -noreset -inetd -once -qu
32110 root 20 0 S 2.0 0.9 9:24.08 fusr/bin/X -dpi 75 -br -novtswitch
16920 mrseng 20 0 S 2.0 1.1 ©:20.16 LoginServer --nocrashhandler
581 mrseng 20 2] S 1.3 0.8 7:42.68 kwin
27602 aprolsys 20 0 & D 0.7 1.0 13:24.33 Jopt/aprol/bin/Thaseserver
10463 mrseng 20 0 S 0.7 0.8 0:13.75 kdeinit4: konsole [kdeinit]
8102 mrseng 20 ] S 0.7 6.7 2:35.86 CaeManager
18917 mrseng 20 0 S 0.7 2.0 ©:01.34 CaeManager --nocrashhandler
4980 mrseng 20 0 S 0.7 1.6 0:12.27 kdeinit4: konsole [kdeinit]
15608 mrsenq 20 0 S 0.7 5.2 0:42.49 CaeManager --nocrashhandler
27833 mrseng 20 0 S 0.7 1.6 0:24.21 kdeinit4: plasma-desktop [kdeinit]
680 mrseng 20 0 S 0.7 0.0 1:33.14 ksysguardd
18061 mrseng 20 0 S 0.0 6.3 0:26.42 CaeManager --nocrashhandler
27842 mrseng 20 0 S 0.0 0.0 0:09.21 ksysguardd
626 mrseng 20 0 S 0.0 0.9 3:00.30 kdeinit4: plasma-desktop [kdeinit]
11666 root 20 0 4 S 0.0 0.2 0:00.42 AprolPing tcmrsredudl tcmrs0l tcmr
7050 mrseng 20 0 S 0.0 2.8 0:00.54 ControllerManager --nocrashhandler
7053 mrseng 20 0 217 S 0.0 2.8 0:00.52 ControllerManager --nocrashhandler
9284 root 0 14892 1544 S 0.0 0.1 5:

43. Jusr/bin/monit -c jetc/monitrc -
Fl-FQ-F-F_F_Fﬁ-F_F_F_FICd
Ilustration 147: 'htop’ output

Overview of the function keys

Key Action

[F1] Open the help

[F2] Layout adjustment by user
[F3] Search function

[F4] Display filter

[F5] Display in a tree view on/off

[F6] Sorting according to user, CPU load, etc.

[F7]/[F8] | Change priority

[F9] Terminate process (kill)

[F10] Close htop

Evaluation information:

Abbreviation Meaning

. (CPU) Load of single CPU kernels

The colors have the following meanings:
Red: Kernel threads

Green: User threads with normal priority
blue: User threads with low priority

Mem Information about working memory. Meaning of the colors:
Green: Used memory

Blue: Buffer

Orange: Cache

Swp Information about swapping

Tools in the KDE menu
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Areas of use:
W Overview of the current system state

Qf Comfortable termination of processes
Qf Display of processes in a tree view

Qy Priority change of processes

'a Further information can be found at http://linux.die.net/man/1/htop.

10.1.37.3 Monitoring the hard-disk (ftop)

The ftop analysis tool monitors the hard-disk activity. The refresh time interval should be
changed with the [d] key when the application is started, in order to have a clear view.
Information about the number of open files and running processes is shown in the upper area of
the window. Underneath, there is a detailed display of the applications (bold lines) which write
and read (in normal print). The progress of a read/write procedure is shown with a black,
horizontal bar which contains the remaining time and speed. If the write procedure is interrupted,
‘'stalled’ is shown in the bar.

Overview of important interactions:

Key Action

[h] Open the help

[0] Open options

[d] Refresh time interval

[u] Mask according to user

[f] Mask according to search term
(] Quit

A2 Getting Started
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Fri May 23 12:11:06 2014 ftop 1.0
Processes: 240 total, © unreadable press h for help, o for options
apen Files: 482 regular, 4 dir, 439 chr, 0 blk, 790 pipe, 1249 sock, 87 misc

PID #FD  LSER COMMAND

- 27871 13 mrsredull Jopt/aprol/bin/AprolLoader -tbhost Localhost -system mrsredull -sel...
-- out --W  -- 29065/ 32701 Jtmp/aprolinstalliog.debug (stderr from PID 27871
[ 1
.- err --W -- 29065,/32701 Jtmp/AprolInstalllog.debug (stdout from PID 27871)
[ ]
- 4 SowW o = 24.0M/24,0M Jtmp/aprolLoader_mrsredull_1.leg
+- 5 SewW - 5/5 Jvar/run/aprol/Aprolloader_mrsredull.pid
+- B --w 300,300 Jtmp/aprolloader_mrsredull status.xml
+- 11 --w 65387 /65387 /tmp/mrsredull_Aprolloader_mrsredull_l.log

- 24027 4 mrseng /bin/sh fusr/bin/startkde )
- out  --w o =- 376317/779607  /home/mrseng/.xsession-errors (stderr from PID 24027)

/home/mrseng/.xsession-errors (stdout from PID 24027)

Jusr/bin/startkde (fd 255 for PID 32330)

Jusr/Llib/kdea/libexec/start_kdeinit +kcminit_startup
/home/mrseng/ . xsession-errors (stdout from PID 24027)

/home/mrseng/.xsession-errors (stdout from PID 24027)

7
- 24220 12 mrseng kdeinit4: kdeinit4 Running...
- out --w > 376317/779607  /home/mrseng/.xsesslon-errors (stdout from PID 24027)

- 376317/779607  /home/mrseng/.xsession-errors (stdout from PID 24027)
s, 87:17 remain 1
4  mrseng kdeinit4: klauncher [kdeinit] --fd=9

- out --w = 376317/779607  /home/mrseng/.xsesslon-errors (stdout from PID 24027)

- err  --w  >- 376317/779507  /home/mrseng/.xsession-errors (stdout from PID 24027)

i 77/s,
-- 24223 15 mrseng kdeinit4: kded4 [kdeinitl
| -- out --w =- 376317/779607  /home/mrseng/.xsession-errors (stdout from PID 24027)

376317/779607  /home/mrseng/.xsession-errors (stdout from PID 24027)

Ilustration 148: *ftop’ output

Evaluation information:

Field Meaning

Access mode (3rd. column) -r- : read mode

--w : write mode

--W : append mode
-rw : read/write mode

Read/Write activity (4th. column) -- : inactive

->, >-, >>: Activity growing
-<, <-, << : Activity sinking
<> : Activity irregular

Progress (5th. column) Progress of read/write procedure

Areas of use:
Qf Exact analysis when hard-disk load is high

@~ Overview of all read/write procedures

Qf Duration of a read/write procedure

'd Further information can be found at http://linux.die.net/man/1/ftop.

10.1.37.4 Monitoring the network (iftop)

n . - . .
/ !3 Linux superuser 'root' rights are necessary to execute iftop, because it accesses the
/proc directory.

Tools in the KDE menu
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The iftop Linux analysis tool offers extensive information about the network activity. If the
computer has several network interfaces, the one that is found first is used. The name of the
interface is shown at the top left corner after starting.

If another network interface should be monitored, iftop must be started via the console. The
name of the interface must then be specified as a parameter (iftop —i name). The general view is
shown in the next screenshot. The scale at the top edge shows the current data transfer rate of
the network connections. The single connections are listed underneath, and the data transfer
rate is shown as a black bar. The three columns to the right edge contain the average transfer
rate of the last 2, 10, and 40 seconds. All information is summarized at the bottom part of the
screen in an overview.

Overview of important interactions:

Key Action
[h] Open the help
[n] DNS resolution on/off
[p] Port display on/off
[L] Linear or logarithmical scaling
[0] Preserve display order
[P] Pause
[a] Quit
| }ob },ookb }ookb }o,omb l,OOG?
c utomation.com 201Mb  201Mb  [eleUM
, S5Mb 4,05Mb
r-automation.com = . 5, 35Mb
111kb
433kb
1,03vb
mation 487kb
1,03k
brautomation 434kb
0, 98Mb
rautomation.con 420kb
94zkb
canslm n.com A A mation . e 228kb
528kb
omation.c WEtion.com . 72,0tE
omation.c SLC UEYSlon . com i?ikb
37kb
omation.c ldStE
omation.c [FMRECPRI . br- automation.com g:jgkb

24,2kb  24,2kb
8,44kb  8,47kb
24,2kb  24,2kb
8,13kb 8,08kb
23,4kb 23,5kb
8,08kb 8, 05kb
23,3kb  23,8kb
ROZPRI . br- automation.com 8,03kb 8,05kk 8,08kb
23,4kb  23,3kb  23,8kb
PANENROSPRT . br- automation. com 8,00kb 8,02kkb 8,04kb
23,4kb 23,3kb 23,3kb
P=h5401 . br- automation. com 11,4kb  12,7kb  20,0kb
3,11kb 2,7%kb  2,84kb

canslm.b n.com == tcansleng.br-automation.com 1,22kb 1,52kb 2,3skb
= 2,03kb 2,23kb 2,21kb

=> CTRLREDCLU.br-autemation.com 352b 282b 282b
<= 352b 282b 282b

e BREDSER . br- automation. com
omation.c ENRO3SEK . br- automation.com

utomation.c ANSNROZSEK . br- automation. com

210Mb
9, 95Mb
2zovbll

2,90GB 227Mb 225Mb

Ilustration 149: "iftop’ output
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Evaluation information in bottom part:

Row Meaning

X Upstream

RX Downstream

TOTAL Upstream + Downstream

cum Transferred amount of data since iftop start

peak Highest transfer rate since iftop start

rates Average transfer rate in the last 2, 10, and 40 seconds

Areas of use:
V Exact analysis of the network load

Qf Determination of the computer's communication partner

W Use of the bandwidth

'd Further information can be found at http://linux.die.net/man/8/iftop..

10.1.37.5 Example analysis procedure

A high system load may occur in different cases. Build and download procedures are among
these. It is a good idea to use the atop and htop tools for the first analysis of a high system
load. With them, you obtain a clear overview of the relevant system components such as CPU,
memory, network, and hard-disk load. The findings can then be analyzed in depth with the other

two tool iftop and ftop.

For example, there may be a high hard-disk load during a build process (recognized with DSK in
atop). This can then be analyzed more precisely with ftop, so that possible problems can be
identified. A download has a similar behavior. The communication with different computers must
be made with a limited bandwidth. If several components are downloaded in parallel, there may
be a high network load. With iftop, you can monitor exactly which amounts of data are
exchanged between the systems and where there may be possible weak points in the system.

Tools in the KDE menu
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A2-11 Appendix

11.1 List of the saved blocks via AprolSaveObsoleteBlocks

The following overview contains all blocks, which are saved with the script
AprolSaveObsoleteBlocks, and are moved into the library "SavedBlocks".

;_:'!3 It must be observed that the use of the script AprolSaveObsoleteBlocks must definitely be
carried out before an update of the CAE database to APROL R 3.2. Finally the library
must be generated in the context of your CAE project.

CAE library

Blocks taken into account

APROL

AprFbDelayedSignal, AprFbGetAvg, AprFbGetRtcDint,
AprFbNCycleMax, AprFbNCycleMin, AprFbSetRtcDint,

Appendix
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CAE library Blocks taken into account

IEC61131 BYTE_BCD_TO_DINT, BYTE_BCD_TO_INT, BYTE_BCD_TO_SINT,
BYTE_TO_BCD_DINT, BYTE_TO_BCD_INT, BYTE_TO_BCD_SINT,
DELAY, DINT_BCD_TO_BYTE, DINT_BCD_TO_DINT,
DINT_BCD_TO_DWORD, DINT_BCD_TO_INT, DINT_BCD_TO_SINT,
DINT_BCD_TO_UDINT, DINT_BCD_TO_UINT,
DINT_BCD_TO_USINT, DINT_BCD_TO_WORD,
DINT_TO_BCD_BYTE, DINT_TO_BCD_DINT,
DINT_TO_BCD_DWORD, DINT_TO_BCD_INT, DINT_TO_BCD_SINT,
DINT_TO_BCD_UDINT, DINT_TO_BCD_UINT,
DINT_TO_BCD_USINT, DINT_TO_BCD_WORD, DINT_TO_TIME,
DIV_TIME_DWORD, DIV_TIME_WORD, DT_TO_TOD,
DWORD_BCD _TO_DINT, DIWORD_BCD_TO_INT,
WORD_BCD_TO_SINT, DWORD_TO_BCD_DINT,
DWORD_TO _BCD_INT, DIWORD_TO_BCD_SINT,
EXPT_REAL_REAL, INT_BCD_TO_BYTE, INT_BCD_TO_DINT,
INT_BCD_TO_DWORD, INT_BCD_TO_INT, INT_BCD_TO_SINT,
INT_BCD_TO_UDINT, INT_BCD_TO_UINT, INT_BCD_TO_USINT,
INT_BCD_TO_WORD, INT_TO_BCD_BYTE, INT_TO_BCD_DINT,
INT_TO_BCD_DWORD, INT_TO_BCD_INT, INT_TO_BCD_SINT,
INT_TO_BCD_UDINT, INT_TO_BCD_UINT, INT_TO_BCD_USINT,
INT_TO_BCD_WORD, ROL_UDINT, ROL_UINT, ROL_USINT,
ROR_UDINT, ROR_UINT, ROR_USINT, RS, SEL,
SINT_BCD_TO_BYTE, SINT_BCD_TO_DINT,
SINT_BCD_TO_DWORD, SINT_BCD_TO_INT, SINT_BCD_TO_SINT,
SINT_BCD_TO_UDINT, SINT_BCD_TO_UINT,
SINT_BCD_TO_USINT, SINT_BCD_TO_WORD,
SINT_TO_BCD_BYTE, SINT_TO_BCD_DINT,
SINT_TO_BCD_DWORD, SINT_TO_BCD_INT, SINT_TO_BCD_SINT,
SINT_TO_BCD_UDINT, SINT_TO_BCD_UINT,
SINT_TO_BCD_USINT, SINT_TO_BCD_WORD, TIME_TO_DINT,
UDINT_BCD_TO_DINT, UDINT_BCD_TO_INT,
UDINT_BCD_TO_SINT, DINT_TO_BCD_DINT, UDINT_TO_BCD_INT,
UDINT_TO_BCD_SINT, UINT_BCD_TO_DINT, UINT_BCD_TO_INT,
UINT_BCD_TO_SINT, INT_TO_BCD_DINT, UINT_TO_BCD_INT,
UINT_TO_BCD_SINT, USINT_BCD_TO_DINT, USINT_BCD_TO_INT,
USINT_BCD_TO_SINT, USINT_TO_BCD_DINT,
USINT_TO_BCD_INT, USINT_TO_BCD_SINT,
WORD_BCD_TO_DINT, WORD_BCD_TO_INT,
WORD_BCD_TO_SINT, WORD_TO_BCD_DINT,
WORD_TO BCD_INT, WORD_TO_BCD_SINT

STANDARD DELAY, DINT_TO_TIME, DT_TO_TOD, RS, TIME_TO_DINT

A2 Getting Started
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11.2 Deactivate energy saving function / screensaver

In order to guarantee a continuous monitoring of the actual system state, the energy saving
function for the operator station screens must be turned off as a rule.

Please carry out the configuration in the following places:
V home/<Operator system>/_xinitrc

v KDesktop configuration

V Sax2

'u As of R 3.2-02, the energy saving function is deactivated per default in the
.xinitrc as well as in the KDesktop configuration files.

A Please note that the X-Server configuration is saved in the /etc/x11/xorg.conf file.
Certain configurations that are carried out afterwards, and also have an effect on the
X system, can overwrite or delete the current entries in the xorg.conf. This is for
example the case when saving a SaX2 configuration, or a configuration using the
"NVIDIA X-Server settings" tool. To avoid loss of data, save the xorg.conf file before
you carry out further X-Server configurations so that you can eventually re-insert the
entries manually into this configuration file.

11.2.1 deactivate DPMS in the .xinitrc

You can deactivate the energy saving function by modifying the /home/<operator system>/.xinitrc
configuration file. Insert the line xset -dpms as the following illustration shows. This entry is
present per default as of R 3.2-02.

—*—;—‘——ﬁ_—#—r"_\\_‘__-—ﬂ—__‘
# Add your own lines here,.,

xzet —dpmz

xzet = off

smodmap $APROL et ¥modmap, aprol 2x/devsnull 1x/dew/null

shost +
#

[a—

Illustration 150: Deactivation of the energy saving function in the -xinitrc file

11.2.2 Configuration in the KDE control center

The next step is to configure KPowersave. You can open the KDE control center with
"Configure desktop" in the desktop's shortcut menu. You can open the configuration dialog for
KPowersave with "Display"” in the "Energy control" tab. For this purpose choose the [Configure
KPowersave...] button. The check box "Deactivate the screen's energy saving function”
must be activated (Default setting as of R 3.2-02).
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The screen saver is switched off in "Display/Screen saver" by deactivating the "Start
automatically” check box. This affects the following entries in the /home/<Runtime
system>/ .kde/share/config/kdesktop file:

[ScreenSaver]

Enabled=false
(As of R 3.2-02, this is the case per default.)

11.2.3 Deactivate DPMS in the SaX2 configuration

A configuration in SaX2 is necessary to deactivate the "DPMS" energy saving function. Choose
the "System/Configuration/Configure X11 system (SaxX2)" KDE menu.

After logging in as the LINUX superuser "root", choose the [Change...] button in "Monitor". The
"Activate DPMS" check box in the Monitor for card <name of graphic card> tab must be switched
off.

Through this, the entry of the "DPMS" option in the /etc/x11/xorg.conf file, in the "Monitor"
section is deleted.

é Please note that the SaX2 configuration must take place before the configuration of the
graphic card. A Sax2 configuration after the graphic card has been set up overwrites the
/etc/X11/xorg.conf file, and thereby the configuration of the graphic card. In order to avoid
this, you can deactivate the DPMS directly in the xorg.conf file when you delete the
"DPMS" option in the "Monitor" section.

EndSection K——/’;—ﬁ;ﬁ_‘

# HorizSync sourcer edid. VertRefresh source: edid

Identifier "Monitor("

YendorName "Unknotn"

Mode1Manme "Maxdata (RogenTech)"

HorizSync 31,0 - 33,0

YertRefresh g0,0 - 85,0
BdSection

Section "Monitor"
# HorizSync source: edid, VertRefreszh source: edid

Identifier "Monitorl"

YendorMame "Unknown"

Mode1Mame "Dell”

HorizSunc 31,0 - B0.0

YertRefresh BO.0 - 75,0

Option "IPHS" - DPMS is activated
EndSection

Section "Device"
Identifier "Videocard("
o "ryidia”

Illustration 151: Deactivation of the energy saving function in the xorg.conf file
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11.3 Information about the usage of the DVI interface with SLES

DVI (Digital Visual Interface) represents a standard interface for the transmission of digital video
data with the connection of TFT monitors to the PC's graphic card.

The following must be observed when a TFT monitor is connected via DVI interface (without
adapter) to a B&R APC with the graphic chip set '855G"

It must be made sure that the "NoAccel" and "SWcursor" parameters are entered in the actual X-
configuration.

The change in the configuration must take place with SaX2 in the Linux runlevel 3.

e

{ The change in the configuration applies to all B&R APCs, which have the ‘855G’ graphic
chip on the on-board graphic card.

11.4 TAR archives with MD5 check sum

Data archives (<file name>.tgz) are checked for correctness before use. This is done with the
corresponding audit file <File name>.tgz.md5. Discrepancies between the proof sum and audit
file inhibit the further usage of this archive.

.o In R 3.2-01 and R 3.2-02, the data archive and check file must be in the same directory.

As of R 3.2-03, a TAR file is used for the TAR archive that contains not only
the data archive (<file name>.tgz) but also the check file (<file name>.tgz.md5). Both
files are required separately in older releases.

In order to create a TAR archive from older releases' data archive (<file name>.tgz) and
the check file (<file name>.tgz.md5) please use the following command

tar cvf <file name>._tar <file name>.tgz <file name>.tgz.md5

Example:

tar cvf CAE_BACKUP_3.2-02_testsrv_engin_20071004_212344 _tar CAE_BACKUP_3.2-
02_testsrv_engin_20071004_212344_tgz CAE_BACKUP_3.2-
02_testsrv_engin_20071004_ 212344 _tgz.md5

This check mechanism is automatically used for packed data, in the
patch mechanism

Backup and restore of the engineering environment
Checking out and checking in offline engineering
OS manager for OS export, and OS import

Demo project installation

AN S S S8
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The check files must be created before restoring projects, which have been
saved with an release < R 3.2-01 without patch R 3.2-00P6. The following
call creates a valid check file:

md5sum file_name.tgz > file_name.tgz.md5

11.5 Change installation source

It must be ensured that an AutoYaST installation source is available for the
release that has been installed.

As a rule, this is the AutoYaST DVD in a local drive.

-~
F

"’ The stipulation of other sources is also possible. In case you are not sure which sources
are available, please ask your system administrator.

First of all, the respective AutoYaST DVD must be placed into the drive.

The next step is to open the YaST control center in its graphic interface. For this purpose,

e o

choose the "System / system settings (YaST)"

menu ite

P

St ST T N e

m in the KDE bar.

B R e P
 Shiftlogbook e =5 N
@ AFROL product documentation & Backup : :
ke Automation Studio Help '2: =OnAgU k=L an A
% Langioge % .\,;, Desktop ApElet »
= : \ .\ Documentation 4
i d ™ Emulator ’
o - I3 File Manager r
& AFPROL Licensing (AFROL Licensing) L;? File System »
- SUSE Menu * (5] Development * [l Monitor r
2% Personal Files (Home) ;-q Games ¥ - More Programs L
W Configure Desktop (Fersonal Settings) = Graphics » L‘;J Metwaork L4
| Find Files/Folders fad Internet * ;) Remote Access »

Actions &> Multimedia * L. Service Configuration L
£ Run Command. .. & Office * & Terminal g
D Lock Session Ty System M =L Administrator Settings (vasT)

/i Utilities r
el o ot ek debotenn, 2

=l - 4_,_,_1_l_'-AAA.---
Illustration 152: Starting YaST

L ==y

g

Subsequently, there is the request to log in as Linux superuser 'root'.

In the YaST control center, the "Software" menu item on the left should be chosen. The
corresponding applications appear in the right window. Choose "Change installation source".

If the installation source is not present after starting this application it must be added ([Add]).

For our example, choose the "DVD" radio button and confirm with [Next].

Finally, it must be made sure that the installation source is activated and actualized.

If this is not the case, the activation takes place with the [Source settings] button.

Close the application.

Please note that with a [Cancel] all of the changes are lost.
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11.6

Problems when using the Intel graphic chip set with SLES 11

If there are graphic card problems during the AutoYaST installation (e.g. a continously black
screen), B&R recommends carrying out the AutoYaST installation from a remote computer via
an 'ssh' session.

Now proceed for this as follows:

Step | Description

1 On the computer that is to be installed:
Add the following option in the 'Boot options' field when the computer is booted:
usessh=1 ssh-password=.aprol

2 On the computer that is to be installed:

The start of the 'ssh' daemon is then output as follows on the computer that is to be
installed:

0 APROLR 3.6 @

Ilustration 153

The IP address for 'ssh’ connection can be found in the output.

B

After carrying out step2, there is a query if the network configuration should be made
automatically via DHCP or manually.

The illustrations in the following steps are only examples in which the IP address and
host name may vary.
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Step Description

3 On the remote computer (from which the installation is to be started):

Start an 'ssh' session on the computer, from which the installation is to be started, with
the Linux command:
ssh -X root@<IP address of the target computer>

Answer the question 'Are you sure you want to continue?' with 'yes' and then enter
the 'ssh' password that was specified in the previous boot options.

engin@ meetingl :™* =zsh -¥ rootlly2,16,22,132

he authenticity of host '172,16,22,132 (172,16,22,132)" can't be established,
SA key fingerprint iz ef:d0:12:2d:ld:afed 07120 3etoobardbadcd 06,

Fe you sure you want to continue connecting (yeshol? yes

arning: Permanently added '172,16,22,132' (FSA) to the list of known hosts,
azswords:

II1SE Linux Enterprisze Server 11 Installation
there are shells running on consoles 2, 5, 6, 9
use 'extend' to load extensionz (remove with 'extend —r'): extenzions are:
o bind, gdb, =axZ
network, setup: run, e,0, '‘dhopod ethi’
sshd: run 'rosshd start' (don't forget to set & password with 'passud')

uzrsbindxauth:  creating new authority file Aroots, Hauthority
elcome to the inst-sys on 172,16,22,132 2.6,32,12-0,7-default xB6_E4

un yast to start the inztallation

nat-zyz:™ # ]

Illustration 154

Enter 'yast' at the prompt and confirm with [Return] in order to start the remote
installation.

4 On the remote computer (from which the installation is to be started):
Carry out the AutoYaST installation.

il [l Installation Settings

Click @ headline to make changes or use the "Change...” menu below.

| Expert L
Ba tallation

= AutoYaST Settings )
. nstallation = System: WMware. Inc. - WMware Virtual Platform (None)
= Processor: Intel(R) Xeon(R) CPU W3320 @ 2.67GHz

* Main Memaory 1 GB

= English (US)

1l (101.00 MB

a2 (1.4 B)
- Create boot volume /devisdal (101.97 MB) with ext2
- Create swap volume /devsda? (1,46 GB)
- Create root valume /devisdad (73.43 GB) with s

= Boot Loader Type: GRUB

* Location: fdewrsda (MBR]

= Sectlons:
+ SUSE Unux Enterprise Server 11 SP2 (default}
+ Floppy
+ Fallsafe - SUSE Linux Enterprise Server 11 SP2

= Product: SUSE Linux Enterprise Server 11 P2
* Patterns:

+ APROL Base System

+ 32bit suplementary packages
= size of Packages to install: 6.1 GB

Change... ~

Help Abort E@ H

Ilustration 155
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Step Description

5 On the remote computer (from which the installation is to be started):

After successfully rebooting the computer that is to be installed, you must log in again
with the following command:

ssh -X root@<IP address of the target computer>

0 bind, gdb, saxZ
- nhetwork setup: run, 2.9, 'dhcpod ethi!
- sshd: run 'rcsshd start' (don't forget to set a password with 'passwd')

Augrdbindxzautht  creating new authority file Arootsd, Hauthority
Welcome to the inst-sys on 172,16.22,137 2,6,32,12-0,7-default xB6_G4

un yast to start the inztallation

hnet-sys:™ # yast
hicode_start skipped on Adews/ptasd
robing connected terminal,, .

nitializing wirtual console,..

ound an xterm terminal on Adew/ptsd0 (80 columns x 24 lines),
** Starting YaSTg *+*+

** Preparing S55H installation faor reboot %

** WOTE: after reboot, you have to reconnect and call *+*

¥ AuardlibAYaSTed startup/YaST2, ash #+*

hicode_stop skipped on Adewsptesn

nzt-syz:™ # Connection to 172,16.22.132 closed by remote host,
onnection to 172,16,22,132 closed,

ngind@ meeting? > |

Illustration 156

Continue the AutoYaST installation with the following command:
/usr/lib/YaST2/startup/YaST2.ssh

11.7 Remote maintenance via Devolo MicroLink 56k PCI modem

This chapter explains the installation of the Devolo MicroLink 56k PCI modem in SLES 10, from
the driver installation to the configuration of the PPP service.

The aim is dial-up from a Windows XP computer to an APROL server for the purpose of remote
maintenance.

11.7.1 Installing the modem driver

The current driver is to be obtained from the manufacturer's homepage. A direct download is
possible with the following link:

http://download.devolo.net/webcms/0623203001160057767/ml-56k-pci-2.0.i1386.rpm

Save the file in 7tmp on your computer, and follow these steps:

Start an xterm (e.qg. [Alt]+[F2], enter xterm, and press [ENTER] and log yourself in as root:

Sux — root

Please enter the root password.
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http://download.devolo.net/webcms/0623203001160057767/ml-56k-pci-2.0.i386.rpm

Change to the /tmp directory
cd /tmp

and install the driver, or RPM packet, from here:
rpm —i ml-56k-pci-2.0.i386.rpm
Queries during the installation can be confirmed with [ENTER].

Carry out this command for the configuration of the modem:
hsfconfig

Here, queries can also be confirmed with [ENTER]. The output looks like this, for example:

apc320lp2:/homelengindtmp # hsfconfig
Conexant HSF softmodem driver. wersion 7,47.00,0Z20em

If you need assistance or more information, pleaze go to!
http:dAuw, 1 inucant, comd

lihen reporting a problem for the first time, pleaze send
uz the file generated by "hsfconfig --dumpdiag”.

Warning: existing driver modules found under:
flibf/modules/2,6,18,2-35-default/
Would you like to keep using them? [nol

Ilustration 157: Dialog from hsfconfig

If the configuration is completed successfully, a link is automatically created from /dev/modenm toO,
for example, /dev/ttysHsFo:

Building modules for kernel 2,6,18.2-35-default, using source directory
flibfmoduless2,6,18,2-35-default/build, Pleaze wait,..

done,

Flease enter region name for modem wnit O [GERMANY]:

Setting region for modem unit 0f "GERMAMY"

To change, use "hafoconfig ——region” or “AT+GCI=<T35code>"
The current region can be displayed by entering "ATI9" in a terminal program,

HDA support not compiled in the driver
kernel module snd-viaBZxx-modem owerridden by hefmc3ivia

kernel module snd-intelBx0m overridden by hefmc97ich hsfmc97zis
kernel module snd-atiixp-modem overridden by hsfmcA7ati

Current parameters: ("hsfoconfig ——info")

Config for modem unit 0f Adew/ttySHSFO
levice instance: O0-PCI-14f1:2F30-14F1:2014
HWl revision + Bazic? 2,18 Standard DAA 3VoltszIA
Hil profile name: hsfpoibasicZhsfi
Current region & GERMANMY (T.35 code: 0004)

The Adewsmodem alias (symlink) points to ttySHSFO
apc3201p2: Ahonedengindtmp #

Ilustration 158: final dialog from hsfconfig

This link can be checked in the following way:
cd /dev

I modem

The output should look like this:
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apc320lp2:ftmp # od Adev

apc320lp2:/day # 1 modem

Irwgrwarws 1 root root B 7, Sep 15:13 moden =» Haisisy
apc320lp2siday # I

Illustration 159: Output from | modem

11.7.2 Configuration of the modem in YaST2

Start YaST2 and enter the root password here:
In "Network devices" you can find the "Modem" entry.
A click with the left mouse button on "Modem" opens the configuration of the modem.

As this modem is not automatically recognized by SLES 10, it must be inserted manually with
the [Add] button.

The device choice follows:

'E YaST2@ichwie3s =3k
£ Modem Parameters

Modern Device

[u'dew'mndem | - ]

Dial Prefix (if needed)

Cial Mode Special Settings
(® Tone Dialing @ Speaker On
() Pulse Dialing [%| Detect Dial Tone

e [

Illustration 160: Device choice

As the link 7dev already exists, it is possible to choose /dev/modem as modem here.

The choice of provider is necessary when configuring a modem in YaST, but it is not necessary
for this type of dial-up. Therefore you can choose a standard provider by clicking [Next] twice.

The modem has now been created, and the configuration can be finished with the [Finish]
button.

11.7.3 Creating the PPP user

A new user must be created in YaST2 for the dial-up. This takes place in "Security and users".
A click with the left mouse button on "Create and edit user" opens a new window.
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= YasTz@ichwtess

« User and Group Administration

| Users Groups | Defaults for Mew Users | Authentication Settings ]

Filter: Systemn Users

[ Set Filter "]

[ Add ] [ Edit ] [ Delete

Lagin I Marne I Ui I Groups

at Batch Jobs Dasmon 25 at
....... avahlugerfmlﬁvahlmﬂavahl

kin kir 1 kir
daemon Daeman 2 kin,dasmon
dhcpd ODHCP Server Dasmon 110 nogroup
fetchrmail rnail retriewval dasmon 108 dasrmaon
ftp FTF Account 40 ftp
ftpsecure Secure FTP User 1oz

nogrop g

[ Expert Options ™ ]

Cancel ] [ ok

Illustration 161: Management of users and groups

Click on [Set filter] in the lower right corner, and choose "System user".

Please change to the next dialog with [Add].

The user ppp has been chosen here as an example:

A2 Getting Started
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-
1

o YasT2@tchwte3s

« New System User

[ User Data l Details | Fassword Settings ]

User's Full Marne

[ PPP ]
Username
[ PPp ]
Password

[ceee ]

Confirm Password

|:| Receive Systern Kail
|:| Disable User Login

Help Cancel ] [

Illustration 162: Dialog for adding a user

After filling out the fields click on the Details tab:
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. 4 = YasT2etchwte3s
« New System User

[ User Data | Details |  Password Settings |
User ID {uid) Additional Groups
|1 aprol (=]

users
Home Directory at

|
[n‘tlTIF' ] | Browse... | ::I:i;:i
|

Horme Directory Permission KMode bin

cdrom

[?55 cansole
dasrmaon
EI Empty Home dialowt —
Directory Size in disk
|:| Use Encrypted Home Directory ﬂ :Ituppy
P
Additional User Infarrmation games
[ ] haclient
haldasrmon
Login Shell icecream
- krnem
[l'E‘tEl'pppl'ppph:lgll'l | - ] Idap

Default Group

Ip
rail e
|§u5|=_-r5 | - ] rmaildrop -

= .

Illustration 163: Management of users and groups, Details tab

Enter the directories as shown in the illustration, and choose the groups.
The user is created with the [Accept] button.
Subsequently click on [Finish].

11.7.4 Configuration of the PPP service

Start an xterm and log in as root.

Change to the directory /etc/ppp:
cd /etc/ppp

To edit the options file, please enter the following command:

kwrite options

The "noipdefault” parameter in the upper area must be commented out with a #.
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Datei Bearbeiten  Ansicht Lesezreichen Exttas Einstellungen  Hilfe |

T : - " AmE E == n % P ib i

# Enforce the use of the hostrname as the name of the local system for nl

# authentication purposes [overrides the name option).

#usehostname E
|
|
|
|
i

# If no local IP address is given, pppd will use the first IP address
# that belongs to the local hostname. If "noipdefault” 1s given, this

: ==l and the peer will have to supply an IP address.

# With this option, pppd will accept the peer’'s idea of our local IF
# address, even if the local IP address was specified in an option.
#ilpcp-accept-Local

# With this option, pppd will accept the peer's idea of its (remote) IP ﬂ

B o P e B o o e e = s I aF i e e b ean

Illustration 164: Editing options file with kwrite

Choose "File/Save", and terminate kwrite with "File/Terminate".

In order to insert the user in the pap-secrets file, please enter the following command:

kwrite pap-secrets

5% pap-secrets - Kinie

Datei Bearbeiten Ansicht Lesereichen Extias  Einstellungen  Hilfe

St EE e s NG

# all users in JSetc/passwd cam usa their password for pap-authentication. 3
#

# Every regular user can use PPP and has to use passwords from Jfetc/passwd

#% hostnams, .

# UserIDs that cannot use PPP at all. Check your /jetc/passwd and sdd any

# other accounts that should not be able to use pppd! Replace hostname

# with yvour local hostrame.

#guast, | host name, s - P=L
#master, , hastname, ol -
#root, | hostnams, et -
#suppart, hastname, ikt -
ikt 1
BRR . . : T | =]

|-l..... — T . § i o bt

Ilustration 165: Editing the pap-secrets file with kwrite

Please edit the file according to the illustration above.
Choose "File/Save", and terminate kwrite with "File/Terminate".

With the following command you create the ppplogin file.
kwrite ppplogin

e
G @A e @ ey DR AR

#i/bainssh

exec Susr/sbin/pppd auth -d -detach 192.168. 2. 21:152. 168. 2. 22

Bearbeiten  Ansicht Lesezeichen Extias  Einstellungen

I

Illustration 166: Editing ppplogin file with kwrite

Diagram Explanation:
192.168.2.2 is the IP address of the server
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192.168.2.22 is the IP address of the client
IP addresses that are already in use should not be entered here.
Choose "File/Save", and terminate kwrite with "File/Terminate".

11.7.5 Setup automatic answering

To activate an automatic answering of the modem, the inittab file in zetc must be adapted.
Start an xterm and log in as root:
Change to the directory setc:

cd /etc
With the following command you open the inittab file with the kwrite editor:

kwrite inittab

You find the following lines in the lower part of the file:

% Initab [Geanden fWite

Datei Beaibeiten Ansicht Lesezeichen Extras Einstellungen Hilie
1 E - Lk fala s 8 e l
i ﬂ L_j L.cj =l @ Y . -

# is occupied by the programm xdm

# This as for the packages zdmsc, aftar installing and

# and configuration you should remove the comment character
# from the following line:

#7: 3 respawn: #/etc/init. dfre tty7

# mo- 235 respawn: jusr/sbinsmgetty -5 38400 modam

I# moden gatiy.

# fax getty (hylafax)
# mo: 3% respawn: Jusr/Lib/Fax/faxgetty Jdew/modem

# vbhox (voice box) getty
# IG:35 respawn: fusre/sbinfvboxgetty -d sdev/ttyIs
# IT7: 35 respawn: fusre/sbinfvboxgetty -d SdevittyIT

# and of sfekc/sinittab

Ilustration 167: Editing inittab file with kwrite

Please remove the # character according to the following illustration:
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oo dnittak - Kwrfe
Datei Bearbeiten Ansicht  Lesezeichem Extias Einstellungen  Hilfe

= Bl Qe CELR

is occeuplied by the programm xdm,

% =

|# This is for the package xdmsc, after installing and
| # and confaiguration you should remove the comment character
# from the following line:

#7-3: respawn: Hfetc/imit. d/rx tty7

# modem getty.
mo: 235: respawn: fusr/shin/ngetty -5 32400 modem

| # fax getty (hylafax)
# mo: 35 respawn: fusr/Lib/fax/faxgetty Sdev/modem

# wbox (volce box) getty
# IG:35: respawn: fusr/sbin/vboxgetty -d jdew/ttyIG
# I7:35 respawn: fusr/sbin/vboxgetty -d jdew/ ttyI7

# and of Jetcsinittab

Illustration 168: Editing inittab file with kwrite

Choose "File/Save", and terminate kwrite with "File/Terminate".
Please enter the following in the xterm for the initialization:

init q

With the command

ps ax |grep mgetty

it can be checked if the process has really been started. If the process is running, the output
looks something like this:

| enan@~

apc320lp2:™ # pz ax lgrep mastiy

402 7 Sz 0100 fusrdshindmgetty -5 38400 modem
2124 phsfd fie Q00 grep maetty

apc3201p2:” 4

Illustration 169: Modem search in the process list

11.7.6 Configuration of the connection in Windows XP

The pre-requisites are that a modem is available, and is installed. In the control panel in
"Network and internet connections" please choose the "Internet options" entry.

Click on [Add] in the Connections tab.

Please choose the first listed connection type (modem):

After a click on [Next], the telephone number is asked for. Enter the number of the target here.
Afterwards, the entry of the dial-up connection’'s name (e.g. APROL_32_ Remote_ Maintenance)
takes place.

The configuration is finished and following dialog is opened with the [Finish] button.
Enter the LINUX user's user name (ppp) and password here, and then click on [Properties].
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It must be made sure that a modem and the telephone number are entered in the General tab.
The following default values are stored in the Options tab.

nli:l-uhul | Hetzmmik, | Ensetes |

¥ MName. Kennwort, Zerbiikat wsw. abiiagen
[ windows-Anmakledomans einbezishan
[ Bufnummer abfragan

Ilustration 170: Dial-up connection - Entry of options

Please select "Internet protocol (TCP/IP)" in the Network tab, and choose [Properties].
In the dialog that opens, please enter the IP address of the client:

Confirm the entry with [OK]:

A new connection is now shown in the internet options:

Eigenschaften yon Internet e = d
dlgemein | Sicherhet | Datenschutz | Inhalke |
Verbindungen ] Programme | Erweitert
- khicken Sie auf "Einrchten’, um eine Eintichiten |
Internetverbindung sinzwichten,

Emnstellungen Fir YPR- und YW ahkverbindungen

&5 BPROL_32 Ferrvartung {Standard)

Entfernen. .. |
Eipstelungen |

Illustration 171: XP internet properties

You can start the connection by double-clicking on it.

11.7.7 Error handling

11.7.7.1 Termination of the connection establishment with Windows error
number 619

The error can occur when the user name is not properly entered in the pap-secrets file in
/etc/ppp. Information about entering the user name can be found in chapter Configuration of the
PPP service.

11.7.7.2 Termination of connection establishment with /var/log/messages -
"Could not determine local IP address"

Please check if the entry "noipdefault” is commented out with a # in the file options in /etc/ppp.
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11.7.7.3 Connection successfully created - no answer to ping

If the Windows client does not answer the ping command from the
server's firewall configuration. Check in YaST, in
"Security and users" / Firewall, if it is active:

have something to do with the

& B YasTz@tchwie3s

Start-Up
Interfaces
Allowed Services
Masquerading
Broadcast

IPsec Support
Logging Lewel
Custormn Rules

== %
== Firewall Configuration:
== Start-Up
— Service Start

(@) Enable Firewall Automnatic Starting
[} Disable Firewall Automatic Starting

— Switch On and Off
Current Status:

Firewall is running

[ Start Firewall Now ]

[ Stop Firewall Mow ]

[ Sawve Settings and Restart Firewall Mow ]

.......................

Illustration 172: Configuration of the firewall

server, this may

11.8

Substitute blocks for CAE library "SYSTEM"

Substitute blocks CAE libraries SYSTEM and SysMon2005

Old block (CAE library SYSTEM) Substitute block (CAE library SysMon)
SysHmMPIcChk01_ SG4 MonCtrl2005Cpu01

SysHmMSrvCheck01 MonCc01

SysHmSrvProcStat01 MonCcAppO1

Substitute blocks for CAE library "SysMon2005"

Old block (CAE library SysMon2005) Substitute block (CAE library SysMon)
MemXInfoOl MemXInfoOl

MonCtrl2005Cpu MonCtrl2005Cpu

MonCtrl2005Cpu01 MonCtrl2005Cpu01
MonCtrl2005CpuState01 MonCtrl2005CpuState01

ReadEthCfg01 ReadEthCfg01

ReadloDp01 ReadloDp01

SysFbMonAlaMod01 AlaMod01

SysFbMonHwRec01 HwRec2005
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Old block (CAE library SysMon2005) Substitute block (CAE library SysMon)
SysFbMonHwSNd01 HwSndO1

SysFbMonPIS|State PISISt01

SysHmMMon2005 MonCitrl2005Hw
SysHmMonAlaModO1 MonCtrlAlaMod

Sysinfo0l Sysinfo01

SysPbMonBP15 MonCtrl2005BP15

TcCalcO1 TcCalcO1

Txt20 Txt20

11.9 Installation notes for computers of the 'HP ProLiant' series
11.9.1 Goal

The hardware technical monitoring and administration of servers of the 'HP ProLiant' series
can be carried out comfortably with a web based GUI.

11.9.2 Requirements

The monitoring and maintenance of the 'ProLiant' HP server series demands the installation of
the 'ProLiant Support Pack' package supplied by HP.

Several daemons that monitor the state of the hardware components permanently, and report
the error states, are installed on the server.

Monitored are:
the CPUs (Load and temperature)

the fans

the working memory

the power supplies

the network cards

the RAID system and each individual hard disk

the file system

AN S S S SN

Without these daemons, for example, a monitoring and maintenance of the RAID
system is not possible.

=

A2 Getting Started
11-20



11.9.3 Installation of the 'ProLiant Support Pack'

0 Information about the installation of the 'ProLiant Support Pack' can be found on the
HP web page.

The 'ProLiant Support Pack' can be downloaded from the HP website with the following
URL:

http://h18013.wwwl.hp.com/products/servers/management/psp/
Choose the 'Download Software' link for the download.

11.9.4 Error messages in the file system and via the mail system

In the case of an error, the Linux user 'root’' obtains a message via mail and error messages are
stored in the /var/log/messages file

11.9.5 Use of the web interface (System Management Homepage)

The web interface can be opened in the browser as follows:
https://<IP of the computer>:2381

0 A more comfortable possibility of analyzing the errors is via the web browser interface.

You must authenticate yourself on the website as 'root' with the respective password.

e - TH

Dotei  Boabrden  fekh  Jwonk Leseositon  Eghos EHlls

@ e X o MHMMnusl = BCE y

| wsm-mwumw[ | /]
it . i Speichem mmmm[ Wmlc

¥l System Manogement Homepoge

Fome  Sefligs  lesks  logs  Weepps  Suppon el

@ ke e e —
{ Ernbddod MECOEST }lu-\’] Metwoork Foull Tofcrans (athve bacing) 3 Auboresivery

(@ Ftagrstea Ligrts e 2 5 Embedeiod 19 NC350 06 MUfurction Gigate Ser o.:m

D Crbedcied 19 MG 08 Maiunciion Gigabk Ser & Temperture

) P Corponstion PN ET Sarvar Aigtic 4

Illustration 173: Use of the web interface 'System Management Homepage'

11.10 Connecting a NAS system to an existing APROL environment

A Network Attached Storage (NAS) is a file server that is simple to manage.
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NAS systems are used to offer independent storage capacity in a computer network without a
great amount of bother.

11.10.1 General information about access to the NAS system via iSCSI
The following chapter describes the connection of the ReadyNAS NVX NAS system business
edition form the company NETGEAR.

The access to this hardware can basically be made in different ways. The firmware version
4.2.15, at the point of this manual, supports the access via FTP, SAMBA, NFS, UPnP, rsync,
http and iISCSI.

The following description only describes the iISCSI configuration.

ISCSI is the abbreviation for 'Internet Small Computing System Interface' and uses the iISCSI
protocol over a TCP connection.

Excerpt from Wikipedia, the free encyclopedia:

"...ISCSI specifies the transfer and operation of direct saving protocols that are native to TCP. In
this process, SCSI data are packed in TCP & IP packages and transferred over the IP
networks.... '

ISCSI is implemented to allow the access to the saving network over a virtual point-to-point
connection without having to provide own storage devices.

The access to the hard-disk takes place on the basis of blocks, and is also suitable for
databases. Furthermore, the access over iSCSI is transparent; it appears as an access to the
local hard-disk in the user level.'

11.10.2 Use of a NAS system in APROL

B&R recommends the use of the ReadyNAS system as a storage device for backups within the
CC-Account.

A use of the NAS system as storage medium for the direct recording of ChronoLog /
E':H." ChronoTrend data (i.e. a use as the '"APROL_DATA' partition) has not yet been
enabled by B&R.

11.10.3 Configuration of the NAS system

The setup of the iISCSI target on the ReadyNAS system is described in following chapter, and in
the chapter thereafter, the configuration of the 'ISCSI' initiator. The iISCSI drive is made available
in a Linux system with the 'iISCSI Initiator".

The description is based on the current firmware version 4.2.15.
Proceed as follows for the configuration:
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Step

Short description

Log in as the 'admin’ user on the ReadyNAS NVX:

Address>/admin/*

instruction manual.

For this, enter the following URL in your web browser: http://<IP

Connect with Innovation

startsekte T Em

> Netzwerk
el Sie befinden sich im Modus Erweiterte Einstellungen . Hier stehen Innen zusatliche Einstellungen zur Verfigung, die der

¥ Sicherheit Setup-Assistent nicht unterstitzt. Bei einigen dieser Oplionen konnen Daten und Einstellungen geldscht werden. Wahlen

Dienste Sie Ihre Eingaben deshalb mit Vorsicht Wenn Sie die Einrichtung zum ersten Mal durchtahren, wird dringend empfohlen,
SR zuerstden Setup-Assistenten auszufihren. Klicken Sie hierzu auf Setup-Rssistent
» Shares
» sicherung Hostname: nas-AA-O7-A4
¥ Drucker
» Systom hodell ReadyNAS NVX Business Edition [X-RAID2]
3 Serierummer: 2315047800395
» Stams
Firmware: RAIDiator 42,15
Speicher: 1024 WB [6-6-6-24 DDR2]
P-Adresse 1 104880133
P-Adresse 2. Nichtverbunden
Lautwerk C Online, X-RAID2, 2 Feslplatten, 0% von 913 GB benutzt

Zum hodus Setup-Assistent wechsen | | Registrisren

NETGEAR’ ReadyNAS NVX

Illustration 174

The standard administrator password can be found in the ReadyNAS NVX

Choose the 'Volumes / Drive Settings' entry in the navigation frame.
Select the tab 'iISCSI' and choose the 'Activate iISCSI support' checkbox.

NETGEAR'

ReadyNAS NVX

Volumes [Ser ] [ ]

» Nemwerk

icherheit Festplateriapazist | 200 118 (0%) von 913 GB benutzt
e Zusarzich 10 G8 reserviet ir Snapshots
- Volumes
F RAID-Ei Snapshot | Lautwerkswarung |  iSCSI
Us Speicher

3 Shares ISCSI-Ziel-Dienst
g Der iSCSI-Ziel-Dienst ermaglicht die Erstaliung von einem oder mehreren iSCSi-Zisllautwerken im FeadyhAS im
Gegensaz zu Metwork File Senices, bei denen der Zugrilf auf Daleien in gemeinsam genutzien Hetwerkardnam
erfolgl, kritt das ISCSI-Ziel als vituelles Sperrgerat auf und kann als lokal angeschlossene Fesiplatie des Client:
Systems behandelt werden, die als iSCSI-Inifiator fungiert, Windows kann FAT32 oder NTFS aul dem iSCSI-Zielgerat
austihren und das Gerat behandeln, als sei es lokal angeschiossen. Hier Kicken, um weitere Informationen zu
erhaiten

ISCSl-Unterstizung aklivieren.

ISNS (Internet Storage Maming Senver) verwenden

Es gibt kein ISCSHZiel. Zum Erstelen enes ISCSH-Ziels kicken Sie auf die Schafische ISCSH-Ziel erstellen.

2um Modus Setup-Assistent wechseh | | Regstrieren

| Do Mir 03 084320 2011 | .‘ o o/ .‘ ©

* © 1896-2010 8 | RADtor 42 15

Illustration 175
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Step Short description

3 Click on the 'Create iSCSI Target' to create a new entry.
The 'Deactivated' entry must be preserved for the 'CHAP Authentication'.

ReadyNAS NVX

Ezn e b e

Festplanenkapaztis — 003 GB (98%) von 913 GB benutzt

ISCSI-Ziel erstellen

Zielname: [aprotreadynas
L o
LUn-Besciveibung:  [Externe Daten

Kapaziit [o03] | 68 (Max: 0.68) ‘

EE

Abbrechen | | Erstellen

Zum Modus Setup-Assistent wechs)

[ - e — 4|

%ummwolmizﬁ

Illustration 176

Confirm the entries made with the [Create] button.

4 The completed configuration is then shown in a similar screen.

NETG EA R ReadyNAS NVX

Volumes

Festplamtenkapazhit 1 200 M (0%) von 913 GB benutt
Zusanzlich 10 GB reservier fir Snapshor

PRAID-Einstellungen | Snapshot | Lautwerkswartung | ISCSI
ndelt werden, die als
n und das Gerat behanden, al

¥ ISCSI-Unterstitzung aklivieren,

ISHS (infernet Storage Naming Server) verwenden

Kepazma  Suamu
[ Zek: aproireadynas ® B
LUM 0: Externe Daten 503 Abschiieen o 24 L=y
Zum Modus Setup-Assisten wechsein Regstrieren ernehimes
[ Do Nl 03 08 5212011 ] | o o[ o o] ©

wommmﬁuum:zn
Illustration 177

11.10.4 Configuration of the 'iSCSI Initiator’

Subsequently, the 'iISCSI Initiator' must be opened in YaST2 to make the iISCSI drive available in
a Linux system.

Step Short description

1 Select the 'ISCSI Initiator' in the 'Network Services' section of YaST2.
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Step

Short description

The following configuration dialog is displayed after it is opened.
2, O YasST2@tchwie3s -

YL iSCSI Initiator Overview

[ Serwice |_ Connected Targets | Discowered Targets |

Serwvice Start
|> Wihen Booting

(- Manually

Initiadar Fame Offload Card
|ian.1996-04 .de .suse:01:94d9679adde | | defaur (softwarey | - |
iSMS Address iSMS FPort

= I -

Ilustration 178

Select the 'On System Start' entry in the 'Start Service' section.
The name of the initiator is fixed and is not allowed to be changed.

The iISCSI drive must then be made available to the Linux system.
For this, select the 'Detected Targets' tab and press the [Detection] button there.

Enter the IP address of the ReadyNAS NVX in the 'IP Address' input field of the
following 'iISCSI Initiator Detection’ dialog

Further settings are not necessary in this dialog.
Confirm the dialog with [Continue].

A ReadyNAS drive entry is displayed after the detection has taken place.
The entry 'False’ then appears as the status in the ‘Connected' column.
Confirm the [Register] button to register the drive in the system.

The status is set to True' after the registration.

Afterwards the 'iISCSI Initiator' is closed with the [Finish] button.

Select the ‘automatic’ entry in the 'Startup' section.
Further configurations are not necessary in this dialog.
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Step Short description

7 The iISCSI drive that is newly registered can be incorporated into the system and
formatted in YaST2 like a new locally connected hard drive.

It must be noted that it is not allowed to write to this 'local hard disk' from several
computers. Otherwise, a complete data loss is the result.

&S 5] YasTz@ichwiess ==
[ Expert Partitioner

System View (™ Hard Disk: /dev/sdf
E ":@ tchwte38 [ Dverview l Partitions ]
B [ Hard bisks -
= Device:
:::é * Device: (dewisdf
cda3 * Size: B03.00 GB
) sdf * Device Path: ip-10.49.83.201:3260-iscsi-ign.2011-03 tcnas20 1testdaten-lun-0
sdfl * Device D 1: scsi-3600140525047800395d00 1000000000
“ Device |0V 2: wwn-0xG0014052e5047800385d00 1000000000
.m RAID = Used By 1:
2 Volume Management Hard Disk:
L y
L] Crype Files + Vendor: LI0-ORG
_] . * Model: FILEID
'ﬂ Device Wapper » Number of Cylinders: 117870
f NES * Cylinder Size: 7.84 MB
= * Bus:iSCSI
f = BIOS ID:
et BTRFS * Sactor Size: 512 B
T TurEs * Disk Label: HSDOS
ﬁ Unused Devices
":@ Installation Summary
Settings

Health Test (SHART)... l [ Properties (hdparm)...

v ] | .......... E ||-||5h

Illustration 179

8 Partitioning in YaST.

9 Expert Partitioner

System View [ Hard Disk: /dev/sdf
=) g tchute3@ |
=] E Hard Disks
E sda
sdal
sda2

e sda3 Device | Size | F| Enc [ Type | F5 Type | Label | Mount Poirt | Hount By | Start | End | Used By |
e Idevisdtl 903.00 GB 9 Llinux native Ext3 lisesil * 1o 0 u7eve

__l' d RAID
% Valirme Managemernt

|-_j Crypt Files

-LT Device Mapper
% NFS

K Unused Devices

B

b Installation Surnrmary
Settings
Log | |

E I Abort l| Finish |

Illustration 180

Dverview | FPartitions

If the hard-disk is already partitioned, please click on the [Edit] button to create a
mount-point.
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11.11  Configuration of the operating system file indexing

An indexed file search can be made on the Linux server with the Linux 'locate' command.

The necessary indexing of the hard-disk takes place with the 'find' process that is normally

carried out during the night and can be configured in a ‘cron’ job.

Depending on the hardware being used and the complexity of the CAE project, the indexing (i.e.

execution of the 'find' process) can increase the system load considerably.

11.11.1 Deactivation of the regular indexing

The execution of the indexing can be controlled with the 'RUN_UPDATEDB"' attribute in the
/etc/sysconfig/locate file. The Linux superuser 'root' must set the attribute to 'no' if no

automatic indexing is to take place.

x Engincemeetingl:fetc/cron.daily. E]E]
## Path: Applicationz/Locate
## Description: Configuration of updatedb
## Tuype: YESND
## Default: yes

#

# Should updatedh (For locate) be started by cron,daily ("yes" or "no")
#

SH_LUPTATEDE=ro

## Type: string(nobody,root)

## Default: niobody

#

# uypdatedb has a parameter "--localuser".,

# It runs the "find" command as thiz uzer, Some people think this iz a

# security hole if set to 'root' (because some directory information can
# be read which iz normally protected), Others think it is useful to hold

all files in the databaze,

So if you want full information in locate db, set RUM_UPDATEDE_AS=root,
If you want security usze RUN_UPDATEDE_AS=nobody,
IM_UPTATEDE_AS=nobody

# Tupe: ztring

8.1

Anfang

Illustration 181: 'RUN_UPDATEDB" attribute

11.11.2 Manual update of the database for locate

The following script must be executed as the Linux superuser 'root' in order to trigger the index

creation when the indexing is turned off:
/etc/cron.daily/suse.de-updatedb

Further information can be found in the APROL

@ documentation 'X13 SUSE LINUX

Enterprise Server Documentation’
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11.12  Special features of the VMware

11.12.1 Motivation / benefits of the hardware configuration via Automation
Studio in a VM

The hardware configuration via Automation Studio in a VM offers the following benefits:
Use of the original Automation Studio software

The respective current version of Automation Studio is used in the

EDZI environment.

When using the original Automation Studio in , only functionalities that are
explicitly approved for are activated.

Preinstalled VMware for Windows with one-time licensing

ED:, The VM is delivered with a preinstalled Windows operating system. This must be
licensed and activated with the delivered customer product key, only one time upon
using it for the first time.

Automatic connection to the network without configuration

ED:, The VMware installation is configured with NAT (Network address translation). It is
therefore not necessary to configure computer names and networks within the VM when
starting it for the first time.

Standard installation of Automation Studio and B&R SafeDESIGNER with one-time
licensing

Automation Studio is automatically installed when using the hardware configuration for
the first time via the controller editor.

EDZI The installation is identical to the installation on an external Windows computer.

Subsequently, it is necessary to license Automation Studio one time only in the normal
way with the delivered serial number.

The licensing procedure must not be carried out again when updating or upgrading the
system software.

11.12.2 Usage of the VMware workstation version 9.0.0

The VMware workstation is supplied in the version 9.0.0.
The version 9.0.0 contains many bug fixes and correction of security issues.

@ Detail information: http://www.vmware.com/support/ws90/doc/workstation-90-release-
- notes.html
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11.12.2.1 Use of an existing VMware 8.0.1 license

.‘ ' A new license key is supplied optionally in order to license the VMware work-station
9.0.0.

The 'AprolDowngradeVMware' script is delivered in order to be able to work with an
existing VMware 8.0.1 license after an upgrade.

The script uninstalls the VMware workstation version 9.0.0 and then installs the version
8.0.1 by using the '-downgrade VM8' launching option.

The 'license-ws-80-e1-201010' license file must exist in '/fetc/vmware' for the version
8.0.1.

11.12.2.2 Specifics for using a virtual engineering environment in a VMware
work-station

It has been possible, since the VMware version 8.0.1, to use an engineering system

in a VMware.

If the engineering system is within a virtual environment, the following must be

noted:

1) After the installation of the AutoYaST DVD, is not allowed to be
installed directly afterwards.

It is necessary to update the vmware tools in the guest system.
Thus, please select the '‘Continue without installation' option in the dialog and
confirm this choice.

2) It is absolutely necessary to install the actual version of the vmware tools for
the virtual engineering system. The installation and configuration of the vmware
tools is described in the official VMware documentation.

http://vmware-tools-installation-configuration_DE.pdf

3) After a successful installation of the vmware tools, start the
installation by entering "AprolInstall® in the command line.

11.12.3 Changing the Windows configuration within the VM

In certain cases it may be necessary to make subsequent changes to the Windows configuration
(within the VM).
This may be necessary for example in the following cases:

W to configure an expansion of a B&R series 2010 controller
(activation of the "Legacy mode")

W or for the installation of drivers for card readers.

You have the possibility of carrying out a subsequent change in the Windows configuration
(within the VM) directly from the CaeManager.

The VM is started after choosing the '‘Configuration Windows (VMware)' menu item.
Thereafter, changes can be made in the Windows environment. A new snapshot is created in
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the VM after the subsequent confirmation of the configuration changes, which will be used for
future controller configurations.

.a If all of the dialogs (amongst others, Windows auto-start dialog) which have appeared
because of mounting the new ISO image and the auto-start of the AS setup contained
therein are not closed, then the dialogs are recorded in the snapshot.

Use the 'Windows Configuration (VMware)' menu item to clear up, and create a new
snapshot when the dialogs have been closed.

11.12.4 Handling the VMware images

Basically you have the following possibilities in the scope of the upgrade to R 3.6 for
using the VMware images

Backup of the VMware image in the scope of APROL R 3.4 (recommended)

a) Upgrade of the system software to APROL R 3.6 including new installation of the VMware
version 7.0

b) Restoration of the VMware image backup from APROL R 3.4

c) No actions to be taken with respect to Windows licensing

d) If the restored VMware is <= version 6.5, an update of the VMware tools is definitely
mandatory.

Details can be found in the following chapter!

Advantage:
A new licensing of Windows is not necessary

Use of a new VMware image

a) Upgrade of the system software to APROL R 3.6 including new installation of the VMware
version 7.0

b) Use of the newly installed VMware image

c) Windows licensing is necessary

d) No further actions with respect to the VMware tools

Disadvantage:
A new licensing of Windows is necessary.

11.12.4.1 Procedure for updating the VMware tools

Now proceed for this as follows:
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Step: Description:

1 A test license for the VMware 7.0 is installed in this engineering environment
(Engineering system) during the CAE update.

This license is to be exchanged immediately after the update with the
delivered VMware license.

Details about licensing can be found in the documentation "E1
Controller & 1/0", chapter Licensing the VMware.

2 Call up the 'Extras / Configure Windows (VMware)' menu item in the
CaeManager.

3 After Windows has started, a necessary update of the VMware tools is signalized

by a yellow triangle on the VMware tools icon (in the info area of the Windows
status bar).

The 'VMware tools properties' dialog is opened with a double-click on the
yellow triangle.

Confirm the [Update tools] button in this dialog, in the '‘Options' tab.

4 A VM reboot is necessary after the update has been carried out successfully.
Confirm executing the reboot in the 'VMware tolls Setup' dialog with [Yes].

5 Log into the Windows environment as the '"APROL' user after the reboot.

6 A new snapshot can be created afterwards in the context of the CaeManager.

Thereafter, the VMware can be used as normal.

A These steps must definitely be carried out before a controller is opened for the first time.

The necessary steps are shown in the following overview:

il

. Vidware Tools Setup l

2 Sietup needs to reboot the system in order to complete the instal. Do you want to reboot now? The system wil be rebooted shortly unless you cancel
\‘/ the rebact by anawering'No'.

VMware Tools Properties

I¥ Time syrchiorization between the vitualiachi
opesating aystem.

[F Show WMviaee Taoks in the taskbar,

¥ Moty # update ic avadable

Illustration 182: Update of the VMware tools
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11.12.5 Transfer of all types of files from the VMware

It is now possible to pack files from the VMware file system in an archive, after an Automation
Studio hardware configuration, by providing a file list in the engineering environment.

This archive is then saved in the version of the controller that is open. If this version of the
controller is compiled in the CaeManager, an archive is written in the in the file system of the
engineering system, where it can subsequently be edited.

The file list, which specifies the scope of the data to be transferred must be stored in the
directory ''home/<Engineering system>/ENGIN/PROJECTS/<Project
name>/cnf/VM_Data'.

ﬁi The above mentioned intentionally directory must be created in the Linux file system.

It is possible to differentiate between one special instance of a controller and all controllers by
selecting the appropriate file name of this file list.

W Global .FileList
Files with absolute path specifications can be entered in this file list, which will then be
packed in the VMware environment and transferred to the Linux file system. This file is
evaluated when there is no specific file for the controller instance that is currently
open.

Qy <CtrlInst>_FilelList

Files with absolute path specifications can be entered in this file list, which will then be
packed for this controller in the VMware environment and transferred to the Linux file
system.

After a build of the controller in Automation Studio, a TGZ that contains the files listed in the
configuration files is created automatically.

When compiling the corresponding 'Controller’ project part in the APROL environment, the
TGZ is stored in the Linux path 'home/<Engineering
system>/ENGIN/PROJECTS/<Project name>/pgm/<Controller
instance>/AS30/Customer’ with the name 'VM_Data.tgz'

The TGZ there can be unpacked and used for further processing.

ﬁi The archive size is currently limited to 100 MB. It must be noted that the archive is
- contained in each version of the controller, and thus increases the size of the database.

11.13 Provision of a'SamplesProject’

B&R delivers an example project in the form of a 'SamplesProject’, in which diverse
system functionalities are used and documented.

The as-built documentation for the CAE project and project parts can be opened via the
‘Show Documentation (as-built)' context menu after the project / project part is
selected.

You are offered a quick overview of examples and problem solutions in a structure that is
ordered according to different topics.
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"= [0} CaeManager (engsampEmeeting])
[Datei Bearbedten Byild Ansicht Repots Extras  Legin

@ BmE 58 8 o B Py o BsanplsPopctsT SFCSFCEampeExampleiSECExampi0zs L=] e

Projekt: SamplesProject [Logieal-Structure)

Pjekt SampsesProject (Physical-Structung)

Bitdotheken SamplesProject (LogeakStrctue)

En al@s —

L mmungennene ansicht | =| @ G

[ Typ f Hame ~ | Status | Markigrung | Instanz | Versionskomman tar | Beschigibung | Kompikerungszait [ Kompdiert voi s
| = B SamplasProjact ks - Ly 3 Baispsela A1 din Verwandung von APROL Funktionalitaten == i [
& [= Dynamisigrungen ¥l Ergispesle flr die Amwendung der Dynamisienngen
| & 5 Embedded ¥ Emngabattete Applikationen
| @ s ExecutionDrder Fa Samples for Execution Order
i [ Hardware ik ControlC omputer und Controller
| & o Listyewtdaa L Higrarchischar Anlagenstatus wa Listview Widget
[ Madia 2 Vidis und PR
& [ PAL 38 Amwendung der PAL-Bliothek
& [ Pythen ¥k Prython Furkianen
0 A Sprachumschattung v Test der Sprachumschaltung innerhalb das DisplayCenters
| =@EsT_sFC Beispeelprogramme Stisctuied Test und SFC
. # [ Kartofels ack-Abfllung LA ]
[ SFCExample SFC Berspiaiprogramime
| = [ Exampledi Demonstration dev Kontrolvanatien
| s b SFCExampledl | [ T4 SFCEXD SFC-Beispiel 1: Konfrolbanablen 16.10 2012 15°53 52 CEST aprol
& % SFCExamplediL [ o SFCEXLO SEC-Berspigl 10 Visuaksiorungseléments 1610 2012 1553 42 CEST apeol
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| 4 [ Exampled? ¥ Automatische Intialisierung
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5 [ System b ik Systameigendiagnoss o
& [ Tamperatumegatung ¥ Temparaturragelung der Regelstrecks an CTRL_TR
[ Taxte im CFC > Flatzigning van Texten im CFC
o o Trends £ Trand Autzeichnungan
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-
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Illustration 183: Logical structure '‘SamplesProject’

The engineering system and the runtime system are on the same hardware. In the scope of the
installation of the system software, the 'Complete installation' item is to be chosen
for this purpose.

11.13.1 Installation of the 'SamplesProject'

The 'SamplesProject' can be installed in the engineering environment via CaeRestore ('File /
CAE Database / CaeRestore' menu item) in the CaeManager.

Please note that the existing system environment (e.g. CAE libraries, projects, users) is
replaced completely after a CaeRestore.

PN

Navigate to the Zopt/aprol/ENGIN/DEMOPROJECTS/ directory in the file selection dialog,
and select the TAR archive CAE_BACKUP_<APROL release> SamplesProject™ <Time
stamp>.tar.
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The standard user, who has all global and project rights is the user ‘aprol' with the
password '‘BuR1.aprol'.

The standard operator in the runtime environment is the ‘Operator’ with the password
'‘BuR1.operator'.

You can find all configured users and operators, including the respective passwords, in
the as-built documentation of the ‘SamplesProject'.

The additional CAE libraries 'DEMO' and 'Python' are installed together with the
'SamplesProject' and their blocks are used in the 'SamplesProject’.

o

A build of all CAE libraries must always be carried out.

11.13.2 Necessary adjustments in the project

The following configurations are to be adjusted after the CaeRestore:

4

4

The entry of the current host name (instead of 'localhost’) and the domain name
in the 'Control computer' project part, ‘Master data’' tab.

The affected 'APROL_Runtime_HW_01' and 'APROL_Runtime_HW _02' project parts
are in the 'Hardware / Control Computer' directory.

Activate and compile the project parts thereatfter.

The following is necessary in the respective ' system' project parts to adopt
the host name that was changed in the '‘Control computer' project parts.

Reactivate (active version) and compile the 'APROL_Runtime_SYS' and
'APROL_Runtime_2_SYS' project parts.

Creation of the CC-Accounts 'runtime' and 'runtime2' with AprolConfig

Basically, the identifiers of the CC-Accounts in the '"APROL systems' must correspond
to the identifiers specified in AprolConfig (Default: 'runtime’ and 'runtime2’).

The 'integrated operator system' option must be set in 'CC-Account details' for both
runtime systems in AprolConfig.

Because the hyper macros of the 'SysMon' library read the names and instances of
controllers and control computers, the following is necessary if these attributes are
changed:

The changed names / instances must be adjusted in the properties of the SysMon
hyper macros which are placed in CFCs the 'System / Logik' directory.

Afterwards, a 'Build (Project)' and a download to all target systems must be carried out.

11.13.3 Hardware for use of the 'SamplesProject'

\
\

The controller 'CTRL_TR' must be present for the SFC functionalities and for the
examples in the 'PAL' CAE library.

The 'SamplesProject' is built to have an operator system on a separate hardware.

The above mentioned adjustments to the runtime systems are also to be carried out for
the operator system.
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11.13.4 First steps in the 'SamplesProject'

&
&

&

Log in to the runtime environment.

The DisplayCenter is started automatically and the '‘Operator’ is logged in as default
operator.

You must log in to the LoginServer as the operator 'Demonstration’ (Password
'‘BuR1.demonstration’) in order to start a slide show with selected process graphics.

Configuration in the DisplayCenter:

After the first download, some faceplates from the 'PAL' CAE library have an 'Inhibit’
state and therefore cannot be operated.

©)
L4
Ilustration 184: 'inhibit' icon

The 'inhibit' state must be switched off in the faceplate 'special modes'. Detailed
information about this can be found in the manual 'L1 PAL Documentation'.

11.14

Typical reported problems / solutions (FAQ)

The following overview contains frequently asked questions (FAQ) which concern the
installation of the Linux operating system, the installation of the system software,
and the basic configuration of the CC-Account.

The list is not sorted by themes and will be extended on the basis of support queries.

1

Problem report:

The KDE configuration in the engineering environment should be set back to the original
delivery state of the respective release.

Solution approach:
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1 Problem report:

Now proceed for this as follows:

1) Log out of the graphic environment of the engineering system.

2) Log in to the console of the engineering system.

3) Open the '_.APROL-rel' file in edit mode in the home directory of the engineering
system.

4) Change the release identifier in the head of the file to a previous release.

Example:
Change from: R 3.6-09 to R 3.6-08

5) Save the changes in the '.APROL-rel file.

6) Log back in to the graphic environment of the engineering system, so that the
changes can take effect.
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installation of SLES (Link)

6.05 01.07.2014 New chapter Relocation of a logging IS, RN
server RM

6.04 03.06.2014 New chapter Linux analysis tools TP

03.06.2014 New chapter Relocation of a logging IS, RN, KSc
server

6.03 09.04.2014 Revision of chapters Configuring VNC, KSc
Configuration of a firewall with MAC ELa
address filtering, Remote operation via
VNC

6.02 13.03.2014 | Term 'APROL computer' ->'APROL RN
server'

6.01 13.02.2014 Revision of chapter Necessary ELa
adjustments after changing the host KSc
name

16.01.2014 Additional notes about the license KSc

database in chapter Optional use of the
‘License Protection Hardware Key'
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Manual version Date Change Author /
checked by:
6.00 28.11.2013 Formatting to DIN A4 and fonts RN
25.11.2013 Revision of chapter Necessary ELa
adjustments after changing the host
name (AprolChangeHost)
11.07.2013 New chapter Transfer of all types of files | KSc
from the VMware
27.05.2013 Extension of chapter Special notes KSc
about the use of the VNC service
06.05.2013 Additions in chapter First steps in the RN
'‘SamplesProject’ MHe
30.04.2013 Chapter Graphics cards tested for KSc
Multiscreening Information for supported | MHe
hardware / matrix removed
29.04.2013 Addition to chapter Bonding RN
configuration via YaST JH
25.04.2013 Update of chapter Graphics cards KSc
tested for Multiscreening
22.04.2013 Update of chapter Using a CAE block RN
and system variables to monitor the EM
UPS
19.04.2013 New chapter Typical reported problems | KSc
/ solutions (FAQ) PSt, DD
15.04.2013 New chapter Optional use of the KSc
'License Protection Hardware Key' MHa, PSt
05.04.2013 Extension of chapter Tools in the KDE KSc
menu
04.03.2013 Extension of chapter Provision of a KSc
SamplesProject
19.02.2013 Update of the screenshots Ksc
11.02.2013 Additional information in chapter KSc
Configuration of the 'iISCSI Initiator' ELa
07.02.2013 New chapter APROL LDAP server EL
24.01.2013 New chapter Special features of the KSc
VMware
14.01.2013 New chapter Provision of a KSc
SamplesProject
11.01.2013 New chapter LDAP_configuration KSc
20.12.2012 Revision of chapter Linux Installation KSc
MM
04.12.2012 Chapter APROL installation and update, | RN
Note VMware 9.0
04.09.2012 Revision of terms (APROL system / CC- | KSc

Account)
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Manual version | Date Change Author /
checked by:
5.24 29.05.2012 Boot parameter entry in chapter The RN
installation of SLES MT EL
23.04.2012 Chapter The installation of language KSc
packages Screenshot for available
languages updated
Update of chapter General information KSc
about APROL Licensing
5.23 30.03.2012 Adjustment of chapter Use of the Linux RN
tool 'touchcal’ MM
5.22 08.03.2012 New chapter Configuration of a firewall PS
with MAC address filtering MM
5.21 08.02.2012 New chapter Configuration of the KSc
operating system file indexing PS
5.20 12.01.2012 Revision of chapter APROL installation KSc
and update ELa
02.11.2011 New chapter Necessary adjustments for | KSc
the authentication via LDAP AW
24.10.2011 Chapter Configuration of NTP KSc
Description of Hopf radio clock changed
5.19 10.10.2011 Chapter APROL delivery contents: KSc
License certificate exchanged
26.09.2011 Expansion of the chapter The KSc
installation of SLES
20.09.2011 Correction of the chapter Updating the KSc
operating system (SLES) from the MRa
AutoYaST installation DVD
5.18 06.09.11 Revision of chapter Language DVD KSc
5.17 15.08.11 New chapter 'Use of bonding (active ELa, KSc
backup) for realization of a bur
redundancy with a separate control and
process bus
06.07.11 New chapter APROL File Selection RN
Dialog
5.15 16.06.11 Revision of chapter Redundant KSc
networks MHe
Bonding configuration via YaST
5.14 27.05.11 Extension of the chapter APROL KSc
installation and update
24.05.11 Revision of chapter Redundant KSc
networks MHe
Extension of the chapter Tools (Apache
Directory Studio)
18.05.11 Revision of the chapter Cluster for KSc, RN
redundancy runtime systems JRu, DD
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checked by:
5.13 18.04.11 Revision of chapter Optional KSc, RN
adjustments to the firewall CKo, PS
31.03.11 New chapter Connecting a NAS system | KSc
to an existing APROL environment PS, MHe, MT
5.12 03.03.11 Information about overwriting the dual KSc
boot configuration in chapter APROL PS
Installation and Update
5.11 11.02.11 Update of chapter AprolConfig ELa
27.01.11 Addition to chapter Cluster requirements | ELa
and configuration
21.01.11 Note in chapter APROL Installation and | KSc
Update about error message during Ela
mounting
5.10 17.01.11 New chapter Optional adjustments to RN, CKo
the firewall PS, ELa
02.11.10 Chapter Installation of the 'ProLiant KSc
Support Pack' Note about installation MHe
according to HP web page
5.09 02.11.10 Update of the chapter Updating the KSc /RN
operating system (SLES) from the
AutoYaST installation DVD
01.10.10 Update of chapter AprolConfig ELa
5.08 27.09.10 Adjustment of chapter Problems when KSc
using the Intel graphic chip set with MT, PS, AT
SLES 11 for APROL R 3.6-02
22.09.10 Chapter The installation of SLES Note KSc
about setting the BIOS clock
5.07 12.08.10 Revision of terms: ST, SFC, CFC RN
06.08.10 Adjustment of the chapter Installation of | KSc,
SLES to SLES 11 JR
06.08.10 New chapter VNC Recordings RN, KSc
JR, CKo, MT
29.07.10 New description of AprolConfig ELa
27.07.10 Chapter The installation of SLES KSc
Information about using the 'Fully PS
Qualified Host names'
29.07.10 New chapter Problems when using the KSc, RN
Intel graphic chip set with SLES 11 MT, JR, CKo
5.06 30.06.10 Revision of the chapter APROL KSc
installation and update DD
JR
5.05 30.06.10 Revision of the chapter Redundant KSc
networks (due to SLES11) JR
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Manual version | Date Change Author /
checked by:
5.04 17.06.10 Chapter Screenshots (ksnapshot) Note KSc
about use of 'pyvnc2swf' tool for Defect
Tracking.
5.03 07.06.10 Information about patch installation ina | KSc
runtime / operator environment in
chapter Execution of patch installation.
5.02 08.04.10 Chapter Updating the operating system KSc
(SLES) from the AutoYaST installation
DVD adopted from manual 'A3 Upgrade
Notes'.
5.01 07.04.10 Revision (due to AprolConfig) of chapter | RN, KSc
Necessary adjustments after changing
the host name
25.03.10 New chapter Installation notes for KSc
computers of the 'HP ProLiant' series MHe
09.11.09 Information about the '‘B&R Partner KSc
License'
10.09.09 New description of 'Multiscreening' MB, KSc
JR
5.00 19.05.09 Extension of chapter Installation of RN

SLES, additional hard disk
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